Matrix COSEC

Software Installation Guide

3 MATRIX

SECURITY SOLUTIONS



3 MATRIX

SECURITY SOLUTIONS

Matrix COSEC

Software Installation Guide




Documentation Disclaimer

Matrix Comsec reserves the right to make changes in the design or components of the product as engineering and
manufacturing may warrant. Specifications are subject to change without notice.

This is a general documentation for all variants of the product. The product may not support all the features and
facilities described in the documentation.

Information in this documentation may change from time to time. Matrix Comsec reserves the right to revise
information in this publication for any reason without prior notice. Matrix Comsec makes no warranties with respect
to this documentation and disclaims any implied warranties. While every precaution has been taken in the
preparation of this system manual, Matrix Comsec assumes no responsibility for errors or omissions. Neither is any
liability assumed for damages resulting from the use of the information contained herein.

Neither Matrix Comsec nor its affiliates shall be liable to the buyer of this product or third parties for damages,
losses, costs or expenses incurred by the buyer or third parties as a result of: accident, misuse or abuse of this
product or unauthorized modifications, repairs or alterations to this product or failure to strictly comply with Matrix
Comsec operating and maintenance instructions.

Warranty

For product registration and warranty related details visit us at: www.matrixcomsec.com

Copyright

All rights reserved. No part of this system manual may be copied or reproduced in any form or by any means
without the prior written consent of Matrix Comsec.

Version 11
Release date: November 14, 2024
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CHAPTER 1 COSEC Software
Installation

Before commencing the installation, make sure that the computers on which the software will be installed meets the
necessary requirements.

% The COSEC setup installation is explained for Premise based solution. For Cloud based solution; setup

installation will be done on the Cloud server.

System Requirements

Make sure that the computer on which you are installing the software meets the following requirements:

* Operating Systems: Windows7 Professional and above

* Processor: Recommended is dual core processor and above

*  RAM: Minimum available is 4GB

» Hard disk: Minimum available is 40 GB

» Screen resolution: Minimum Recommended is 1366 x 768

« DVD/CD-ROM drive

* Network Interface card: 10/100 Base-T network adapter

*+  Recommended IIS ver 6.0 or higher

* Microsoft .Net Framework ver 4.5

* Internet Explorer 9.0 -11.0

* Requires USB2.0 or higher Port for license dongle
Please ensure that you have installed the IIS ver 6.0 or higher, prior to proceeding with the installation of the
application as described in the following section. The user needs to ensure that the.Net Framework 4.5 is
installed only after the installation of the IS component to enable appropriate registration of the asp.net with
IIS. To check if IIS is installed on the computer, open the web browser (Internet Explorer) and type in http://

localhost in the address field. The IIS home page must appear.

SQL database is supported for SQL server 2008 R2 and above.Oracle database is supported from version
10g upto version 21c (Basic Authentication).
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Pre-Requisites for Face Recognition and Face Enrollment

Face Recognition and Face Enroliment System Requirement support for windows application development targets
3 major platforms: x86 (CPU), x64 (CPU) and x64 (NVIDIA GPU).

Computer Hardware Platform

For Windows with CPU:

+ 6th and above generation Intel Core processors and Intel Xeon processors.

* Intel Xeon processor E family (formerly code named Sandy Bridge, Ivy Bridge, Haswell and Broadwell)
« 3rd generation Intel Xeon Scalable processor (formerly code named Cooper Lake)

* Intel Xeon Scalable processor (formerly Skylake and Cascade Lake).

For Windows with GPU:

* Nvidia GeForce GTX 1050 Ti-4 GB onwards

Operating System

Microsoft Windows 10 64-bit

Recommendations for Liveness Verification

Below mentioned recommendations for Liveness Verification is applicable for all Matrix's Cameras.
* Custom ROI of Height ~= 1000 px and Width ~= 700 px.
* Good and evenly distributed light is required on person's face.

» Good lighting is required at setup location facing person's front. Back light degrades acceptance rate of
real person.

+ Person's distance from camera when marking attendance must be between 1 to 2 ft (For Moderate and
Advance Face Anti-Spoofing Mode) and more than 3 ft (For Basic Face Anti-Spoofing Mode).

* Face horizontal shift must be between -30% to 30% which means faces looking more left or right are
rejected.

» Face coordinates must not exceed 10% area near left and right edges and 5% area near top and bottom
edges of input image.

+ Face touching image's border is rejected.

» Face must cover less than 70% area of valid image region. Faces very close to camera are also rejected.
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Recommendations for Face Recognition

User’s distance from camera when marking attendance must be between 1 to 3 ft (i.e. Face Height should
be more than 80px).

Good and evenly distributed light is required on user’s face.

Shadow / Under Exposure / Over Exposure lighting should be avoided.

Motion Blur / Over Image Compression / Environmental Noise should be avoided.

Any type of Occlusions like Sunglasses / Mask / Helmet / Cloths covering the face should be avoided.

Face Angle should not be more than 30 degree horizontal and 10 degree vertical.

Recommended Camera Settings for Liveness Verification

The below mentioned recommendations are applicable to SATATYA MIDR20FL28CWS or Wall mounted Cogniface

Cameras.
Name Value
Profile No. 4
CODEC MJPEG
Resolution 720p
Bit Rate Control VBR (For all Modes)
Bit Rate 1024 kbps
FPS 10
Lens Correction Off

Security Setup for COSEC'

If you are having any security concerns then make sure you manually configure the changes as per the steps given
below along with installation of the COSEC package:

Step 1:

It is expected that wwwroot folder contains only Cosec Web Applications i.e. COSEC, COSECAdmin,
COSEC Visitor. If there are any other applications in wwwroot folder then placing/updating web.config file may
impact other application too.

If your www.root folder does not have the web.config, then follow the steps mentioned below:

You need to copy the web.config file from the COSEC Setup/Prerequisites and place it in the root folder.
Path of the root folder: C:\inetpub\wwwroot.

1. These settings need to be done if COSEC is to undergo security testing via any third party to evaluate that the software is free from
security vulnerability. These tests help validate the software’s security controls and measures against real world’s attacks, for
example VAPT.
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* Open this file in notepad, and replace the matrixvyomga.com text with the IP or Domain which the user
wants to use.

If your www.root folder already has the web.config, then follow the steps mentioned below:
» Copy the web.config file from the COSEC Setup/Prerequisites and place it on the desktop.

* Open this file in notepad, and replace the matrixvyomga.com text with the IP or Domain which the user
wants to use.

» Then copy the content from the dummy file and append it in your web.config file.
Step 2:
Uncomment the httpCookies tag in the following config files of COSEC.

+ COSEC Path: C:\inetpub\wwwroot\ COSEC\Web.config

+  COSEC Admin Path: C:\inetpub\wwwroot\COSECADMIN\Web.config

+ COSEC Visitor Web Path: C:\inetpub\wwwroot\COSECVisitor\Web.config
Step 3:

* Enable TLS1.2 in the Server.

Port Requirement

The Default Ports for running different COSEC services for SSL and Non SSL communication are as follows:

Master Service: Non-Secure = 15001 & Secure = 15010

Alert Service: Non-Secure = 13001 & Secure = 13010

Enroll Service: Non-Secure = 12001 & Secure = 12010

Monitor Service:

* Communication with Master Service: Non-Secure = 11001 & Secure = 11010
* Communication with Device: Non-Secure = 11000 & Secure = 11009

* Communication with Monitor Utility: 11003

5. Admin Portal Service: Non-Secure = 14001 & Secure = 14010

6. Visitor Service: Non-Secure = 16001 & Secure = 16010

Eall
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Installing Prerequisites

The following Prerequisites should be installed (not included in setup) by user who is using Premise based solution
(COSEC Centra) before running the COSEC Installation Setup:

1. Install Internet Information Services (IIS).
For Installing Internet Information Services (I1S) click on
“Installing IIS on the Windows Operating System (Windows10)”.

2. Install .Net Framework ver. 4.5 (mandatory).
For Installing .Net Framework click on “ Net Framework Installation”.

3. Microsoft SQL Server 2008 R2 SP2 or above.
For Starting Microsoft SQL Server click on “Microsoft SQL Server”.

4. Oracle database server- from version 10g upto version 21c (Basic Authentication). For Starting Oracle
click on “Oracle Installation”.

Installing IIS on the Windows Operating System (Windows10)

To install the IIS on the Windows operating systems, the administrator needs to open the Windows Features dialog
by performing the following steps.

% To know about IIS installation procedure in different operating systems, read the Help topic from the
installation Setup.

The following IIS components must be enabled for Windows 10 and above.
"WCF-HTTP-Activation45"
"IS-WebServerRole"
"IIS-WebServer"
"lIS-ApplicationDevelopment”

"I1S-NetFxExtensibility46"
"IIS-ASPNET46"
"lIS-ISAPIExtensions"
"IIS-ISAPIFilter"
"lIS-CommonHttpFeatures”
"IS-DefaultDocument”
"lIS-DirectoryBrowsing"
"lIS-HttpErrors"
"l1S-HttpRedirect"
"l1S-StaticContent"
"lIS-Performance”
"lIS-HttpCompressionStatic"
"1S-HttpCompressionDynamic"
"IIS-Security"
"lIS-RequestFiltering"
"I1IS-WindowsAuthentication"
"IS-WebServerManagementTools"
"lIS-ManagementConsole"
"I1S-IIS6ManagementCompatibility
"IS-Metabase"
"IS-WMICompatibility"
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"IS-LegacyScripts"
"lIS-LegacySnaplIn”

The figures depict the screens as they appear on the Windows 10 Operating system. However, the same
procedure may be followed to activate IIS on other Windows Operating system.

* Navigate to Control Panel by typing it in “Search the Web and Windows” field. The Windows Control Panel
appears as shown below. Now click on Programs as shown in the figure.

[EZ Control Panel

4 [EZ » Control Panel

S

[ =y
-

Adjust your computer’s settings

System and Security

-
Review your computer's status h‘!
Save backup copies of your files with File History
Backup and Restore (Windows 7) HH
; . aan
Find and fix problems
T

Network and Internet

Connect to the Internet

View network status and tasks

Choose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs
Uninstall a program
Get programs

v O

View by:  Category =

User Accounts
W) Change account type

Appearance and Personalization
Change the theme
Adjust screen reselution

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

» The Control Panel Programs and features options are displayed.

Programs

Systern and Security

Metwork and Internet

Hardware and Sound
* Programs

User Accounts

Appearance and
Personalization

Cleck, Language, and Region

Ease of Access

T

Programs and Features

“— « ‘4 [@ » Control Panel » Programs
File Edit View Tools Help
Control Panel Home
[
(]

Uninstall a program

roff | View installed updates

Run programs made for previous versions of Windows

Default Programs
Change default settings for media or devices
Set your default programs

Make a file type always open in a specific program

How to install a program

* Click, Turn Windows features on or off. You may receive the Windows Security warning at this point.

Click Continue to continue.
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The Turn Windows Features on or off window will be displayed as shown below:

[51 Windows Features - a0 *

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

NET Framework 3.3 (includes .NET 2.0 and 3.0} I

[®] | MET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services
Embedded Shell Launcher

Hyper-V

Internet Explorer 11

Internet Infermation Services

=

Internet Information Services Hostable Web Core
lsolated User Mode
Legacy Components

=

Media Features
Micrnsnft Messane Ouene (MSMN Server &

Cancel

3 c3]
AROO0OmEROONO

Fl

* The IIS default install features are shown as selected. Click on Internet Information Services. Additional
IIS features will be displayed as shown.

54 Windows Features - O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on.

[m]  .MET Framework 4.6 Advanced Services A
Active Directory Lightweight Directory Services
Embedded Shell Launcher
Hyper-V
Internet Explorer 11
[0 | FTP Server
m] | Web Management Tools
| World Wide Web Services
Internet Information Services Hostable Web Core
[] | Isclated User Mode

=R | enarv Comnonents

=

m
= MECOOO

EE

Ol

Cancel
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+ Click on Web Management Tools to view the available features. Check the boxes against the features to
be turned on as shown below.

[51 Windows Features - O x

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

(] | Active Directory Lightweight Directory Services M
[]  Embedded Shell Launcher
m L Hyper-V

Internet Explorer 11
o W] | Internet Information Services
@[] | FTP Senver
:
& 15 & Management Compatibility
15 Management Console
115 Management Scripts and Tools
115 Management Service
(W World Wide Weh Servires 7

Cancel

* Click on the IIS 6 Management Compatibility (Version depends on OS) and check the boxes against the
features as shown.

[51 Windows Features - g X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that enly part of the feature is turned on,

=[] Hyper-V A
Internet Explorer 11
o W | Internet Information Services
@[] | FTP Server
=R Web Managerment Tools
2
115 & Management Conscle
IIS 6 Scripting Tools
115 & WMI Compatibility
15 Metabase and IS & configuration compatibility

1 115 Manaaement Conscle ~
< >

Cancel
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*  Now click on World Wide Web Services and then on the Application Development Features option.
Check the boxes against the features as shown.

[51 Windows Features - d *

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

15 Management Scripts and Tools A
15 Management Service
o
= [m] | Application Developrnent Features
MET Extensibility 3.5
JMNET Extensibility 4.6
Application Initialization
ASP
ASP.MET 3.5
ASP.MET 4.6
Cal
ISAP| Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [ml Common HTTP Features &

OORE ORI OOORE

« After selecting the IS features as described above, click OK to start installation. The following Progress
window will be displayed.

|54 Windows Features

Searching for required files

Cancel
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Windows Features

Applying changes

Cancel

When the installation completes, the Windows Features dialog closes and you are returned to the Control Panel.
In order to perform a quick check to verify that IIS is installed:

Start Internet Explorer web browser and enter the address http://localhost/
You should see the default IIS “Welcome” page.

% IIS version may change depending on the software updation and Windows in your Computer.

& http://localhost/ P~ | Eiswindows X

2% Windows

Internet Information Services

Welcome Bienvenue  Tervetuloa

&3c-% Benvenuto 0

Welkom

‘_; 3 *'. Bienvenido Hos geldiniz | o'xan ovaa

Bem-vindo Li
KoAwg

Vitsite  OploaTe gate  Udvozoljik

Lase R0

Microsoft Willkommen [Velkemmen -
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.Net Framework Installation

In the absence of the.Net Framework, user must install it before proceeding with COSEC installation.

=
MName Date modified Type Size
ﬂ dotMetFxd5_Full_setup 8/18/20154:03 AM  Application 982 KB
ﬁ MNDP452-KB2901907 -x86-x64- AllOS-ENU 8/18/20154:33 AM  Application 68,359 KB
Name : Date modified Type
ﬁ dotMetFud5_Full_setup 8/18/2015 4:03 AM  Application

ﬁ MNDP452-KB2901907 -x86-x64 - AlIOS-ENU 8/18/2015433 AM  Application

Extracting files @

Preparing: D:\pee2c8ee0faffea203e923937623c8 \sgmapi.dll

Browse the set and run the application.

nNJ

Microsoft®

Click on Install to install Microsoft .NET Framework. The Installation will begin.

. Microsoft NET Framework 4.5

3

.NET Framework 4.5 Setup
Please accept the license terms to continue,

z
£
2

—3

results of any benchmark test of those components, provided .
that you comply with the conditions set forth at
go.microsoft.com/fwlink/?LinklD=66406. Notwithstanding
any other agreement you may have with Microsoft, if

you disclose such benchmark test results, Microsoft

shall have the right to disclose the results of benchmark
tests it conducts of your products that compete with

the applicable .NET Component, provided it complies with
the same conditions set forth at
go.microsoft.com/ fwlink/ ?LinkID=66406.

[Z]1 have read and accept the license terms. @

Download size estimate: 47 MB

Download time estimates: Dial4Jp: 115 minutes
Broadband: 8 minutes

After installation is complete Click on Finish to exit the setup.
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. Microsoft MET Framework 4 Setup = S|

Installation Is Complete

N NET Framework 4 has been installed.

Microsoft®

NET

Check for more recent versions on |

Microsoft SQL Server

Now the installer needs to enable the appropriate protocols from the SQL Server Configuration Manager to allow
the connectivity to the SQL server. For example; Navigate to the SQL Server 2014 Configuration Manager by
typing it in “Search the web and Windows” option.

E 5ql Server Configuration Manager
File Action View Help

L e AR ARENEYN 7|
@ 5QL Server Configuration Manager (Local) MName State Start Mode Log On As Process ID Service Type
RS S eros SQL Server (SQLE... Runnin Automatic NT Service\MSSQL... 10060 S0L Server
. . 9
" zgt ifrt‘fe’ 'Eletwirh %”gﬁg:mtm: GE;’Et #9501 Full-text Filte... Running Manual NT Service\MSSQL.. 7424
" saL S:r\i\erreNe‘te\c:nrk I(:on?;;?;;ao:wun (326i) SOL Server Repor..  Running Automatic NT Service\ReportS.. 4476 Report Server
50L Native Client 110 Configuration @ SOL Server Agent... Stopped Automatic NT AUTHORITY\NE... © SOL Agent
) ﬂ S0L Server Browser Running Automatic NT AUTHORITW\LO.., 3284

Go to SQL Server Network Configuration > Protocols for SQLEXPRESS option as shown in the figure.

& Sql Server Configuration Manager
File Action View Help

es|#n|Ba= R
‘g S0L Server Configuration Manager (Local) Items
Bl soLServer Services rotacols for SQLEXPRESS

ﬂ SOL Server Network Configuration (32bit)
& S0 Native Client 11.0 Configuration (32bit)
ﬂ SOL Server Network Configuration

@ SOL Native Client 11.0 Configuration
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Click on the Protocols for SQLEXPRESS option in the left pane. The protocol options appear in the right pane as

shown.

ﬁ Sl Server Configuration Manager
File Action View Help

e dAIERERR 7|

@ SQL Server Configuration Manager (Local)
| SOL Server Services
ﬂ SCL Server Network Configuration (32bit)
.. SOL Mative Client 11.0 Configuration (32bit) || L
v ﬂ SCL Server Network Configuration "
& Protocols for SOLEXPRESS
.. SCL Native Client 11.0 Configuration

Protocol Name

%~ Shared Memory
W Named Pipes

Status
Enabled
Disabled
Disabled

Enable
Disable

Properties

Help

Right click on the TCP/IP option in the right pane and select the Enable option. The System will display the warning

that the changes have been saved but it will take effect only after the service is restarted. Click OK to continue.

Warning

" the service is stopped and restarted.

‘-.I Any changes made will be saved; however, they will not take effect until

Select the SQL Server Services in the left pane. Restart the SQL Server and the SQL Server Browser services
by right clicking on the options and selecting the Restart option as shown below:

E 5ql Server Cenfiguration Manager
File Action View Help

Ll AR ENEYN ? JRCRORON ]

‘Q SOL Server Configuration Manager (Local) Mame
[E| SOL Server Services SOL Server (SOLEXPRESS)

ﬂ SOL Server Metwork Configuration (32bit)
% SOL Native Client 11.0 Configuratien {32bit)
v ﬂ SOL Server Metwork Cenfiguration
{3~ Protocols for SOLEXPRESS
2 S0L Native Client 11,0 Configuration

ﬁ SOL Full-text Filter Daemon Launcher (SOLE...
SOL Server Reporting Services (SQLEXPRESS)
&) SQL Server Agent (SQLEXPRESS)

ﬁ SOL Server Browser

State

Running
Running
Running
Stopped
Running

e NT Service\MSSQL..

Stop NT Service\ReportS...
Pause NT AUTHORITY\NE...
Resume NT AUTHORITY\LO...
Restart

Properties

Help

Start Mode

Log On As

NT Service\MSSQL...

Process ID

10060
7424
4476

324

Service Type
SQL Server

Report Server
S0L Agent

Matrix COSEC Installation Manual
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Sql Server Configuration Manager

File Action View Help

e | AR H OPDO@

48 saL server Configuration Manager (Local) Name State Start Mode Log On As Process ID Service Type
B Z'Qt ZEWE' I?‘IE""CET( Confiauration (26 5 SQL Server (SOLEXPRESS) Running Automatic NT Service\MSSOL.. 10060 SQL Server
L. 5QL Server Network Configuration (325t) #5QL Full-tex Filter Daemen Launcher (SOLE... Running Manual NT Service\MSSQL... 7424

& 5QL Native Client 11.0 Configuration (32bit)

; : -
v T QL Server Network Configuration 5 5QL Server Reporting Services (SOLEXPRESS)  Running Automatic NT Service\ReportS... 4476 Report Server
- & 5QL Server Agent (SQLEXPRESS) Stopped Automatic NT AUTHORITVANE... 0 SOL Agent

B Protocols for SOLEXPRESS
& 5OL Native Client 11.0 Configuration

Start

Stop
Pause
Resume
Restart
Properties

Help

Oracle Installation

For Oracle database, Oracle setup must be installed as shown below.

~— 4 ORACLE
SQL DEVELOPER

Initializing Extensions

oracle jdevimplrunner.RunltemAddin

Varsion 4.0.2

Copyright & 20 4. Oracle and/or its affiliates. All rights reserved.

BB OraclesQL Developer
File Edit View Navigate Run Team Tools Window Help

Roda 9@ @ O~ @

Conneclions @ Start Page cosec system
+- 18T IE FED-BA B8 BReda
= @‘ |es i Worksheet  Query Builder
- @ Views
-{§8 Editioning Views
{8 Indexes
E@ Packages
- (¥] Procedures
% Functions
m Quevues
R Queves Tables
- EB Triggers
5 {3 Crossedition Triggers
@ Types
- E Sequences
[ Materialized Views
- @ Materizlized View Logs
C@ Synonyms
@ Public Synonyms
- @ Database Links
[@ public Database Links
& @ Directories
-5 Editions
Application Express
- XML Schemas
- fa XML DB Repository
- {3 Scheduler
- ﬁ Recydle Bin
-8 Other Users
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Then you must create the user and assign the required privileges as shown below.

Connections (P startPage  hycosec system
G R FEB-BE BB Buodk

Worksheet Query Builder

{# Tables (Fitered)
&a Views
-[B3) Editioning Views

EE Indexes

[ Packages Connection Name ~ Connection Details | Connection Name |cosecadmin
[il Gl cosec cosec@flocalhost:.... | Username \cosecadmin
@ Functions cosecadmin@/flocal. ..
system system@/flocalhost. .,
E} Queues g '
IE Queves Tables Sayve Passwor |?|' Connection Color
-[8 Triggers
I:E Crossedition Triggers
&3 Types
- Sequences
(8 Materialized Views
-[[3 Materialized View Logs
Port 1521
Eﬂ Synonyms o
[} Public Synonyms (2) SID e
[@ Database Links
[ Public Database Links
i Directories [] 05 Authentication [ | Kerberos Authentication [ | Proxy Connection
R
-| £ Editions
@ Application Express Status :
A5 0n schemas Help Save Clear Test Connect Cancel
[z XML DB Repository

ﬁ Scheduler

E Mew / Select Database Connection *®

Password aeses

Oracle Access

Connection Type ‘Basm '| Role ‘dafault -

Hostname localhost

() Service name

User Privileges X

Oracle User with the following privileges is needed for COSEC database setup and
configuration,

Privileges:

1) Create, Alter, Drop Any Table

2) Create, Alter, Drop Any Views

3) Select, Insert, Update and Delete

4) Create/Drop Any Sequence

5) Create Session

£) Tablespace Quota = Unlimited (in which user is created)

From PC where COSEC Web is installed - Execute msi file available at following path of Setup folder:
1? Setup\Prerequisites\SqlLocalDB\x64 OR x86 (as per 64-bit OR 32-bit system respectively)

Now once the Oracle user is created, you can start with the COSEC installation.

FIPS Algorithm Policy Check

To Install COSEC Component the FIPS Algorithm Flag must be disabled. If the FIPS Algorithm flag is enabled then
following pop up will appear while installing the setup.

Error

FIPS Algorithm Policy must be disabled
for installing COSEC Components

A\ _/

To disable FIPS Algorithm policy go to Registry Editor by typing regedit from the start menu of your computer.
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Then go to the path:
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\FipsAlgorithmPolicy.

Now you can disable the FIPS Algorithm policy. Then Reset IIS Server and install the setup.
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Installing COSEC

In order to install the COSEC application:

*  Open the COSEC Setup folder in your PC.
» Double-click the COSEC Installer Application.
* The Matrix COSEC Installer page opens.

Mame Date modified Type Size
Help 09-12-2021 10:33 File folder
Release Document 29-10-2021 14:54 File folder
Setup 06-12-2021 10:47 File folder
4| autorun.inf 16-08-2010 19:49 Setup Information 1KB
& COSECInstaller.exe (4-08-2017 11:23 Application 1,352 KB
5% Matrix COSEC Installer — *

«& MATRIX

SECURITY SOLUTIONE Install

Ingtall COSEC components

COSEC

Right People in Right Place at Right Time

Welcome

Options

Summary

Progress

Done

COSEC 2091

(COSEC CENTRA)

Applicable AUP: May-2024

This Installer automatically checks the computer for the prerequisites required for the installation of the applications
prior to starting the installation process. Prior to running the Installer utility it is necessary to ensure that the logged
in user has administrator rights on the computers where the various COSEC components are to be installed.

The COSEC application requires the Microsoft. Net Framework ver 4.0 to be installed prior to its installation on the
application server. The COSEC Installer utility automatically detects the presence or absence of this component

and the same must be installed in its absence.

Click Install to initiate the installation process.
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5% Matrix COSEC Installer

. MATRIX

SECURITY EOLUTIONS

Welcome

Options

Summary

Progress

Done

COSEC 209.1
(COSEC CENTRA)

Applicable AUP: May-2024

End User License Agreement

MATRIX SOFTWARE END USER LICENSE AGREEMENT ~

Name of Software: COSEC CENTRA

This End -User License agreement (EULA) is a legal agreement
between Licensee and the Licensor (Matrix Comsec Private Limited.,
hereinafter referred to as "Matrix”) of this software for the software
product identified above.

THIS IS AN AGREEMENT ON END-USER RIGHTS AND NOT AN
AGREEMENT FOR SALE. The provider continues to own the copy of
the software and physical media contained in the sales package and
any other copies that the End user is authorized to make pursuant to
this Agreement.

By installing, copying, downloading or accessing this software, the individual or
the individual acting behalf of any organisation is agreeing to be bound by this
software License Agreement. If you do not agree to the terms of this agreement
don't install. copy. download or access the software and promptly return the
software and proof of entitlernent to the party from whom you acquired the same.

Please read the End User License Agreement carefully. Please check that you
have purchased COSEC CENTRA software from the authorized source of Matrix.
Bfldian i il deemia sl TR

TR, o

| Accept Terms & Conditions in License Agreement

V The End User License Agreement page will appear when new installation is done.

The Annual Upgrade Package for COSEC must be updated. Only then you can access COSEC. When
the package gets expired; then you must have to get it upgraded through the Matrix Channel Partners.

Click the check box to accept the Terms and Conditions in the License Agreement and click Next. The window
appears with the following installation options:

25 Matri COSEC Installer

«i MATRIX

SECURITY SOLUTIONS

COSEC

Right People in Right Place

+  Welcome
Options

Summary

Progress

Done

COSEC 2091
(COSEC CENTRA)

Applicable AUP: May-2024

Installation Options

be installed, including Enroll, VMS and Alerts features.

Custom ; . :
Selected COSEC components will be installed. This option is recommended for advanced

W U=
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Complete: Select this option if you wish to install all the components of the COSEC application. For details, refer to
“Complete Installation”.

Custom: Select this option if you wish to install the components of the COSEC application selectively. For details,
refer to “Custom Installation”.

% If you have opted for Virtual License and you are upgrading the system to V20R09 and then if you

downgrade the system to any version below V20R09, this will hamper the functioning of the Virtual License
and eventually it will stop working (that is, COSEC will be non-functional). To resume the functionality, you
will have to contact the Matrix Support Team.

Select the appropriate installation option to continue.

Complete Installation

The Complete Installation option will install all the COSEC components. Click on Complete option. The Database
creation page will appear from where you can configure Admin Management Database and COSEC Database.

COSEC Admin Management Portal DB Details

Enter the details to configure Admin Management Portal Database.

5% Matrix COSEC Installer — X
b3
e MATHIX Complete Installation Options
SECURITY BOLUTIONS
COSEC Admin Management Portal DB Details:
COSEC Database Type MS SQL ~
Right People in Right Place at Right Time Server Address || |
v Welcome Authentication SQL Authentication b
User Name | |
Options Password | |

Database Name | |

Summary

Create new database or Upgrade existing one

Test Connection
Progress

Done

COSECWebURL | |

COSEC Visitor Portal URL | |

COSEC 2091
(COSEC CENTRA)

Applicable AUP: May-2024

Database Type: Select the database type as MS SQL or ORACLE to configure and connect the Admin
Management Portal Database.
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MS SQL Database Type

If you select MS SQL as the Database Type, configure the following parameters:

£% Matrix COSEC Installer

s MATRIX

SECURITY BOLUTIONR

COSEC

Right People in Right Place at Right Time

~  Welcome
Options
Summary

Progress

Complete Installation Options

COSEC Admin Management Portal DB Details:

Database Type
Server Address
Authentication
UserName
Password

Database Name

MS SQL

[

|‘IS‘2.‘I 68.103.155/SALEXPRESS

SQL Authentication

|sa

[AdminPortalD5|

Test Connection

Done

COSECWebURL | |

COSEC Visitor Portal URL | |

COSEC 2091

(COSEC CENTRA)

Applicable AUP: May-2024

Server Address: Enter the Server Address where the database of Admin Management Portal is to be created. For
example: 192.168.103.155\SQLEXPRESS.

Authentication: Select the desired authentication type — SQL Authentication or Windows Authentication.
+ If you select Authentication Type as SQL Authentication, configure the following:
+ User Name: Specify the user name as created during SQL server instance. For example: sa
+ Password: Specify the password as created during SQL server instance. For example: matrix_1

+ If you select Authentication Type as Windows Authentication, you do not need to configure any
parameter.

Database Name: Enter the name with which Tenant Admin database is to be created in the server.

Test Connection: Click Test connection to establish connection with the configured SQL database.
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Oracle Database Type

% Make sure you have created the user in ORACLE with the following privileges.

User Privileges k4

Oracle User with the following privileges is needed for COSEC database setup and
configuration.

Privileges:

1) Create, Alter, Drop Any Table

2) Create, Alter, Drop Any Views

3) Select, Insert, Update and Delete

4 Create/Drep Any Sequence

5) Create Session

) Tablespace Quota = Unlimited (in which useris created)

For details, refer to “Oracle Installation”.

If you select Oracle as the Database Type, configure the following parameters:

S5 Matrix COSEC Installer

o
oy Mn""x Complete Installation Options
SECURITY BOLUTIONS
COSEC Admin Management Portal DB Details:
COSEC Database Type Oracle v
Right Peopie in Right Place at Right Time Server Address  |192.168.103.155 |
T w Authentication SQL Authentication
User Name |cosecadmin |
Options Password ] |

Database Name
Summary

Progress

Done

COSECWebURL | |

Location of COSEC Web

COSEC Visitor Portal URL | |

COSEC 2091
(COSEC CENTRA)

Applicable AUP: May-2024

Server Address: Enter the Server Address where the database of Admin Management Portal is to be created. For
example: 192.168.103.155.

User Name: Specify the user name as the name of the user created from Oracle system. For example: cosecadmin
Password: Specify the password as created while creating the user in Oracle. For example: admin

Test Connection: Click Test connection to establish connection with the configured Oracle database.
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If you have selected Database Type as MS SQL or Oracle, configure the following parameters:

» Matrix COSEC Installer

«& MATRIX

SECURITY BOLUTIONS

COSEC

Right People in Right

v Welcome

Options

Summary

Progress

Done

COSEC 2091
(COSEC CENTRA)

Applicable AUP: May-2024

Complete Installation Options

COSEC Admin Management Portal DB Details:

Database Type
Server Address
Authentication
User Name
Password

Database Name

MSs saL v
[192.168.103.155/SQLEXPRESS |

SQL Authentication v

[s2 |

|AdminPortalDB |

Test Connection

COSECWeb URL [localhos/COSEC |

FCOSEC Web folder

ocation of LUOEL YveD

COSEC Visitor Portal URL |Ioca\hosUCOSEC\fisitor| |

COSEC Web URL: Enter the URL through which COSEC Web is to be accessed. If you are installing COSEC Web
in PC2 and accessing from PC1; then enter IP of PC2 where Web is installed. If Web is to be accessed locally then
IP or localhost can be entered in URL.

COSEC Visitor Portal URL: Enter the URL through which COSEC Visitor Portal is to be accessed. If you are
installing COSEC Visitor Portal in PC2 and accessing from PC1; then enter IP of PC2 where Visitor Portal is
installed. If Visitor Portal is to be accessed locally then IP or localhost can be entered in URL.

Now click on Next button.
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COSEC DB Details

Configure the parameters for COSEC Database.

5% Matrix COSEC Installer

o MATRIX

O TN Complete Installation Options
~
COSEC Proceed with Single DB O
Right People in Right Place at Right Time
COSEC DB Details:
GF e Database Type MS SQL w
Server Address || |
Options Authentication SQL Authentication v
UserName | |
Summary
Password | |
Progress Database Name | |

Create new database or Upagrade existing one

Company Details:

Name |
COSEC 209.1 - : .

COSEC CENTRA 7
‘ !

Applicable AUP: May-2024

Proceed with Single DB: Select this check box to complete the installation with creation of single database for

Admin Portal and COSEC. The details will be auto-filled as configured under COSEC Admin Management Portal
DB Details.

%COSEC DB Details and Company Details must be configured only in COSEC CENTRA.

Database Type: Select the database type as MS SQL or ORACLE.
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MS SQL Database Type

If you select MS SQL as the Database Type, configure the following parameters:

Matriz COSEC Installer — <

« MATRIX

SECURITY BOLUTIONS

Complete Installation Options

Proceed with Single DB

COSEC DB Details:
Database Type MS SaL ~

Server Address |192.‘ISS1D3.155\SOLEXPPESS |

v Welcome

Dl Authentication | SQL Authentication v
User Name |sa |
Summary
Password | ******** |
Progress Database Name |COSEC\ |

Create new database or Upgrade existing one

Done Test Connection

Company Details:

Name |

COSEC 209.1

COSEC CENTRA] ;
‘ )
Applicable AUP: May-2024

Server Address: Enter the Server Address where the database of Admin Management Portal is to be created. For
example: 192.168.103.155\SQLEXPRESS.

Authentication: Select the desired authentication type — SQL Authentication or Windows Authentication.
» If you select Authentication Type as SQL Authentication, configure the following:
+ User Name: Specify the user name as created during SQL server instance. For example: sa
+ Password: Specify the password as created during SQL server instance. For example: matrix_1

» If you select Authentication Type as Windows Authentication, you do not need to configure any
parameter.

Database Name: Enter the name with which Tenant Admin database is to be created in the server.

Test Connection: Click Test connection to establish connection with the configured SQL database.
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Oracle Database Type

% Make sure you have created the user in ORACLE with the following privileges.

User Privileges k4

Oracle User with the following privileges is needed for COSEC database setup and
configuration.

Privileges:

1) Create, Alter, Drop Any Table

2) Create, Alter, Drop Any Views

3) Select, Insert, Update and Delete

4 Create/Drep Any Sequence

5) Create Session

) Tablespace Quota = Unlimited (in which useris created)

For details, refer to “Oracle Installation”.

If you select Oracle as the Database Type, configure the following parameters:

£5 Matrix COSEC Installer — .

MATRIX

SEETRRRETRITIN Complete Installation Options

COSEC Proceed with Single DB [l

Right People in Right Pl
COSEC DB Details:

+ Welcome Database Type Oracle 2

ServerAddress  [192.168.103.155 |

Options Authentication SQL Authentication
UserName |cosecadmin |
Summary
Password ey |
Progress Database Name

Done

Name |
COSEC 20.9.1 : ¥

(COSEC CENTRA)

Applicable AUP: May-2024

Server Address: Enter the Server Address where the database of Admin Management Portal is to be created. For
example: 192.168.103.155.

User Name: Specify the user name as the name of the user created from Oracle system. For example: cosecadmin
Password: Specify the password as created while creating the user in Oracle. For example: admin

Test Connection: Click Test connection to establish connection with the configured Oracle database.
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Company Details

If you have selected Database Type as MS SQL or Oracle, configure the following parameters:

5% Matrix COSEC Installer

«& MATRIX

SECURITY BOLUTIONS

COSEC

Right People in Right Place at Right Time

v Welcome
Options
Summary
Progress

Done

COSEC 209.1
(COSEC CENTRA)

i
l Applicable AUP: May-2024

Complete Installation Options

UdEUase TyPe
Server Address
Authentication
User Name
Password

Database Name

Company Details:
Name
Email ID

Contact No

License Verification Mode

WIS SWL

‘192.‘\SS.‘\DS.TSS\SOLEXPRESS

SQL Authentication

‘sa

Test Connection

‘ Matrix

‘smita.baria@mamxrd.crg

9825095600

Device Based

Server Based
De Based
Virtual License

Name: Enter the name of the company which will be created by default in the Admin Management Portal. This
Name will appear in the Admin Management Portal > Company Configuration > Profile.

Email ID: Enter the Email ID of the company. This Email ID will appear in the Admin Management Portal >

Company Configuration > Profile > Contact Details.

Contact No: Enter the Contact Number of the company. This Contact No. will appear in the Admin Management
Portal > Company Configuration > Profile > Contact Details.

License Verification Mode: Select the option as Server Based, Device Based or Virtual License for verifying

the license.

The License Verification Mode selected here will be set automatically in Admin Management Portal >
Company Configuration > Profile.

+ If you select Server Based, License will be verified from the Dongle connected to the PC where Master
Service is installed. For details refer to “Server Based”

+ If you select Device Based, License will be verified from the Dongle connected to the COSEC Device.This
device will communicate with Master Service so that Master Service can fetch the license key from the
Dongle and all of the COSEC services will function. For details refer to “Device Based”

Panel lite V2/Panel200 in Server Mode — can be used.

% For Device Based License Verification, the devices — VEGA, ARGO, ARGO FACE Direct Doors and

Make sure you have a COSEC CENTRA connection mode and the devices are configured in the same

application.
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Once Dongle is connected to the device; enter the License Server URL (Default is 192.168.50.100) and
License Server Port (Default is 15025) in Server Settings from the device or its webpage.

» If you select Virtual License, the License will be verified thorough the Virtual License Manager Server. For
details refer to “Virtual License”.

% You can opt for Virtual License in the following scenarios:
* Fresh installation of COSEC CENTRA. For details, refer to “Virtual License”.
* You already have a Dongle License but you wish to migrate to Virtual License or vice versa. For details
contact the Matrix Support Team.

Server Based

Make sure the License Dongle is connected to the USB port of the computer where the Master Service is running.
Master Service checks for the presence of this License Dongle. If the Dongle is available, then the Master Service
sends the Refresh command to all other services.

The Dongle only has the Generic Key, you need to purchase other licenses as per your requirement and update the
new license key. For details, refer to Admin Management Portal > Company Configuration > License and Services
and in the Admin Management Portal User Guide, Appendix > Supported Licenses.

Device Based

In Device Based licensing VEGA, ARGO, ARGO FACE Direct Doors or Panel200 can be used. Also make sure the
Tenant/ Company is configured with License Verification Mode as Device Based.

Make sure the License Dongle is connected to the desired device.The MAC Address of this device will be
displayed in Admin Management Portal > Company Configuration > Profile.

The Dongle only has the Generic Key, you need to purchase other licenses as per your requirement and update the
new license key. For details, refer to Admin Management Portal > Company Configuration > License and Services
and in the Admin Management Portal User Guide, Appendix > Supported Licenses.

Now,
* The device (in this case Panel200) sends information to the Master Service that device has the License
Dongle.
» The Master Service responds to the device by sending the IP Address of Master service.
+ Now device sends License Key to the Master Service. The Master Service gets the License Key and gives
the same to the other services.

Panel200 Informs that Device has Dongle

Master Service

Responds with IP address

L&)
Dongle Sends License Key >
— Refresh \ o
! [\

Monitor
- Service
Visitor Aert
Service Service

COSEC Centra
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When the Dongle is removed from the device, then immediate information is sent to the Master Service and
immediate refresh is sent to other services.

When device goes offline, then Master Service will continue working for a considerable time after which the Master
Service and other services will be refreshed.

Any change or updation in License Key will be fetched by the device when it is online. The updated License Key will
then be sent to the Master Service and hence other services.

+ enterthe URL for COSEC CENTRA Server as the IP Address of the computer where Monitor Service is
running.
» enter the License Server URL as the IP Address of the computer where Master Service is running.

v In the Server Settings of Panel200;

Virtual License

With the introduction of Virtual License, the need of a Dongle is eliminated, but you need to make sure you have:
» Persistent Internet connection with good speed.
* Received the MATRIX VIRTUAL DONGLE300 Key in PDF form.
* Received the COSEC CENTRA PLATFORM Key in PDF form.
* Received the desired module activation License Keys.

The licenses need to be purchased as per your requirement. For details, refer to Supported Licenses in the Admin
Management Portal User Guide

Once the keys are received you need to Register/Update the same. For details, refer to License and Services in
the Admin Management Portal User Guide.

The registration request is sent to the Virtual License Manager. The Virtual License Manager checks for the
authenticity of the key as well as it communicates with the Matrix License Manager. Thereafter the request is
served.

Once the License Verification Mode is selected and test connection is successful, click Next to proceed with the
installation.

% If you have opted for Virtual License and you are upgrading the system to V20R09 and then if you

downgrade the system to any version below V20R09, this will hamper the functioning of the Virtual License
and eventually it will stop working (that is, COSEC will be non-functional). To resume the functionality, you
will have to contact the Matrix Support Team.

The Installation process of the various components begins.
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-» Matrix COSEC Installer — x

s MATRIX

SECURITY-ROLITIONE Complete Installation
Please wait.. COSEC Installer is installing components.
COSEC Installing COSEC Compunenis "
m et " COSEC Admin Management Portal
Welcome COSEC Enroll
COSEC Integrate
Options COSEC Manitar
COSEC Tracker
Summary COSEC Visitor Management
COSEC Web
Progress COSEC Visitor Portal
COSEC Admin Management Portal Service
laone COSEC Alerts Service v
Installing COSEC Admin Manag Portal

ASP.Net Registered Successfully.

COSEC 209.1

(COSEC CENTRA)
Applicable AUP: May-2024

Once the Installation is complete the following screen appears.

5% Matrix COSEC Installer — <

=

o M ATHI! Installation Completed.

SECURITY BOLUTIONS

All selected components were successfully installed.

COSEC Please ensure that all required security measures are enabled. Refer to the
Right People in Right Place at Right Time COSEC Software Installation Manual for detailed instructions.

v  Welcome
Options

Summary

Progress

Done

COSEC 2091

(COSEC CENTRA) A
Exit
Applicable AUP: May-2024

We recommend you to enable certain Security Settings after the Installation is done. To do so, make sure you
download and run the Security Configuration Ultility.

To download, click https://drive.google.com/drive/folders/1JsMUCn5mCAS78mOthlrAEi0_1R_AuXDu
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After the Installation is successful, the Database Backup pop-up appears.

* You can take the backup of the Admin Portal Database as well as COSEC Database.

+ By default, the Complete Network Path is set as C:\Users\Administrator\Documents. You can also

change this path as per your requirement. To do so,

Database Backup

Do you wart to backup cumrent Admin Management Portal Database and COSEC
Database before upgrade?

Backup for Admin Management Portal DB:
Complete Network Path: | MUsers‘\Administrator Documents | Browse

Backup for COSEC DB:
Complete Network Path: |C:"-.Users"-.-'-\dministmtu:ur"-.Documents | Browse

Yes No

+ Click Browse and select the desired path where backup is to be taken.

Browse For Folder s
Do you wg EC
Database
Backup fo | Pictures ol
Complete B videos Wse
- Local Disk (C)
Backupfo = New Volume (D:)
Complete v o MNew Volume (E) e
63va3ind.default
backupbatchfile
DB Backup
Matrix3AMAS v
No
Make New Folder | | 0K Cancel
Do you want to backup cument Admin Management Portal Database and COSEC
Database before upgrade?
Backup for Admin Management Portal DB:
Comple please wait... F
Backur Flease wait databasze backup process is running...
Completerverromeram—e—rowsrs e e e
Yes No
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In case the Backup fails at the time of installation then its log entry will be visible in its backup log file which would
be created at the same location as backup.

After taking the backup, the following services will start automatically.

+ COSEC Master Service

+ COSEC Admin Management Portal Service
» COSEC Alert Service

» COSEC Enroll Service

* COSEC Monitor Service

+ COSEC Identification Service

+ COSEC VMS Service

Once all the services are running, they appear in the tray.
The Master Service will only function when it gets the relevant license information. Hence, if you have opted for
Dongle - Server Based or Device Based, make sure the Dongle is connected and if you have opted for Virtual

License, you need to register the license key.

For more details related to License updation or registration of Server Based license or Device Based license or
Virtual License, refer to the Admin Management Portal User Guide.

Now, you can login into the Admin Portal and COSEC Web.

% For more information regarding the above services refer, COSEC Services User Manual.

Custom Installation

The Custom Installation option will install the selected COSEC components. Click on Custom option.

Make sure you install the following services for basic usage of COSEC Application —COSEC Admin
Management Portal, COSEC Web, COSEC Admin Management Portal Service and COSEC Master
Service. You can install other components as per your requirement.

+ Select check boxes of the desired components from the list that you wish to install.
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Matrix COSEC Installer

« MATRIX

SECURITY BOLUTIONS
COSEC
Right Peopl ight Place a
v Welcome

Options

Summary

Progress

Done

COSEC 2091
(COSEC CENTRA)

Applicable AUP: May-2024

Custom Installation Options

Selectthe components you want to Install

[J COSEC Admin Management Portal 21059MB ™
[ COSEC Enrall 3021 MB
[J COSEC Integrate 5588 MB
[J COSEC Monitor 4895 MB
[ COSEC Tracker 352MB
[J COSEC Visitor Management 5288 MB
[] COSECWeb 308.60 MB
[ COSEC Visitor Portal 103.00 MB
[J COSEC Admin Management Portal Service 48.00 MB
[0 COSEC Alerts Service 269.46 MB
[0 cOSEC Enroll Service 3969 MB
[J COSEC Identification Service 2545 MB
[J COSEC Master Service 9048 MB

[[] COSEC Monitor Service 51546 MB ¥

C\Free Space 55.67 GB

Back Next

» Click Next to proceed. The remaining steps of installation are similar to Complete Installation. For details,
refer to “Complete Installation”.

We recommend you to enable certain Security Settings after the Installation is done. To do so, make sure you
download and run the Security Configuration Ultility.

To download, click https://drive.google.com/drive/folders/1JsMUCn5mCAS78mOthlrAEI0_1R_AuXDu
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CHAPTER 2 Login to Admin Portal &
COSEC Web

To login into the Admin Portal and COSEC Web, click the respective link for details.

*  “Login to Admin Portal”
*  “Login to COSEC Web”

Login to Admin Portal

To access the Admin Management Portal, login to the Tenant Admin Portal with the URL localhost/cosecadmin on

your browser or 192.168.104.12/cosecadmin or double-click on

% The COSECADMIN folder in inetpub must have administrator rights to access the Admin Portal.

localhost/cosecadmin ¢

2 Most Visited ¥ Jira

BTN COSEC ADMIN

Connection Settings

Master Service Address

localhost: 15001
Connect

Check the rights on COSECADMIN folder. For this go to path C:\inetpub\wwwroot. The IIS user must be given full
control rights. So click Edit and enable Full control checkbox. Then apply the changes. Now you can login to Admin
Portal.
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The Connection Settings page will appear as shown below:

€ localhost/cosecadmin

|21 Most Visited }'{ lJira

S TGRS COSEC ADMIN

% Master Service is not accessible

Connection Settings

Master Service Address

Jacalhost:15001

CONNECT

Enter the Master Service Address to connect with the database and click Connect. The Admin Portal will get
connected with its database through the Master service. Ensure that Master service is running.

Then login with default login ID “sa” and set the desired password. You can use Login ID as User ID/Mobile
Number/Email ID and login using OTP which is received on the Email ID and Contact number as specified while

setting the password.

Login
&~ ssl

=
D Remember Me Forgot Password?

Set Password

% Set Password
a -

ST TTT]
=

"'K [TI1T]

= sheet @

0 9586243157

val@matrerd org

The Admin Portal page will open as shown below.
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€ localhost/COSECADMIN/Default/Defaulté/Menu/1002/ ¢ Q Search e ¥ A e

2 Most Visited ¢ Jira

ELLLILIRY COSEC ADMIN P— 0|
Company Configuration a

Profile i

License and Services

Monitor Configuration o* | D& Name Status
COSEC Services Name* 1 sheetal Active
Manage Database v Adive

Time Zone* {UTC-12:00) International Date Line West

License Verification Made”  Server Based

Contact Details v
Address Details -
Database Configuration -

For detailed information regarding Admin Portal refer Admin Management Portal User Manual from the setup.

Login to COSEC Web

You can login to the COSEC Web using the Web URL localhost/cosec or say 192.168.104.12/cosec in your

(@

browser or double-click on .
COSEC WEB

The login page appears as shown below.

[ e} QO & 192.168.103.53/cosec/login

35 MATRIX B

English v
&~
== o
a ®
[J Remember Me Forgot Password
LOGIN

You can select the desired language in which you wish to view the login page. To do so,

+ Select the desired language from the dropdown list. The default language is English.
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% The options for languages appear as per the language files available in the Language Resource folder at
the following path: C:\inetpub\wwwroot\COSEC\Language Resource.

You can add language files to this folder via Language translation using the Multi-Language Ultility. To
know more, refer to the Multi Language Utility User Guide.

The language set from Global Language For Login will be applicable to the login page. For more
information refer Global Language For Login in User Guide, Admin Module> System Configuration>
Global Policy> Basic Policy> Global Language For Login. If you wish to view the pages in another
language post login, click Account Settings > Set Language> Preferred Language and select the

desired language.

The login page will appear in the selected language for the current session.

When any of the system account user (sa, so, se) logins for the first time, they need to enter just the Login ID and
directly click on Login and set the password.

English L

Remember Me Forgot Password?

LOGIN

Welcome System Admin (SA)

Welcome System Admin (SA)

I zgree to Terms & Conditions

SET

You can also use Login ID as User ID/Mobile Number/Email ID to login into COSEC using the newly created
password or the OTP once Alert configurations are done.
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@ Welcome System Admin - Mozilla Firefox Sl e 0 e e 2R &
@ 192.168.104.12/COSEC/Default/Default/Module

COSEG
Right People in Right Place at Right Time

For detailed information regarding COSEC Web refer COSEC User Guide from the setup.
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CHAPTER 3 Login to Visitor Portal

To access Visitor Portal, type the following link in the address bar of your browser: https://localhost/COSECVisitor/
Login

or double-click on COSEC Visitor Portal &

W To access Visitor Portal, VMS service should be running.

The login page will appear as shown below:

s MATRIX

English (United States) +

Welcome to Matrix Comsec

To view the login page in the desired language, click the Language dropdown list and select the desired language.

1; By default, the login page appears in the language as set by the System Administrator in Global
Language For Login. For more information refer Global Language For Login in User Guide, Admin
Module> System Configuration> Global Policy> Basic Policy> Global Language For Login.

Click the picklist and select the desired Station Location.

Enter the User ID (default:sa) and Password (default:admin) as set for the COSEC Web Application. To view the

password click @ jcon.
Click the Remember Me check box to remember the User ID and Password automatically for the next login.

Click Login.
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3 MATRIX

SECURITY SOLUTIONS

MATRIX COMSEC

Head Office:
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