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Introduction

The COSEC INTEGRATE module enables the administrator to configure the following functionalities.
» Export data from the COSEC database to a third party MS SQL or Oracle database.

+ Import user data from external data sources like MSSQL, Oracle, Postgre and the Microsoft Active
Directory.

* Import User data from customized SAP table in MSSQL or Oracle.
« Export Device data and event logs to predefined tables in Postgre database.
» Import event data from 3rd party database (MS SQL and Oracle).

The COSEC installer utility has the COSEC INTEGRATE module option which needs to be selected for this
application to be installed.

To access this application, double click on the COSEC INTEGRATE Module icon on the computer desktop. The
following login page appears.

For COSEC VYOM, Enter the Tenant ID and Master Service Address as shown below. Both the parameters are
available in Tenant activation Email sent to the Tenant by the Tenant administrator.

Enter the Master Service Address and click Next.

Master Service Address  Jocalnost:15001

Enter the password of the admin user and click Login.

Admin User

Password | 44444

Reset Password

When logging in to the application for the first time, the admin user can set a secure password which is then set as
the login password for subsequent logins.

The Reset Password option enables the user to reset the password in the event of the admin user forgetting the set
password. Contact the authorized dealer or Matrix support for the reset code.

For COSEC Integrate to work properly, it must be ensured that actual DB fields as well as their renamed
versions (if any, i.e. if DB field is renamed with an alias during export template configuration) are both
included in the template configuration. This shall be applicable to all exports.
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Click on the Login button after entering the password.

The COSEC INTEGRATE home page appears as shown.

COSEC Integrate User: SA

EMATRIIG

—

— =1 ﬂj

Server Configuration

Export Data

Import Data

Version 1451

Product Type COSEC CENTRA

© 2017 MATRIX COMSEC PVT. LTD.

Al rights reserved.

The COSEC INTEGRATE service needs to be stopped prior to starting the configuration of the various COSEC

INTEGRATE parameters. Click on the Stop Service button as shown.

Export Data

Import Data

Stop Service

T

To know about the Export and Import from other database click on the following links.

“Export to MS SQL/ORACLE”
“Export to MySQL”

“Export to CSV”

“Export to Text”

“Export to Postgre Server”
“Export to DB2”

“Export to People Works”
“Export FP Template to File”
“Custom Export- FP Template”
“Export to Progress OpenEdge”

“Import from MS SQL/Oracle/Postgre”
“Import from My SQL”

“Importing Data from a Customized SAP”
“Import from Active Directory”

“Import Events”

“Import from Progress OpenEdge”
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Export to MS SQL/ORACLE

The application allows the administrator to map the data fields of the COSEC application database to the data fields
of another SQL/Oracle database.

Server Configuration

Click on the Server Configuration button to configure the Web server and Destination database for Export and
Source database for Import.

Depending on the Integration mode selected, you must configure Destination Database/ Destination Location/

Source Database.

Select the Export to MS SQL Server option in the Integration Mode field.

COSEC Integrate User: SA —

@ [|I'Y1{){ COSEC Integrate

Server Configuration
Integration Mode

Export Data

COSEC Web Server Destination Database
Import Data Web URL | httpi//192.168.104.12/COSEC/api.svch Database Type |
[ e User Name [ sa ] Server [ {local)\sglexpress

User Name [ ca

|
J
Password | esses | Database Name | COSECDB_V13R2 |
J
J

Password [ ssessnen

Test Conmeckion Test Conmection

Click on the Edit button.
In the COSEC Web Server section:
+ Specify the web URL of the API service of the COSEC WEB application as shown above.
» Enter the User Name and Password of the system administrator (sa) as set in the COSEC WEB
application.
In the Destination Database Server section:

+ The Database Type will be SQL SERVER.

« Server: Enter the database server name in the following format - Database server name\lnstance Name
e.g. dbserver\sqglexpress.

Matrix COSEC INTEGRATE User Guide 3



+ Database Name: Specify the database name of the destination database as per the site settings. Eg:
COSECDB_V13R2 is the destination database which is newly created from Database Utility. You can
export the data to this database.

For newly created database, ensure that you haveset the password in COSEC Web application. Then only
v Test connection from COSEC Integrate with Web server will be successful.

» User Name: Specify the database administrator ID in this field. This is the user name which you have set
while installing SQL Server Management Studio in your computer.

+ Password: Enter the password of the Database administrator as per the site settings. This is the password
which you have set while installing SQL Server Management Studio in your computer.

The Test Connection button is provided to test the connections with the web server as well as the SQL Server
database.

Click on Save once done.
In the event of selecting the Export to Oracle Server option in the Integration Mode field, specify the Oracle

server destination address as well as the user name and the password (case-sensitive for Oracle Server) in the
respective fields as shown.

Integration Mode

COSEC Web Server QOracle

Web URL | http://localhost/COSEC/api.svc

. Server [192.168.103.46 |
User Name | SA l i

) User Name | admin ]
Password | seene l p

) Password .II..II..I|

Test Connection

Test Connection

Test the connection and Save the configuration.

4 Matrix COSEC INTEGRATE User Guide



Export Data Configuration

This option enables the Admin user to map the fields from the COSEC database tables to fields in a third party
database. Click on the Export Data button. The following page appears.

COSEC Integrate User: SA - X

Server Configuration Export

Database
Export Data
Source Data Template

i _

Start Service Destination Table | Mx_ATDEventTrn |
Source Field | ACTIVEFLAG | NUMERIC |1 |0 M
Destination Field  |BLECode | numeric | 4 |0 M

[ el o v | e [

The COSEC INTEGRATE application provides four data templates in line with the default Database Views as
shown. The COSEC System provides the following four Database views which would provide the relevant field
options to be mapped with the fields of a destination database.

Monthly Attendance Summary, for details refer to “Monthly Attendance Summary”

Daily Attendance Detalil, for details refer to “Daily Attendance Detail”

Attendance Events, for details refer to “Attendance Events or Access Control Events -Schedule”
Access Control Events, for details refer to “Attendance Events or Access Control Events -Schedule”

The following templates can be configured from COSEC Web which can be exported to other database.
» First and Last Attendance Events
« Daily Attendance Template1
» Daily Cafeteria Events
* Monthly Cafeteria Summary
* Monthly Job Summary
* User Details

For details, refer “Custom Template - User Details Template-Schedule”

Matrix COSEC INTEGRATE User Guide



Each of the above database views would provide the relevant fields whose values can be exported from the
COSEC database. Select the required data template and click on the Edit button.

Export

The Destination Table can be selected by clicking the Select Table button. Table Selection window appears as
shown below. The desired table can be selected by scrolling or searching.

[l Table Selection

Mx_AbsenteePolicyMst
Mx_AccessClusterDil
My_AccessClusterMst
Mx_AccessGroupDet
Mx_AccessGroupMst
Mx_AccessPolicyMst
Mx_AccessRouteDet
Mx_AccessRouteMst

My_AccessZonelst

Select Table

3

Table Field Mapping

Now the Admin user can start the mapping of the fields from the source database to that of the destination

database as shown.

COSEC Integrate User: 5A _

Integrate

Server Configuration

Export Data

Import Data

g
A
{
R

Saved Successfully
Export

Catabase

Source Data Template

Destination Table

Source Field 'OUTPUNCH_TiME | NVARCHAI | 8 |10 -

Destination Field |BLECode | numeric | 4 |0 -

0

PROCESSDATE NVARCHAF 10 comments nvarchar 50 O 2=
USERID NVARCHAF 15 0 UseriD nvarchar 15 0 | Cear |
PUNCH1_TIME NVARCHAF 8 0 EviSourceDet nvarchar 40 0 2=
OUTPUNCH_TI NVARCHAF 8 0 locationmac  nvarchar 17 0 2=

s e ] o Qe f oo | e
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+ Select the Source field from the COSEC database.
+ Select the Destination field from the drop down options to map with the source field.
* Click on the Add button. The mapped fields will be visible in the bottom grid.

In the case of Attendance Events and Access Control Events the user needs to map the UserlD and the
% EventDateTime_D source fields to fields in the destination table.

Map the UserlD, PMonth and Pyearsource fields to appropriate fields in the destination table in the case of
the Monthly Attendance Summatry.

Map the UserID and ProcessDate D source fields to appropriate fields in the destination table in the case
of the Daily Attendance Detail.

The mapping between the following data types is allowed. Only a warning message is shown in case of mismatch
in data types.

Source data type Destination data type
Text (char, varchar,varchar2...) Number (numeric, int, bigint, smallint, float, number, double,int32...)
Text Datetime formats(depending on the date format configured for DB server. If

format matches, the record will be accepted)

Number Text

Date Time Text

% The mapping from Number and Date time to Date time and Number respectively is restricted.

Schedule

The Schedule section enables the Admin user to schedule the data export process. The schedule option vary
based on the selected Source Data Template.

Matrix COSEC INTEGRATE User Guide 7



Daily Attendance Detail

The Daily Attendance detail will have the following options as shown.

Export

Database
Source Data Template
Active [

Enable Filter [

Schedule Daily v | Filter Date By Fpnxas Date v

Every Day of the Manth

Run time (HH:MM)

Retry Count .-' -]
Retry Interval .-' «] Hour
Daily Attendance Of @ Previous Day (O Current Day

Enable Alerts For [ Success [ Failure

[ oo J oo e it | o ] e

« Check the Active box to enable the schedule.

* The Enable Filter option is provided to enable the administrator to filter the events/users whose data is to
be exported. Check this check box and click on the Filter button.

The Event Selection and User Selection Filters pop-up appears.

Event Selection is applicable when Template selected is APl_Template_ATDEvents or
% API_Template_ACSEvents or Template_ATDEvents or Template_ ACSEvents.

8 Matrix COSEC INTEGRATE User Guide



Event Selection

@

User Selection

'f:' All 'f;:' Select Groups '@‘ Select Users
Group user -
[[] select D user
[l 2678 Parth Kapadia
O 2Person 2Person
] 2Person01 2Person0

» User Selection: Select the desired option — All, Select Groups or Select Users.

+ If you select All, data of all the users will be exported.
+ If you select Selected Groups, the list of Groups appear in the grid.Select the check boxes of the

desired Groups whose data is to be exported.
If you select Selected Users, the list of Users appear in the grid.Select the check boxes of the

desired Users whose data is to be exported.

Click Apply to save the configurations done or click Cancel to discard. The Filter pop-up closes.

* In Schedule, select the desired option for data transfer— Daily or Monthly.

Matrix COSEC INTEGRATE User Guide



On selection of Monthly option, user can set data transfer process to run only once in a month. By default,
Monthly option would be selected.

Export

Databaze

Source Data Template

Active
Enable Filter

Schedule

Every

Run time (HH:MM)
Retry Count

Retry Interval

Attendance Period

Enable Alerts For

[l

O

Momm}.v Fiter Date By me Date .
:1'_ Day of the Month

]

:1'_ s

L' 1 Day of rcu"emmonth', .

1 v | Dayof [CurrentMonth

[7] Success [T Failure

S N 0550 I T

If you select Monthly, configure the Attendance Period, that is, the starting and the ending day of the
attendance period for which the data is to be exported. Select the from Day of the Current/Previous Month

to the Day of the Current/Previous Month

10
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*  When selecting Daily option for Schedule, the options appears as shown.

Export

Database

Source Data Template
Active V]
Enable Filter [

Schedule Daily -

Every Day of the Month

Run time (HH:MM) [ 09:00

Retry Count I] v
Retry Interval |4 * | Hour
Daily Attendance Of @ Previous Day _} Current Day

Enable Alerts For m Success [7] Failure

» If you select Daily, configure the Daily Attendance of. Configure to transfer data for either Previous Day

attendance data or Current Day attendance data with respect to schedule run day.

* In Every __ Day of the Month, specify the day of the month on which the export process is to be run.

Specify the Run time in HH:MM format when the export process is to be run.

Set the Retry Count to retry again for export in case of export failure.

successive retries.

¢ Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the check boxes as per your requirement:

Select Success check box to send an alert mentioning the details of successfully transferred records to
the configured COSEC Server.

Select Failure check box to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer, that is, if both the above check boxes are selected then the connection
status will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Set the Retry Interval in hours from the drop down list. This parameter specifies the time period between

Matrix COSEC INTEGRATE User Guide
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Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to

File.

Monthly Attendance Summary

The Monthly Attendance Summary will have the following unique options as shown.

Export

Databaze

Source Data Template

Active

Enable Filter

Every

Run time (HH:MM)
Retry Count

Retry Interval

Attendance Period

Enable Alerts For

- Day of the Month

m Success

- Hour

Previous Month ~

["] Failure

* The configuration of the parameters is similar to Daily Attendance Details, except the below mentioned

parameter.

+ Select the Attendance Period for which the monthly Attendance summary data is to be exported.The
Admin user can select either the Previous Month or Current Month option.

For details of other parameters, refer to “Daily Attendance Detail”.

12
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Attendance Events or Access Control Events -Schedule

The following schedule options will be available.

Active V]

Enable Filter  [¥]
Include Previously Failed (V]

Retry For Failed Records I1 v

) Interval Based ® Once a Day

Update Interval

Run Time (HH:MM) 09-00

Start Date | 01/02/2018 J

Retry Count |1 v
Retry Interval l1 |

Enable Alerts For m Success ["] Failure

« Select the Active check box to enable the schedule.

« The Enable Filter option is provided to enable the administrator to filter the events/users whose data is to
be exported. Check this check box and click on the Filter button.

The Event Selection and User Selection Filters pop-up appears.

Event Selection is applicable when Template selected is APl_Template ATDEvents or
1; API_Template_ ACSEvents or Template_ATDEvents or Template_ ACSEvents.

Matrix COSEC INTEGRATE User Guide 13



Event Selection

l @ an O Allowed Events

@) Denied Events

l All :: Select Groups :O: Select Users
Group user -
D Select 1D user
[ 2678 Parth Kapadia
=] 2Person 2Parson
] 2Personl1 2Person01

Apply

+ Event Selection: Select the desired option — All, Allowed Events or Denied Events.
« If you select Both, all Allowed and Denied events will be exported.
+ If you select Allowed Events, only Allowed events will be exported.
+ If you select Denied Events, only Denied events will be exported.

» User Selection: Select the desired option — All, Select Groups or Select Users.

« If you select All, data of all the users will be exported.

+ If you select Selected Groups, the list of Groups appear in the grid.Select the check boxes of the

desired Groups whose data is to be exported.

+ If you select Selected Users, the list of Users appear in the grid.Select the check boxes of the

desired Users whose data is to be exported.

« Click Apply to save the configurations done or click Cancel to discard. The Filter pop-up closes.

Include Previously Failed Records: By enabling this check box, the records which are failed to export

previously will be exported in the next retry.

The IN-OUT Attendance events and Access Control events of user which are failed to export during
database connection error will be exported when database connection is restored.

% Only failed records due to Destination Table connectivity issue should be considered for this functionality.

14
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* Retry for Failed Records: Select the number of times for which the failed records will be tried again for
export.

» Select the desired option for the frequency at which the application will update the destination database —
Interval Based, Once a Day

Interval Based
If you select this option configure the Update Interval and Start Date.

+ Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application
will update the destination database.

Once a Day
If you select this option configure the Run Time, Retry Count and Retry Interval.

+ Select the Once a Day option to schedule the export once every day at a scheduled Run Time (HH:MM).

+ Specify the Start Date from which the export process is to be initiated. The records from the start date to
the present date will be exported.

+ Specify the Retry count as the number of times for which system will try again to export the failed records
with an interval gap of hours set in Retry Interval.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the check boxes as per your requirement:

Select Success check box to send an alert mentioning the details of successfully transferred records to
the configured COSEC Server.

Select Failure check box to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer, that is, if both the above check boxes are selected then the connection
status will be considered as Failure and Reason for Failure will be displayed in the Alert.

Custom Template - User Details Template-Schedule

This is not a default template.Custom Templates can be added from the COSEC Web. These are then visible
in the Integrate. To add Custom Templates refer to the User Guide, Admin Module > System Ultilities > Export
Data.

Matrix COSEC INTEGRATE User Guide 15



AlTrog

Enable Fiter

Include Previously Failed
Retry For Fadled Records |1 .

Export Maodified Cinly

Export Update Time

Set Deleted User Flag

% Interval Based Onge a Day
Wpdate Interval Seconds =
Ren Time [HH:MM)
[
Rty Comirik
Retry imtesrval
Enabie Alerts For L Suctess | Failure

* Check the Active box to enable the schedule.

* The Enable Filter option is provided to enable the administrator to filter the events/users whose data is to
be exported. Check this check box and click on the Filter button.

The Event Selection and User Selection Filters pop-up appears.

Event Selection is applicable when Template selected is APl_Template_ATDEvents or
% API_Template_ACSEvents or Template_ATDEvents or Template_ ACSEvents.
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Event Selection

@

User Selection

':;:' All ':-_:' Select Groups :@: Select Users
Group user -
[[] select D user
[l 2678 Parth Kapadia
O 2Person 2Person
] 2Person01 2Person0

ros

» User Selection: Select the desired option — All, Select Groups or Select Users.
+ If you select All, data of all the users will be exported.
+ If you select Selected Groups, the list of Groups appear in the grid.Select the check boxes of the
desired Groups whose data is to be exported.
« If you select Selected Users, the list of Users appear in the grid.Select the check boxes of the
desired Users whose data is to be exported.

» Click Apply to save the configurations done or click Cancel to discard. The Filter pop-up closes.

* Include Previously Failed: By enabling this check box, the records which are failed to export previously
will be exported in the next retry.

* Retry for Failed Records: Select the number of times for which the failed records will be tried again for
export.

* Export Modified Only: Enabling this check box will export only the changed or updated user details. Eg:
at 10:00 hrs, details of 100 users is exported. At 14:00 hrs (interval based export) the change in 20 users is
found. So details of only 20 users will be exported.

e Export Update Time: When the export of only modified records is done, then the time at which modified
records were exported will get updated for the respective records in destination fields. Eg: For the modified
20 users, the timing will be displayed as 14:00 hours in the destination table..

Matrix COSEC INTEGRATE User Guide 17



* You can select the field from the drop down list where the export timing of modified records will be
updated. Eg: Suppose you select Edatetime from the options, then the date time of export process
will be displayed in Edatetime column of destination server.

* Set Deleted User Flag: Suppose the user is deleted from the COSEC system. But that user is already
exported in the destination table. So by enabling this you can set the flag to 1 for the respective deleted
users when next export will be done.

+ Select the field where the flag is to be updated.

» Select the desired option for the frequency at which the application will update the destination database —
Interval Based, Once a Day

Interval Based
If you select this option configure the Update Interval and Start Date.

+ Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application
will update the destination database.

Once a Day
If you select this option configure the Run Time, Retry Count and Retry Interval.

+ Select the Once a Day option to schedule the export once every day at a scheduled Run Time (HH:MM).

+ Specify the Retry count as the number of times for which system will try again to export the failed records
with an interval gap of hours set in Retry Interval.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the check boxes as per your requirement:

Select Success check box to send an alert mentioning the details of successfully transferred records to
the configured COSEC Server.

Select Failure check box to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer, that is, if both the above check boxes are selected then the connection
status will be considered as Failure and Reason for Failure will be displayed in the Alert.

Manual Transfer

The Manual Transfer option provides the Admin user the flexibility to export data of a specific time period as and
when required. In order to access this functionality click on the Stop Service button to stop the COSEC
INTEGRATE service.

Click the Export Data button.

On the Export Data page, edit and save the export settings as per your requirement.

18 Matrix COSEC INTEGRATE User Guide



Click the Manual Transfer button. The following window appears for Manual Transfer to MS SQL Server and for
Oracle Manual Transfer to Oracle.

Manual Transfer to MS SOL S... - x
- @ s
Start Date | _/_/_
End Date | _/_/___
Transfer Data O All

® Updated

= =1

Manual Transfer to Oracle - X
- B

Start Date | _/_/___
End Date | _/_/___
Transfer Data ) All

@ Updated

= =]

Enter the Start Date and End Date.

Select the Transfer Data mode— All or Updated.

All: All the past data falling within the selected date range will be transferred.
Updated: All the updated data falling within the selected date range will be transferred.

Click the Process button. The data of the specified time period will be exported to the destination table.

Matrix COSEC INTEGRATE User Guide



Export to Postgre Server

The application allows the administrator to export device data and event logs from the COSEC application
database to predefined tables of the Postgre SQL database. The Postgre SQL database needs to have the
following tables in the database:

* devices

¢ device logs
The devices table holds the basic data of the COSEC devices like deviceid, serial number (MAC address),
ipaddress. This information can be obtained by viewing the ControllerList view of the COSEC database. The MAC
addresses however can be directly obtained from the devices. This table holds information on the last ping time and

the last log download date for each of the devices.

The devicelogs table receives the event logs from the COSEC database received from each of the COSEC
devices.

Server Configuration

In order to configure this functionality click on the Server Configuration button. Select the Export to Postgre SQL
(CGG) option in the Integration Mode field.

Click on Edit. The following page appears.

Integration Mode

COSEC Web Server Postgre SQL

Web URL | http://localhost/COSEC/api.sve

Server | localhost l
User Name )

- == l .
: Port | 5433
Password | ssses l p

Database Name | cosec

Test Connection User Name | postgreqa

Password | ssessene

l
l
l
l

Test Connection

Save Cancel

In the COSEC Web Server section:

+ Specify the web url of the api service of the COSEC WEB application as shown.

* Enter the User Name and Password of the sa user as set in the COSEC WEB application.
In the Postgre SQL section:

+ Server: Enter the Postgre database server IP address or its network name.

* Port: Specify the TCP connection port as configured in the Postgre database server.

20 Matrix COSEC INTEGRATE User Guide



+ Database Name: Specify the destination database name of the Postgre database.
+ User Name: Specify the database owner ID in this field.
» Password: Enter the password of the Database owner as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as the Postgre SQL
Server database.

Click on Save once done.

The administrator can now start the COSEC INTEGRATE service by clicking on the Start Service button as
explained earlier.

The Admin can now perform Export Data Configuration which is same as MSSQL/Oracle. For more information,
refer “Export Data Configuration” of MSQL/Oracle Server.

Manual Transfer

The Manual Transfer option provides the Admin user the flexibility to export data of a specific time period as and
when required. In order to access this functionality click on the Stop Service button to stop the COSEC
INTEGRATE service.

Click the Export Data button.

On the Export Data page, edit and save the export settings as per your requirement.

Click the Manual Transfer button. The following window appears for Manual Transfer to Postgre.

Manual Transfer to Postgre — >
(A

Start Date [ A l

End Date | _/_/__ l

Transfer Data ) All

@ Updated

=] ==

Enter the Start Date and End Date.
Select the Transfer Data mode— All or Updated.

All: All the past data falling within the selected date range will be transferred.
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Updated: All the updated data falling within the selected date range will be transferred.

Click the Process button. The data of the specified time period will be exported to the destination table.
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Export to CSV

The application allows the administrator to export data related to various user events to a .csv file which can be
stored at a specific location on FTP/SFTP server or in a local folder on the hard disk.

Click on the Server Configuration option select the Export to .csv option as the Integration Mode field.

Click on the Edit button.

f=) COSEC Integrate User: SA —

@ .lT.I! COSEC Integrate

Server Configuration
Integration Maode

Export Data COSEC Web Server Destination Location

Import Data Web URL | http//localnost/COSEC/apisve/v2 | @ Local Folder O FTP (O SFTP

User Name [ =] ] Save Path [ Dy

Password [000" ]

Sub-Folders  [J]

Separator | (comma) M

g
A
|
B

Test Conmection

In the COSEC Web Server section:

+ Specify the Web URL of the API service of the COSEC WEB application as shown.
« Enter the User Name and Password of the “sa” user as set in the COSEC WEB application.

The Test Connection button is provided to test the connection with the web server.

P —
COSEC Web Server Connection Tested Successfully

Integration Mode

COSEC Web Server Destination Location

Web URL | httpiflocsinosy/COSEC/apisver2 | | | @ LocalFolder OFte O seTp
User Name [ 53 ] Save Path [ D
Password [ eeen ]
Sub-Folders  [J]
Separator '_ (comma) -

Test Connection
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In the Destination Location section, specify the path at which the system will store the .csv files. For description of
FTP and SFTP see “Export to Text”

Select the Sub-Folders check-box to enable a folder hierarchy to be created at the export destination for the export

file.

Select the appropriate Separator which will be used to separate the fields in exported file.

Integration Mode

CSV Data Saved Successfully

COSEC Web Server

Destination Location

Web URL | ttpi/localnost/COSEC/apisve/v2 |

@ Lacal Folder () FTP

O setp

User Name l 53

l Save Path [ D

Password l eses

l

Sub-Folders  [¥]

Separator | [comma)

Test Conmection

Click on Save once done.
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Export Data Configuration

This option enables the Admin user to specify the fields whose values are to be exported to the .csv file.
Each database views would provide the relevant fields whose values can be exported from the COSEC database.

Source Data Template: Select the required data template and click on the Edit button. Now the admin user can
start the selection of the fields from the source database as shown.

OSEC Integrate User: SA - X

Database
Source Data Template
CE —
Source Field | ACTIVEFLAG INUMERIC |1 |0 -
N
L MK Foi et ype Lot e esinaion Dot ype_|iength Decmalcesr |
i USERNAME  NVARCHAF 45 0 | cear |
JOINDT NVARCHAF 10 0 [ cear |
PUNCH1 DATETIME 8 0 [ s |
PDATE DATETIME 8 0 [ e |
OUTPUNCH  DATETIME 8 0 [ cear |

B T

Select the Source field from the drop down list and click on the Add button. The field will be added to the grid as
shown above.You can remove a selected field by clicking on Clear button for the respective field.
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The Schedule section enables the admin user to schedule the data export process. The schedule option vary
based on the selected Source Data Template. The Daily Attendance detail will have the following options as
shown.

Active [¥]

Enable Fiter 4]

Destination FileName | Atd.Events *fromDD* to *toDD* | (-/DailyAttendance)
Schedule I[)a,i|_y v ]
Every Day of the Manth

Run time (HH:MM) ‘11:(](] ]

Retry Count I1 r ]
Retry Interval I1 r ] Haour
Daily Attendance Of @ Previous Day () Current Day

Enable Alerts For m Success (] Failure

* Check the Active box to enable the schedule.

+ The Enable Filter option is provided to enable the administrator to filter the users whose data is to be
exported. Check this box and click on the Filter button. The Multiple selection window appears. Select the
users whose data is to be exported.

« Destination FileName: Enter a filename in this field. The max characters can be 200. The file name can
include Alphanumeric characters, Special characters like |@#$%*&()_-+=[1{};',.<space> A-Z a-z 0-9 and
pair of asterisks(**).

You can type "™ in the text-area. This will show the list of variables as per the template type. Select
the desired variable. It will be added by appending ™' at the end. During the deployment of file, the current date-time
values will be fetched and replaced instead of these variables.

1. When ™' is typed in text area, another "' will be added automatically as it is allowed only in pair.
2. When you are entering filename and the appearing variable list is disturbing then you can enter ESC key
to hide the variables for the instance.

Example of Variables:
*gdateDD*- This variable will fetch and show the date on which the data is exported and file is generated. Similarly

variables are available for month, year, hours. minute and seconds.

*fromDD*- This variable will fetch and show the date value of the Start Date. Similarly variables are available for
month and year. Suppose Start date is 1st date of current month. If current month is Feb so the value of variable will

be “17.
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*toDD*- This variable will fetch and show the date value of the End Date. Similarly variables are available for month
and year. Suppose End date is Last date of current month. If current month is Feb so the value of variable will be
“ogr

atdMM*- This variable will fetch and show the month value of attendance period. Similarly variables is available for
year.

Example : A new template has been configured with Destination FileName = 'Atd. Events_*fromDD*-*fromMM?*-
*fromYY*_to_*toDD*-*toMM*-*toYY*

Now, this template is manually exported with date-range, 01-01-2016 to 02-01-2016. Thus, the exported file name
will be Atd. Events_01-01-16_to_02-01-16.csv

The system creates a folder named DailyAttendance in the path as specified in the server configuration.
» Schedule: Select the option as Daily or Monthly to run the schedule
» For monthly schedule specify the day of the month on which the export process is to be run. And
select the Attendance period i.e. starting and the ending day of the attendance period for which

the data is to be exported.

* For daily schedule select the Daily Attendance of Previous Day or Current Day for which the
attendance details is to be exported.

* Run time: Specify the Run time in HH:MM format when the export process is to be run.
* Retry Count: Set the Retry Count from the drop down list to retry the export if it gets failed.

* Retry Interval: Select the Retry Interval in hours from the drop down list. This parameter specifies the time
period between successive retries.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.
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It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

Then click on Save button to save the schedule. Now you can start service for running the export schedule. See
“Exporting Data” on page 29.

The Monthly Template will have the same options as mentioned above except the Attendance Period option.

Active
Enable Filter
Destination FileMame : Atd. Events *atdMM* *atdYY* (../MonthlyAttendance)
Every '1 * | Day of the Month

Run time (HH:MM)  [09:00

Retry Count .‘ v
Retry Interval .‘ v Hour
Attendance Period rPreuinus Month ~ 1

Enable Alerts For m Success [ Failure

The ATD Events and ACS Events templates’ schedule is shown below.

Active [

Enable Filter  [¥]

Destination FileMName  Atd Events *fromDD*- *fromMM?=- (-/Attendancebvents)
*fromYY* to *toDD*- *toMM*- *to¥Y*

% |nterval Basad () Onece a Day

Update Interval | 1 ] :rHours - |

Run Time (HH:MM)

Start Date | 01/02/2018 J

Retry Count

Retry Interval

Enable Alerts For IB Success [ Failure
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+ Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application

will export the data to the csv file.

+ Specify the Start Date from which the export process is to be initiated.

In the csv format for exporting data, the records in the csv file would be sorted in the same order as they
% were added.

Exporting Data

Schedule Export

For starting the export of file, after saving the schedule; click on Start Service button. The exported file will be

exported at the path specified in Server configuration.

The Daily Attendance exported file is shown below.

This PC » Mew Volume (E5) » DailyAttendance

Manual Export

Mame Date medified Type Size
@ Atd.Events_01to 03 07-Feb-183:16 PM  Microsoft Excel C... 1 KB
A C D E F
1 Chirag 1-1-1312:00 AM  9:00:00 19:00:00
2 |Khushbu 1-1-18 12:00 AM
3 |Chirag 2-1-1812:00 AM  9:15:00 19:30:00
4 |Khushbu 2-1-18 12:00 AM
5 Chirag 3-1-18 12:00 AM  9:00:54 19:00:53
6 |Khushbu 3-1-18 12:00 AM
7 Chirag 4-1-1312:00 AM  9:16:29  19:16:27
8 |Khushbu 4-1-18 12:00 AM
9 Chirag 5-1-18 12:00 AM
10 |Khushbu 5-1-18 12:00 AM
11
You can also do the Manual transfer of data by clicking Manual Transfer button.
* = Manual Transfer to CSV - ®

Manual Transfer to C5V -

Start Date | 01/01/2018

End Dste  05/01/201g

Start Date | 01/01/2018
End Date | 05/01/2018

Process Completed

e o |
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COSEC Integrate X

IOI Process Completed Manual: Total Records: 10, Succeed:10

The name of the exported text file will be as per the Destination File name and data will be as per the Table field
Mapping. The exported file will be as shown in Schedule export.
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Export to MySQL

Select the Export to MySQL Server option in the Integration Mode field. Click on the Edit button.

Integration Mode
COSEC Web Server My SQL

web URL | http://localhost/COSEC/api.sve Server [ 127.0.0.1 |
User Name | =3 l Port | 3306 l
Password | senes l Diatabase Name | new_schema l

User Name | root l

Test Connection f
Password sesssssnns
Test Connection
Save Cancel

In the COSEC Web Server section:

+ Specify the web url of the api service of the COSEC WEB application as shown.

+ Enter the User Name and Password of the sa user as set in the COSEC WEB application.
In the Destination Database Server section:

+ The Database Type will be SQL SERVER.

+ Server: Enter the database server name in the following format - Database server name\lnstance Name
e.g. dbserver\sqglexpress.

+ Database Name: Specify the database name of the destination database as per the site settings.
* User Name: Specify the database administrator ID in this field.
+ Password: Enter the password of the Database administrator as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as the SQL Server
database.

Click on Save once done.
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Export Data Configuration

This option enables the Admin user to map the fields from the COSEC database tables to fields in a third party

database. Click on the Export Data button. The following page appears.

Export
Database

MySQL Server v
Seource Data Template a1y arrendance Detail

Table-Field Mapping

Destination Table
Source Field
Destination Field

Add

AdlUserlD nUMEric 8 0 AdlUser_ID Int32
ProcessDate ' datetime g o processdate_d  DateTime
UserD varchar 10 0 UserD VarChar

|«

11 U Clear

19

a

The COSEC INTEGRATE application provides four data templates in line with the default Database Views as
shown. The COSEC System provides the following four Database views which would provide the relevant field

options to be mapped with the fields of a destination database.
* Monthly Attendance Summary
+ Daily Attendance Detail
+ Attendance Events

* Access Control Events

Each of the above database views would provide the relevant fields whose values can be exported from the
COSEC database. Select the required data template and click on the Edit button.
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Now the Admin user can start the mapping of the fields from the source database to that of the destination
database as shown.

Export
Database MySQL Server -
Source Data Template Daily Attendance Detail -

Table-Field Mapping

Destination Table
Source Field

Destination Field

AdlUserdD numeric 8 0 AdlUser ID Int32 11 Clear
ProcessDate ' datetime 8 0 processdate_d  DateTime 19 0 Clear
UserlD varchar 10 0 UserlD VarChar 10 0 Clear
4 ¥

+ Select the Destination Table from the pull down list.

» Select the Source field from the COSEC database.

» Select the Destination field from the selected destination table.

* Click on the Add button. The mapped fields will be visible in the bottom grid as shown.

In the case of Attendance Events and Access Control Events the user needs to map the UserlD and the
EventDate Time_D source fields to fields in the destination table.

% Map the UserlD, PMonth and Pyearsource fields to appropriate fields in the destination table inthe case of
the Monthly Attendance Summatry.

Map the UserID and ProcessDate D source fields to appropriate fields in the destination table in the case
of the Daily Attendance Detail.

The Schedule section enables the Admin user to schedule the data export process. The schedule option vary
based on the selected Source Data Template. The Daily Attendance detail will have the following options as
shown.
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Active [

Enable Filter [

Schedule rMantth ]

Day of the Month

=1
4

Every

Run time (HH:MM)

Retry Count :1 v
Retry Interval :I * | Hour
Attendance Period :1 v Day of :Current Month ~ To
:I M Day of :Current Month ~

Enable Alerts For || Success ["] Failure

Check the Active box to enable the schedule.

The Enable Filter option is provided to enable the administrator to filter the users whose data is to be
exported. Check this box and click on the Filter button. The Multiple selection window appears. Select the
users whose data is to be exported.

Specify the day of the month on which the export process is to be run.

Specify the Run time in HH:MM format when the export process is to be run.

Set the Retry Count from the pull down list.

Set the Retry Interval in hours from the pull down list. This parameter specifies the time period between
successive retries.

Specify the Attendance Period by specifying the starting and the ending day of the attendance period for
which the data is to be exported.

Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

34
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In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to

File.

Select any one option for data transfer i.e, Daily or Monthly in the field Schedule.On selection of Monthly option,
user can set data transfer process to run only once in a month.By default, Monthly option would be selected.When
selecting Daily option from the drop down list, the options appears as shown.

Active D
Enable Filter [

Schedule Daily A

Every Day of the Month

Run tirne (HH:MM)

Retry Count ,' v
Retry Interval ,' v | Hour
Daily Attendance Of @ Previous Day () Current Day

Enable Alerts For || Success [] Failure

User can configure to transfer data for either previous day’s attendance data or current day’s attendance data with
respect to schedule run day.

The Monthly Attendance Summary will have the following unique options:

» Select the Attendance Period for which the monthly Attendance summary data is to be exported.The
Admin user can select either the previous month or current month option.
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On selecting the Attendance Events or the Access Control Events the following schedule options will be
available.

| Schedule

Active Enable Filter

=l

Update Interval 20 Seconds =
Start Date 01/07/2013

* Check the Active box to enable the schedule.

» Set the filter parameters as described earlier.

» Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application

will update the destination database.
» Specify the Start Date from which the export process is to be initiated.
After defining the above parameters, the Admin user has to click on the Start Service button.

Export Data

Start Service

AN

Server Configuration

About

Export Data

Start Service About
About Version 6.1
Help
Please Wait....
- [right Law and international treates.

Exit teprodueed in sy form or by any mwans

WOy T o w e oo mecreek COMSES PVT LTD,

Copyright © Matrix Comsee 2010
All Rights Reverved.

The application will start the COSEC INTEGRATE service as shown.

Manual Transfer

The Manual Transfer option provides the Admin user the flexibility to export data of a specific time period as and

when required. In order to access this functionality click on the Stop Service button to stop the COSEC
INTEGRATE service.

Click the Export Data button.
On the Export Data page, edit and save the export settings as per your requirement.
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Click the Manual Transfer button. The following window appears for Manual Transfer to MySQL.

Manual Transfer te My50L - X
- e

Start Date | _/_/___
End Date | _/_/___

Transfer Data ) All

®) Updated

=7 =1

Enter the Start Date and End Date.
Select the Transfer Data mode— All or Updated.

All: All the past data falling within the selected date range will be transferred.
Updated: All the updated data falling within the selected date range will be transferred.

Click the Process button. The data of the specified time period will be exported to the destination table.
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Export to Text

The application allows the administrator to export data related to various user events as mentioned earlier to a text
file which can be stored at a specific location on FTP/SFTP server or in a local folder on the hard disk.

Click on the Server Configuration option and select the Export to text file option as the Integration Mode.

Click on the Edit button.

Server Configuration .
Integration Mode

Export Data

COSEC Web Server Destination Location
Web URL | http:/flocalhost/COSEC/apisve/vd l @) Local Folder FTP ) SFTP
User Mame | 21 ] Save Path | D\Security Documents\SheetalCul

Passwiord |_"“' ]
Sub-Folders [J]

Separator | (comma) -

{1

Test Connection

In the COSEC Web Server section:

» Specify the Web URL of the API service of the COSEC WEB application as shown.
» Enter the User Name and Password of the sa user as set in the COSEC WEB application.

The Test Connection button is provided to test the connections with the web server

In the Destination Location section, you can select the storage as Local, FTP or SFTP.
1. Local Folder:

Specify the Path at which the system will store the text files.

Select the Sub-Folders checkbox to enable a folder hierarchy to be created at the export destination for the text
file.

38 Matrix COSEC INTEGRATE User Guide



Separator: Select the separator which will be used to separate the fields in text file.

Sub-Folders [¥f]

separator | (comma) -

J[comma)
H{semi-colan)

[periad)

m

seolon)
Tab
Space

“w ooy -

2. FTP:
Specify the FTP path to store the text file. The purpose for Sub-folders and Separator is described in Local Folder
section.

Enter the User Name and Password to access the path.

Integration Maode

COSEC Web Server Destination Location
Web URL | hittp:/Mocalhost/COSEC/api sve/v2 l ! Local Folder @) FTP SFTP
User Name | 50 ] Save Path [ ftpy/192.168.104.16/ Textftn/

Password | LIl ]
Sub-Folders [¥]

Separator | (comma) -

User Name l"'“" J

m Password l LTS J

3. SFTP:

SSH File Transfer Protocol (SFTP) is a network protocol which provides secure file transfer capabilities. The user
has to configure the SFTP server, and provide login credentials which are to be used by COSEC Integrate to login
as a client.

Server: Specify the IP address where SFTP server is installed.
COSEC Integrate works with SFTP on default port number 22. If user wants to use other port Eg: Port 33 then

server can be written with port number like 192.168.104.20:33 in SFTP server configuration.

Save Path: Specify the path where the export data are to be saved. This path can be pre-configured while installing
the SFTP server. In this case you can specify Path as “\”.

The purpose for Sub-folders and Separator is described Local Folder section.
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Integration Mode

COSEC Web Server Destination Location
Web URL _hl‘tp:.’a"lmalhoib"{.DSECr'.:pi.svr_"'\rZ | ! Local Folder FTP @) SFTP
User Name | sa | Server [192.168.104.20 |
Password | seees | Savchaoth |."'E |
Sub-Folders  [§]
Separator | [comma) -
UserName [ yser |
Password | LI L |
D) With Key Without Key
Key  BR13CFDSGDF536GDFHD45GET
=l

Specify the UserName and Password to access the PC 192.168.104.20 where SFTP server is installed.

If you select With Key option, then you will need to enter the RSA key generated by the SFTP server. You can find
the key in SFTP server Settings.
If you select Without Key option, then key is not required.

Click on Save after the configuration is done.

Export Data Configuration

This option enables the admin user to specify the fields whose values are to be exported to the text file.
Each database views would provide the relevant fields whose values can be exported from the COSEC database.
Source Data Template: Select the required data template

COSEC Integrate User: SA

Server Configuration

Export Data

Import Data

Export
Database |Expart to Text

Source Data Template 'TamplateiDally

Text File Template | Ap| Template_Daily

API_Template_Monthly
API_Template_ATDEvents
AP|_Template_ACSEvents
Template_Daily
Template_Manthly
Template_ATDEvents
Template_ACSEvents

EmErs =

40
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Text File Template: The templates will be generated once the Text file configuration is done. For configuring Text
file template, click on Add button by scrolling the Text file Configuration section.

If the Text file template is available then you can select it and click on the Edit button for selecting the fields from
the source database.

Text File Configuration

Text File Configuration

Template  |Attendance Events

File Header [¥] |Column Name
File Footer
Export Type  Separator Based * | |Space N
Data Type Database Field
Database Field  EVENTDATETIME | DATETIME |8 |0 v .

Column Mame  |Noteflag |

Start-End Paosition Length |

Alignment Padding

Data Formatting  [Mana

Template: Specify the name of the Template to which the source file is to be mapped.

File Header: Click on the check box to enable this option. Click on the drop down arrow to select the options as
mentioned below

+ Column Name: Enable the checkbox. You can specify the name of the columns while selecting Data type
and the related fields which is described later. The Column Name will then be exported as the header.
* Custom: For a common header of the page, you can select the custom option and specify a file header
name in adjacent box.
The allowed functions are mentioned below:
AVG: Returns the average. Syntax: AVG(arg1)
CONVERT: Converts particular expression to a specified .NET framework type. Syntax: Convert(expression, type)
COUNT: Counts how many numbers are in the list of arguments. Syntax: COUNT(arg1,)
lIF: Specifies a logical test to perform. Syntax:lIF(expression, [value_if_true],[value_if false])
ISNULL: Checks an expression and either returns the checked expression or a replacement value.
Syntax: ISNULL (expression,replacement value)
MAX:Returns the maximum value in a list of arguments. Syntax: MAX(arg1)
MIN: Returns the minimum value in a list of arguments. Syntax: MIN(arg1)

LEN: Gets the length of a String. Syntax: CONVERT (expression)

SUBSTRING:Gets a sub-string of a specified length,starting at a specified point in the string.
Syntax:SUBSTRING(expression, start, length)
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SUM: Adds its arguments.Syntax: SUM(arg1)
STDEV:Estimates standard deviation based on a sample. Syntax: STDDEV(arg1)
VAR: Estimates variance based on a sample. Syntax: VAR(arg1)

TRIM: Removes all leading and trailing blank charaters like \r, \n, \t. Synatx: TRIM(arg1)

File Header [Column Mame | 3 ]
File Footer | column Name
Export Type Fixe| Custom

File Footer: Click on the check box to enable this option. Specify the desired footer in the adjacent box as shown
below.

Template 'Attendance Events

File Header 'Column Name -1

File Footer S e

Export Type

Export Type: Click on the drop down arrow to select the export type as Fixed Position based or Separator based.

The Export type option can be selected when the template is created for the first time. When the template is
% edited then Export type will be disabled.
1. Fixed Position Based: Select this option if you want the columns to be fixed position based.

« Start-End Position: Enter the position value. Eg: 0 to 10 position is set by entering end position as 10

* Length will be updated automatically according to the fixed position value. You can manually enter the
Length value less than the position value.

« Alignment can be selected as Left or Right.

+ Padding: Select the Padding value from the drop down options for appending it after the data end point
upto the position end point.

+ Data formatting: Select the Data formatting if required.

42 Matrix COSEC INTEGRATE User Guide



Template | User Data

File Header 'ColumnName -1

File Footer [
/ Bxport Type  [Fixed Position Based | )
DataType  [Database Field 3
Database Field | USERNAME INVARCHAI|45 [0+ {5}

Column Name | Name

Start-End Position | [10 | Length |44 ~
Alignment 'Left <] Padding ':{colon] N
Data Formatting 'None .| /(

[ oo [ o J cno Jf oo

2. Separator Based: Select this option if you want the columns to be Separator based.

» Select the separator options from the drop down list as shown below. You can also select the custom
separator option and specify the separator in the adjacent box.

Template | User Data_Seperator based
File Header 'Column Name -]
File Footer  [C]
/ Export Type 'Separatur Based v Space M N
DztaType | Database Field * | | Space
Database Field | USERNAME | NVAR fcomma) | @
- :(semi-colon)
Column Name | Name period)
Start-End Position H(colon) N
Tab
Alignment
Data Formatting -None -] 1
BNl
SeNo Dataype [we . Em
|

Data Type: Click on the drop down arrow to select the type of data to be exported.

Data Type  |Database Field -

Catabase Field Database Fisld 11 - .
Column Name Fixad

| Field Replace

Start-End Position Customn Fiedd l
Alignment Filler Space = |
Data Farmatting  |Nope -

* Fixed: Select this option and enter the value in the Fixed value field as shown below. For eg: the
organization name remains common to all the employees, so it is considered as fixed value.

* Custom Field: Select this option and enter the value in the Custom value field as shown below.
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» Filler: If Export type is selected as Fixed position based, then the data type can be selected as Filler. This
is used as the gap between the columns. Filler itself acts as a column, which has value other than data for
eg: space, comma etc. Specify the filler value from the drop down list.

Data Type  |Filler
Filler Value [ (commal) [ -
Column Name Acomma) -
Start-End Pesition (semi-colon)
Alignment Aperiod)
Data Formatting J[calon) s

Schedule

L

Destination FileName

.

Append to FileName

Active

+ Database Field: Click the drop down arrow and select the database field options.

Database Field  |USERID | VARCHAR |10 |0 :l .
Column Name | yerip |VARCHAR |10 |0  #
start-End Position | (yseRNAME | VARCHAR |45 |0
Alignment | WODAYS INUMERIC |3 |0 .
Data Formatting | WORKTIME INUMERIC |5 |0
WORKTIME_HHMM | VARCHAR |9 |0
WRKTIMEWL INUMERIC |5 |0

7 WRKTIMEW1_HHMM | VARCHAR |9 |0
= WRKTIMEWZ | NUMERIC |5 |10
tination FileName 1
WRKTIMEW2_HHMM | VARCHAR |9 |0
WRKTIMEW3 | NUMERIC |5 |10

WRKTIMEW3_HHMM |VARCHAR (9 |0 =

Hule

pend to FileName e Format

m

Active iiter

When Data Type is selected as Database Field, then you have the option to Replace value. “Example: Replace
Value”

When Data Type is selected as Custom field, the user can create an expression with the fields available in the
selected export view template. The expression should be validated same as in the Text File Configuration section of
Export to Text.

"Field Conditions support replacing value after performing comparison of field value with some fixed value /
database field.

Example: Replace Value

To compare punch event date-time (EDateTime) and insertion date-time (IDateTime).

During door offline condition suppose only first punch(9:00 hrs) is recorded and after that punch was not recorded
for that day. So punch can be inserted after the first punch.
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The system will compare the inserted punch> event punch, then the Noteflag column will be replaced with the value
1. You can give any name to the column for the fields.

Export
Database

Source Data Template

Text File Template

| Text File Configuration

Template

File Header

File Footer

Export Type

Data Type
Database Field
Column Name
Start-End Position
Alignment

Data Formatting

[Atbendam:! Events

¥ |Column Name
4

Separator Based
Database Field

TDATETIME

-

| DATETIME [8 |0

Space = | |

m

| Noteflag

]

| Length | |

Mo -

Padding

Click the Field Replace button

-

“ii Field Conditions

to replace the desired field value.

Field Value |> = ||Database Field - | [EVENTDATETIME .
Replace Value | Fixed Value =11
Condition iﬁdd Value Replace Value |Clear

Field Value can be Database Field value or fixed value with which the database field value (selected from the Text
file configuration) will be compared.

Replace Value can be a fixed value or any custom value. (Here If IDATETIME > EDATETIME, then column will be

replace with value 1)

-% Field Conditions

T —
-_-‘

o

Field value |> = | Database Field = | |[EVENTDATETIME -
Replace value  [Fixad Value -|[2 |
Condition |Field Value Replace Value Clear .

> EVENTDATETIME 1 Clear
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Schedule Section

The Schedule section enables the Admin user to schedule the data export process. The schedule option vary

based on the selected Source Data Template.

The Daily Template will have the following options as shown. (Attendance Period for monthly schedule and Daily

Attendance for Daily schedule.)

Active
Enable Filter [

File Generation  |Single -

Destination FileName

Schedule  |Monthly -
Every |1 = | Day of the Month
Runtime (HHMM) (15300 |
Retry Count |1 -
Retry Interval |1 | Hour
Attendance Period |1 = | Dayof |CurrentMonth -~

To

* Check the Active box to enable the schedule.

* The Enable Filter option is provided to enable the administrator to filter the users whose data is to be
exported. Check this box and click on the Filter button. The Multiple selection window appears. Select the

users whose data is to be exported.

* File Generation: Select Single or Multiple configuration for the file generation based on Enterprise
groups. On Selecting Multiple option, second drop-down of File Generation will be activated. It enables to

generate different files based on enterprise groups as shown below.

Active
Enable Filter  []

File Generation | Multiple -

Organization =~

Destination FileMame

Schedule Monthly -

Every |1 -
N R—
Retry Count |1 -

Retry Interval |1 -
Attendance Period 1 -

Ifiittenrd::m:e: “from dd" to "to ddr‘

Day of the Month

Day of | Current Month

To

46
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+ Destination FileName: Enter a filename in this field. The max characters can be 200. The file name can
include Alphanumeric characters, Special characters like |@#$%*&()_-+=[1{};',.-<space> A-Z a-z 0-9 and
pair of asterisks(**).

You can type ™' in the text-area. This will show the list of variables as per the template type. Select the desired
variable. It will be added by appending ' at the end. During the deployment of file, the current date-time values will
be fetched and replaced instead of these variables.

1. When ™' is typed in text area, another "' will be added automatically as it is allowed only in pair.
2. When you are entering filename and the appearing variable list is disturbing then you can enter ESC key
to hide the variables for the instance.

Example of Variables:

*gdateDD*- This variable will fetch and show the date on which the data is exported and file is generated. Similarly
variables are available for month, year, hours. minute and seconds.

*fromDD*- This variable will fetch and show the date value of the Start Date. Similarly variables are available for
month and year. Suppose Start date is 1st date of current month. If current month is Feb so the value of variable will
be “17”.

*toDD*- This variable will fetch and show the date value of the End Date. Similarly variables are available for month
and year. Suppose End date is Last date of current month. If current month is Feb so the value of variable will be

“28”.

atdMM*- This variable will fetch and show the month value of attendance period. Similarly variables is available for
year.

Example : A new template has been configured with Destination FileName = 'Atd. Events_*fromDD*-*fromMM?*-
*fromYY*_to_*toDD*-*toMM*-*toYY*

Now, this template is manually exported with date-range, 01-01-2016 to 02-01-2016. Thus, the exported file name
will be Atd. Events_01-01-16_to_02-01-16.txt

* Schedule: Select the option as Daily or Monthly to run the schedule.
* For monthly schedule specify the day of the month on which the export process is to be run. And
select the Attendance period i.e. starting and the ending day of the attendance period for which

the data is to be exported.

+ For daily schedule select the Daily Attendance of Previous Day or Current Day for which the
attendance details is to be exported.

* Run time: Specify the Run time in HH:MM format when the export process is to be run.
* Retry Count: Set the Retry Count from the drop down list to retry the export if it gets failed.

* Retry Interval: Select the Retry Interval in hours from the drop down list. This parameter specifies the time
period between successive retries.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:
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Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

Then click on Save button to save the schedule. Now you can start service for running the export schedule. See
“Exporting Data” on page 49.

The Monthly Template will have the same options as mentioned above except the Attendance Period option.

Active [

Enable Filter [¥]

File Generation  Multiple ol Organization -

Destination FileName [ Matrix Attendance *atdMM=-*atd YY" | Extension [txt

Every |1 = | Day of the Month
Run time (HH:MM)  (12:30
Retry Count |1 -
Retry Interval |1 = | Hour

Attendance Period _ Previous Month -~

Enable Alerts For |I| Success " Failure
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The ATD Events and ACS Events templates’ schedule is shown below.

Enable Filter

File Generation | Multiple - Organization ~

Destination FileName | MatrixAttendance *from DD*-*fromMM®*- | Extension [txt
*fromYY* to *toDD*-*toMM*-*toYY* ‘ ' )

) Interval Based @ Once a Day

Update Interval
Run Time (HH:MM) [ 15:30

StartDate | 28/05/2019

Retry Count |1 -
Ratry Interval (1 -
Enable Alerts For m Success A= Failure

Exporting Data

Schedule Export

For starting the export of file, after saving the schedule; click on Start Service button. The exported file will be
exported at the path specified in Server configuration.

The data in the exported file is as per the Text file configuration shown below.

j Matrix Attendance 01 to 10 - Notepad S s waiavass s

File Edit Format View Help Database Field :rOUTPUNCHJIME | NVARCHAI[8 |0 B @

Punch Date Shift Name IN Time OUT Time Column Name  [OUT Time )

81/01/2018 GS Chirag 09:00:00 19:00:00 . : Y . :

GS Khushbu Start-End Position L 1L | Length L

82/01/2018 GS Chirag €9:15:00 19:30:00 Alignment Padding

GS Khushbu e

83/01/2018 GS Chirag €9:00:54 19:00:53 - -

GS Khushbu

84/01/2018 GS Chirag 09:16:29 19:16:27 5eHo _Doa ype N ol Nome — St Pslend PosiLength |

Database PUNCH1 Punch Date
Database  SCHEDULESHIFT Shift

Database USERNAME Name
Database PUNCH1_TIME IN Time
Database QUTPUNCH_TIME OUT Time

N T e

Manual Export

You can also do the Manual transfer of data by clicking Manual Transfer button.
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Manual Transfer to Text

E={ Manual Transfer to Text — w

Start Date | 01/01/2018

End Date  10/01/2018]

= =

Start Date | 01/01/2018
End Date | 10/01/2018

Process Completed

= =

The name of the exported text file is as per the Destination File name.

-
Name

» ThisPC » New Volume (E:) » Security Documnents » CURRENT Projects » COSEC Server » DailyAttendance » Attendance Events

i:] Matrix Attendance 01 to 10

Date modified Type Size

07-Feb-18 3:07PM  Text Document T1KB

The data in the exported file is as per the Text file configuration shown below.

mj Matrix Attendance 01 to 10 - Notepad
File Edit Format View Help

[[N Punch Shift Name
81/81/2818 G5 Chirag
GS Khushbu
82/01/2818 G5 Chirag
GS Khushbu
83/01/2818 G5 Chirag
GS Khushbu
84/81/2818 G5 Chirag

Export Type
DataType  |Database Field -]
Database Ficld  |USERNAME INVARCHAI[45 |0~ {5}

Calumn Name

Start-End Position | ] ( Length |
Alignment Padding
Data Fermatting 'None -]

|~ L
5o _ata type Nabue ________Column Name ____[stat Po End Pust Lonoth

1 Database PUNCH1 IN Punch
2 Database SCHEDULESHIFT Shift
3 Database USERNAME Name

P - ey o | |
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Export to DB2

The application allows the administrator to export access events from the COSEC application database to a

destination IBM DB2 database server (supported version 10.5.3 and above).

Click on the Server Configuration button to start the configuring process.

The following page appears. Select the Export to DB2 option in the Integration Mode field.

Server Configuration
Integration Mode

COSEC Web Server
Web URL | http:/Mlocalhost/COSEC/apisve/vd/ I

Start Service User Mame | 52

Password | i

_l
l

T

DB2

Server [ 182168153143

Port | 50000

Database Name [ sample

User Name | db2admin

Password [ LTI T T

Click on the Edit button.

In the COSEC Web Server section:

» Specify the web url of the API service of the COSEC WEB application as shown.

» Enter the User Name and Password of the system administrator (sa) as set in the COSEC WEB

application.
In the DB2 destination database server section:

* Enter the database server name and port.

3

Specify the database administrator ID as user name.

Enter the password of the database administrator as per the site settings.

Specify the database name of the destination database as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as the DB2 database.
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Click on Save once done.

Export Data Configuration

Integration Mode

| CoSEC Wb server ou2
web URL [ httpu/lacalhost/COSEC/apisveiv2l | Server [ 192168153143 ]
| e ' o '
Password |.'"“ | Database Name |sample |
User Name | db2sdrmin |
“ m

|

Click the Export Data button to map fields between source and destination tables.

For the DB2 Server Database, select a source template from the system-defined data templates or other custom
export templates defined on COSEC that appear for selection.

Server Configuration

Export Data

Start Service

Export

Database

Source Data Template

| Table-Field Mapping

Destination Table

Source Field

Destination Field

DB2 Server

[API_Template_ATDEvents

APl_Template_ATDEvents
AP]_Template_ACSEvents
Template_ATDEvents
Template_ACSEvents

-

m

Each of the above database views would provide the relevant fields whose values can be exported from the
COSEC database. Select the required data template and click on the Edit button.
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Now the admin user can start the mapping of the fields from the source database to that of the destination database
as shown.

-
Database
m Source Data Template
m _-'lab-l-l.;F.i;la. M-nppirfg r
Destination Table (&  MATRIXEMP v
m Source Field  |USERID | VARCHAR |10 |0 v
“ Destination Fiald USERID | VarChar |10 |0 v
| [ s
e |
i ‘ i

» Select the Destination Table from the pull down list.
« Select the Source field from the COSEC database.
« Select the Destination field from the selected destination table.

» Click on the Add button. The mapped fields will be visible in the bottom grid as shown.

Export Data
| :
Start Service
[
| T

Export
Database

Source Data Template
Table-Field Mapping
Destination Table
Source Field USERID | VARCHAR |10 |0 "

Destination Field USERID |VarChar |10 |0 ¥

Source Field | Data Type _|Length |Decimal|Destination Fieid |Data Type _|Length [Decimal|Clear |

USERID VARCHAR 10 1] USERID VarChar 10 0

m

In the Schedule panel, user can set up a schedule for data update between source and destination databases or
update data manually using the Manual Transfer option.
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Export

Database

Source Data Template

Active [ SAP Integration ]
Enable Filter [
Include Previously Failed |
Retry For Failed Records :1 -
@ Interval Based ) Once a Day

Update Interval 'Seco nds -]

Run Time (HH:MM)

Start Date | i

Retry Count

Retry Interval

Enable Alerts For || Success [T Failure

» Check the Active box to enable the schedule.

* The Enable Filter option is provided to enable the administrator to filter the users whose data is to be
exported. Check this box and click on the Filter button. The Multiple selection window appears. Select the
users whose data is to be exported.

» To use the exported data for SAP Integration, enable the SAP Integration checkbox.

* To set Interval Based data update, specify the Update Interval.

* To schedule data update Once a Day, specify the Run time in HH:MM format, Start Date (i.e. date since
when export data is to be fetched from COSEC database), Retry Count and Retry Interval.

¢ Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.
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Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

+ Click Save and start service.
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Export to People Works

This feature allows the user to export data from the COSEC application database to a user-defined FTP location in
the .XLSX format. The export filename will follow the below format:

“PeopleWorks<ddmmyyyy><hhmm>.xIsx”
Click on the Server Configuration button to start the configuring process.

The following page appears. Select the Export to PeopleWorks option in the Integration Mode field.

COSEC Integrate User: SA _ b

"lT.Il COSEC Integrate

Server Configuration
Integration Mode

Export Data COSEC Web Server Destination Location

Import Data Web URL [ http://localhost/COSEC/api.sveiva ] Save Path [ ftp\\192.168.102.46 ]
_ Sub-Folders

Start Service User Name [ sa ] ub-Folders (I

Password [ooooo ] User Name [Ftpuser ]

Password [..ooooo ]

Tact Commection [ save |

Click on the Edit button.
In the COSEC Web Server section:
» Specify the Web URL of the API service of the COSEC WEB application as shown.

» Enter the User Name and Password of the system administrator (sa) as set in the COSEC WEB
application.

The Test Connection button is provided to test the connections with the web server
In the Destination Location section, specify the FTP based storage path (and access credentials) on which the
system will export data as shown. Select the Sub-Folders checkbox to enable a folder hierarchy to be created at

the export destination for the file.

Click on Save to save the destination settings.
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COSEC Web Server Connection Tested Successfully

Integration Mode

COSEC Web Server Destination Location

Web URL | httpi/localnost/COSEC/apisveiv2 | Save Path [ #pi\102.168.102.46 |
l Sub-Folders  [J]

User Name [ =&

Password [vulvu l User Name [f‘tpuser ]

Password [..o.ooo l

Test Conmection m

Data Saved Successfully

Integration Made

COSEC Web Server Destination Location

Web URL [ http://localhost/COSEC/api.sve/v2 ] Save Path [ ftpi\192.168.102.46 ]
l Sub-Folders ]

User Name [ sa

Password [ooooo ] User Mame [f‘tpuser l

Password [..-oooo l

Test Connection E

Click on Save to save the server configuration.
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PeopleWorks Export Configuration

Click the Export Data button to map fields between source and destination tables. Select the Database type as

Export to PeopleWorks.

COSEC Integrate User: SA

Server Configuration Export

Database
Export Data
Source Data Template

Import Data

|Database Field -]

Data Type

Database Field  |ACTIVEFLAG |NUMERIC [1 [0 =]

Column Name | ]

N N [_peieee |
SrNo [Dotafype  Nobwe — —  ColmeName |

Cancel

1 Serial No SerialNo 51 No

2 Database PROCESSDATE D Date

3 Database USERID Code

4 Database USERNAME EmpName
i Database DEPARTMENT Department
6 Database DESIGNATION Designation

Click on the Edit button.

Manual Transfer

Cancel

Select a Data Type to configure fields. There are four data types to choose from:

+ Database Field: Select a Database Field from the drop-down list to be added to the export file and define

a new column name against it. Click Ad

Dsta Type | Database Field

d.

v

Database Field ;J(]lN[}T

| NVARCHAI | 10

|0

-

Column Mame | JoiningDate

)

EZN N =T e

Srho [oataType e [ColmaNome |
9

Database OUTPUNCH_TIME Out
10 Database EARLYOUT_HHMM Early out
1 Database EARLYIN_HHMM Early In
12 Database WORKTIME_HHMM Work Hour
13 Database JOINDT JoiningDate

v
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* Fixed: Select this option to set a fixed value for a field as shown below. For eg: the organization name
remains common to all the employees, so it is considered as fixed value. Click Add.

Data Type erned

-

Fixed Value | Matrix Comsec

Calumn Name | Organization

Database OUTPUNCH_TIME

10 Database EARLYOUT_HHMM
1" Database EARLYIN_HHMM
12 Database WORKTIME_HHMM
13 Fixed Matrix Comsec

S R T S—

=~

Qut

Early out
Early In
Work Hour

/' Organization

* Custom Field: Select this option to assign a custom value to a field. Click Add.

e Serial No: Select this option to set serial number as value for a column. Click Add.

DataType | Custom Field

Custom Value Database Field
Fixed
Custom Field

Column Name

Serial No

Column Name

In the Schedule section, user can set up a daily or monthly schedule for data export or export data manually using

the Manual Transfer option.
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Active

Enable Filter
FileMName Format
Append to FileMame
Schedule

Every

Run time (HH:MM)
Retry Count

Retry Interval

Daily Attendance Of

Enable Alerts For

]
:Date Onlv v

:Date (dd-mmm-vvvv) ~ Time (HHMN ':

Daily .
Day of the Month
09:00
1 -
:1 - Hour
(®) Previous Day ) Current Day

m Success [ Failure

Active

Enable Filter
FileMame Format
Append to FileName

Schedule

Every

Run time (HH:MM)
Retry Count

Retry Interval

Attendance Period

Enable Alerts For

]

]

:Dale Only M

iDate (mmm-yyvy) :Nune M
Monthly g

ti v Day of the Month

|‘09:DD

L .

:| - Hour

iI M Day of :Previuus Month
r31 M Day of |Previous Month

m Success [ Failure

| To
)|

v

The description of above fields is given in Export to MSSQL.

Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:
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Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to

File.

Click Save and start service.
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Export FP Template to File

It is required to export FP Template of selected user to some directory path in physical file.

4>
4>
From COSEC Custom Export @

Web DB FP Template

FP Templates Other DB

Click on the Server Configuration option and select the Export FP Template to file option as the Integration
Mode.

Click on the Edit button.

Server Configuration .
Integration Mode

COSEC Web Server Destination Location
Web URL | hittp://localhost/COSEC/api sve/v2 ] @ Local Folder FTR ) SFTP
User Name I 8 l Save Path l DASecurity Documents

Pasoword l seees l

AL

In the COSEC Web Server section:

» Specify the web url of the API service of the COSEC WEB application as shown.
» Enter the User Name and Password of the sa user as set in the COSEC WEB application.

The Test Connection button is provided to test the connections with the web server

In the Destination Location section, you can select the storage as Local, FTP or SFTP.
1. Local Folder:

Specify the Path at which the system will store the FP template files.

2. FTP:
Specify the FTP path to store the text file.
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Enter the User Name and Password to access the path.

COSEC Web Server Destination Lacation
Web URL | http:/locathost/COSEC/api.svesvd | Local Folder @ FTP ! SFTP
User Name |53 | Save Path | fp://192.168.104.16/
Patewvord |."u J

User Name | yger |

Password | sssss |

3. SFTP:

SSH File Transfer Protocol (SFTP) is a network protocol which provides secure file transfer capabilities. The user
has to configure the SFTP server, and provide login credentials which are to be used by COSEC Integrate to login
as a client.

COSEC Web Server Destination Location
Web URL | httpi/Nocalhost/COSEC/apisve/vd | ! Local Folder FTP @ SFTP
User Name | 58 | Server 19216810420 |
Save Path | \E |

Password |'“" |

User Name | ycer [
Test Connection Password | sunee |
With Key @) Without Key

Key | |

Server: Specify the IP address where SFTP server is installed.

Save Path: Specify the path where the export data are to be saved. This path can be pre-configured while installing
the SFTP server. In this case you can specify Path as “\”.

Specify the UserName and Password to access the PC 192.168.104.20 where SFTP server is installed.
If you select With Key option, then you will need to enter the RSA key generated by the SFTP server. You can find
the key in SFTP server Settings.

If you select Without Key option, then key is not required.

Click on Save after the configuration is done.
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Export Data Configuration

This option enables the admin user to specify the fields whose values are to be exported to the FP template file.

Export
Database Export FP Template to File M

L U st
ser1D (122 [ seiect |

User ID Name Clear

E

Enter the User ID of the user whose FP templates are to be backed up. And click on éelect button.
The user ID and name will be displayed in the grid.

Export

Database | Export FP Template to File M

B o socion
i | 1

User ID Name Clear
1220 [sHEETAL RAVAL

Now click on Export button. The export completion will be shown as below:

Export

Database  |Eyport FP Template to File x
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Here you can find 5 FP templates of selected user which are exported as individual files at the Destination location.

r_! L. » Computer » New Volume (D) » Secunty Documents » Export Records

» Include in library » Share with Mew folder

5

MName Date modified Type Size

| 1220+SHEETAL RAVAL+0.dat 7/15/2016 1:00 PM DAT File 1KE
|| 1220+SHEETAL RAVAL+1.dat 7/15/2016 1:00 PM  DAT File 1 KB
. 1220+-SHEETAL RAVAL-2.dat T/15/2016 1:00 PM DAT File 1KB
. 1220+SHEETAL RAVAL+3.dat 7/15/2016 1:00 PM DAT File 1 KB
| 1220+ SHEETAL RAVAL«d.dat 7A5/2016 1:00 PN DAT File 1 KB
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Custom Export- FP Template

Provision is required in Integrate from where user can select physical file of FP templates and insert them to
configured database's table with various user details like user id, name, user photo and finger print location. This
purpose is served through “Custom Export of FP Template”.

: —h
From COSEC Custom Export @

QWeb DB FP Template

FP Templates Other DB

Click on the Server Configuration option and select the Custom Export- FP Template option as the Integration
Mode.

Click on the Edit button.

COSEC Web Senver Template Location

Web URL | http:/flocalhost/COSEC apisveiva | Database Type |Sgl Server

Serv

w

User Name | 58 f | (locallisglexprass
Password | seese Database Name | COSEC_HO

User Name | () |

Password [ LA L L LY L]

s

In the COSEC Web Server section:

» Specify the web url of the API service of the COSEC WEB application as shown.
+ Enter the User Name and Password of the sa user as set in the COSEC WEB application.

The Test Connection button is provided to test the connections with the web server
lin the Template Location section:
+ The Database Type can be selected as SQL SERVER or ORACLE server.

» Server: Enter the database server name in the following format - Database server name\lnstance Name
e.g. dbserver\sglexpress.

+ Database Name: Specify the database name of the destination database as per the site settings. Eg:
COSEC_HO is the destination database to which you can export the data.
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For newly created database, ensure that you have set the password in COSEC Web application. Then only
v Test connection from COSEC Integrate with Web server will be successful.

» User Name: Specify the database administrator ID in this field. This is the username which you have set
while installing SQL Server Management Studio in your computer.

« Password: Enter the password of the Database administrator as per the site settings. This is the password
which you have set while installing SQL Server Management Studio in your computer.

The Test Connection button is provided to test the connections with the web server as well as the SQL Server
database.

Click on Save once done.

In the event of selecting the Export to Oracle Server option in the Integration Mode field, specify the Oracle
server destination address as well as the username and the password (case-sensitive for Oracle Server) in the
respective fields as shown below:

COSEC Web Server Template Location
Web URL | httpy/localhost/COSEC/apisve/v2 | Database Type | Oracle -
User Name |52 | Server [192168.104.16 |
Password | ks |
User Name I COSEC |

Password | seses |

e

Test the connection and Save the configuration.

Export Data Configuration

This option enables the admin user to specify the fields whose values are to be exported.

Select the Database “Custom Export-FP Tempate SQL Server”.
Select the Mode as Add Templates to add the FP templates or Delete Templates to delete the FP templates.

Export

Database  |Custom Export-FP Template SQL Server ¥ Table Mapping

Mode  |add Templates

B v Tenpes

Select FP Template " —

Click the Table Mapping button. Then select the table where the user details are to be mapped.
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T ——— s [

| Table Name  [Mx_ACSEventTm ]

| Field Name | UgerdD |varchar |15 |0

Mapped Field Name | UsedD | VARCHAR |15 |0 .

Table Field DataType |Length [Decimal[Mapped Field  [Data Type [Length [Decimal[Clear ||
]

UserD VARCHAR 15 O UserD varchar 15

You have to map all the user fields shown below to the desired field selected from “Field Name” in above table
mapping.

Mapped Field Name :UierPhow | IMAGE T T) ':
UserlD | VARCHAR |15 |0
juasc 125 10
FPLocation | VARCHAR |2 |0
UserlD
RewData | IMAGE |0 |0
Name VARCH| Userphoto [IMAGE [0 |0

Eg: Name is mapped with locationmac as shown in second row.

- S

5 Table Mapping_ — L | e
Table Name  [Mx_ACSEventTm |
Field Name  |MID | numeric |5 |10 -
Mapped Field Name  [UserPhoto [IMAGE |0 |0 .

[ | veeno VARCHAR 15 0  UsedD varchar 15 0

' Name VARCHAR 45 0 locationmac varchar 17 0
FPLocation VARCHAR 2 0 EvtSourceDet  varchar 40 0
RowData IMAGE 0 1} comments varchar 0 0 Clear
UsePhote  IMAGE 0 0  MD numeic 5 0

S

After mapping all the user fields, click on Save button.

Now click on Browse button and select the FP template from the path (Local folder/FTP/SFTP) where the
templates are stored.

Select FP Template
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Database  |Custom Export-FP Template SQL Server 2 Table Mapping

Mode | Add Templates -

Add Templates

User Photo  UserID  User Name FP Location File Path Edit Remaove |
1220 SHEETAL RAVAL |1 D:\Security
Documents

Export Records 7
1220+ SHEETAL
RAVAL-1dat

The template with User photo, ID, Name and FP location will appear as shown above.

Finally click Add button. System will insert/update records in mapped template table.
Clicking Remove will remove all records from mapped template table with selected User ID.
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Export to Progress OpenEdge

Click on the Server Configuration button to configure the Web server and Destination database for Export.

Select the Export to Progress OpenEdge option in the Integration Mode field. Click on the Edit button.

i\ COSEC Integrate User: SA I ENIE

MATRIX

Server Configuration

Export Data

Import Data

Integration Mode

COSEC Web Server

Progress OpenEdge

Web URL | http://localhost/COSEC/apisve/v2 J

Server | |ocalhost

—— User Name |52 ] Driver Name | Progress Opentdge 116T| [
Passward [ seves ] Port 5003 |

Database Neme | cosecDB |

“ : Passward l--... ]

Test Connection

N EN =3 e

In the COSEC Web Server section:

+ Specify the web url of the api service of the COSEC WEB application as shown.

» Enter the User Name and Password of the sa user as set in the COSEC WEB application.
In the Progress OpenEdge section:

» Server: Enter the server name with which the Progress OpenEdge database is started.

» Driver Name: Select the Progress OpenEdge driver from the picklist. It is the software driver which will
appear in picklist, once the database is installed.

St Driver Selection =

| Progress OpenEdge 116 Driver
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* Port: Enter the port number at which the Progress OpenEdge database is running. It is the port
number(eg: 5003) entered in command prompt while starting the database as shown below.

* Database Name: Enter the database name with which Progress OpenEdge database is started. It is case

sensitive. Thus if Database is started with name cosecDB as shown below then enter the name as
“cosecDB”.

"% Administrator: Proeny

NDLC: C:\Progress\OpenEdge

Inserting C:\Progress\OpenEdgesbin to beginning of path and
the current directory is

C:“OpenEdge\WURK

OpenEdge Release 11.6 as of Fri Oct 16 19:01:51 EDT 2015
proenvproserve —db GizOpenEdgesWRK\cosec DB -H localhost -§ 5003_

DLC: CG:\Progress:\OpenEdge
MInserting C:\Progress“\OpenEdge“bin to beginning of path and
the current directory iz
C:\OpenEdge“\URK
OpenEdge Release 11.6 as of Fri Oct 16 19:01:51 EDT 2045
proenuvproserve —db C: \OpenEdge\WRKxcozec DB -H localhost -% 5003
OpenEdge Release 11.6 as of Fri Oct 16 19:01:51 EDT 2015
:46:02 SERVER : Event éogger error 0: Could not post a 'COSEC_PROGRESS® even

Ht éu the Event Uiewer. (5180
0P - 46 :02 SERUER : »%x Gould not recognize argument: DB. (301>

+ User Name: Specify the username as entered while creating the database.

+ Password: Specify the password as entered while creating the database. Eg: Username is cosec and
Password is cosec.

The Test Connection button is provided to test the connections with the web server as well as the Progress
OpenEdge database.

. COSECIntegrate User: SA L] - _E—

E “lTl Ix COSEC Integrate

Server Configuration

Progress DpenEdge Connection Tested Successfully

Integration Mode

|

COSEC Web Server | Prugfess Openkdge
Import Data Web URL | httpy/localhost/COSEC/apisvcfu? | Server | localhost |
User Name |5 | Driver Name | Progress Opentdge 15| L
Password | $eees | Port [ 5003 |

Database Name | cosecDB |
User Name | cosec |

Passward | LALLL

¢
&
|
]

Test Connection

Click on Save button to save the server configuration.
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Export Data Configuration

This option enables the admin user to map the fields from the COSEC database tables to fields in a third party
database. Click on the Export Data button. The following page appears.

& MATRIX

Server Configuration

Export Data

Import Data

i1 COSEC Integrate User: SA

Export
Database

Source Data Template

Progress OpenEdge

APL Template_Daily

Table-Field Mapping

Destination Table
Source Field

Destination Field

|

The COSEC INTEGRATE application provides four data templates in line with the default Database Views as
shown. The COSEC System provides the following four Database views which would provide the relevant field
options to be mapped with the fields of a destination database.

* Monthly Attendance Summary
* Daily Attendance Detail

» Attendance Events

* Access Control Events

Each of the above database views would provide the relevant fields whose values can be exported from the
COSEC database. Select the required data template and click on the Edit button at the bottom of the page.

Now the admin user can start the mapping of the fields from the source database to that of the destination
database as shown.

+ Select the Destination Table by clicking Select Table button. The table selection picklist appears as

below.

L ,
i Table Selection e )
Table-Field Mapping p .
.
Destination Table | My ATDEvent |l seect rabe \ J
Source Field [Select Table Schema

Destination Field

OVERSTAY_HHMM  |[VARCHAR |3 |0 = \
UserD |varchar |16 |0 id

MMM‘

APL_ATDEVENTS
Myx_ACSEvents
Myx_ATDEvent
Myx_Cafeteria
My_ExportTest
MX_IMPORTTEST
Mx_MonthlyAtt

COSEC
PUB
PUB
PUB
PUB
COSEC

PUB
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» Select the Source field from the COSEC database.

Table-Field Mapping

Destination Table | M ATDEvent |
Source Field | ACTIVEFLAG |NUMERIC |1 |0 - Table-Field Mapping
Destination Field | ACTIVEFLAG |NUMERIC |1 |D + Destination Table {M}LATDE"E'“ J
ADJUSTED_WORK_HOI NUMERIC |4 |0 = Source Field ~ |OVERSTAY_HHMM | VARCHAR |9 |0
i [NUMERIC (B 10 Jih [Decimal[Clear | Destination Field |UsenlD |varchar |16 |0

AUTHORIZEDCOFF | NUMERIC |5 |0
AUTHORIZEDCOFF_HH | VARCHAR | & |0
AUTHORIZEDCOFFDAT | DATETIME |8 |0
AUTHORIZEDOVERTIM | NUMERIC |5 |0

[Source Feld__[DataType _llength |Deciml[Destination Field [Data Type __lLength [Decimal [Clear |

AUTHORIZEDOVERTIM | VARCHAR |2 |O
AUTHOTL |NUMERIC |5 |0
AUTHOTZ |NUMERIC |6 |0

Schedule AUTHOT3 | NUMERIC |6

« Select the Destination field from the selected destination table.

» Click on the Add button. The mapped fields will be visible in the bottom grid as shown.

Table-Field Mapping

Destination Table

) seearae |

Source Field  |LATEIN_HHMM | VARCHAR |9 |0 M

Destination Field EventType |varchar |16 |0 M

[Source iekd__Data Type __ength [Decimal Destnation Fild [Data Type _|Length [Decimal Clear |

OVERSTAY HHI VARCHAR 8 0O UserrD S 6 0
AUTHORIZEDO' VARCHAR 9 0 EventlD b 0
LATENHHMM VARCHAR @ 0  Fventype  varchar 16 0O

%

Map the UserlD, PMonth and Pyearsource fields to appropriate fields in the destination table inthe case of

the Monthly Attendance Summatry.

Map the UserID and ProcessDate D source fields to appropriate fields in the destination table in the case

of the Daily Attendance Detail.

In the case of Attendance Events and Access Control Events the user needs to map the UserlD and the
EventDateTime D source fields to fields in the destination table.

The Schedule section enables the admin user to schedule the data export process. The schedule option varies
based on the selected Source Data Template. The Daily Attendance detail will have the following options as
shown.
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Active
Enable Filte
ichedule  Monthly
1 . vy of the Manth
Run time (HHMM
Retry Count |1
Retry Interva 1
Attendance Period 11 = Dayof Current Month

1 = Dayof Current Month

Enable Alerts For  [¥] Success [ Failure

Check the Active box to enable the schedule.

The Enable Filter option is provided to enable the administrator to filter the users whose data is to be
exported. Check this box and click on the Filter button. The Multiple selection window appears. Select the
users whose data is to be exported.

Specify the day of the month on which the export process is to be run.

Specify the Run time in HH:MM format when the export process is to be run.

Set the Retry Count from the drop down list.

Set the Retry Interval in hours from the drop down list. This parameter specifies the time period between
successive retries.

Specify the Attendance Period by specifying the starting and the ending day of the attendance period for
which the data is to be exported.

Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.
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Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

Select any one option for data transfer i.e, Daily or Monthly in the field Schedule.On selection of Monthly option,
user can set data transfer process to run only once in a month.

User can configure to transfer data for either previous day’s attendance data or current day’s attendance data with
respect to schedule run day.

The Monthly Attendance Summary will have the following unique options:

» Select the Attendance Period for which the monthly Attendance summary data is to be exported.The
Admin user can select either the previous month or current month option.

Enable Filte
Even 1 = | Day of the Manth
Run time (HH:M)
Re 1
Retry Interva 1 = | Howr
Attendance Pernad  Current Month
Enable Alerts For [B Success [ Failure

On selecting the Attendance Events or the Access Control Events the following schedule options will be
available.

Actve
Enable Filter
Include Previously Failed

Retry For Failed Records 1

@ Interval Based Once a Day
Update Interva | Seconds "
Run Terme (HH:MM)
tar ate .|' lf
Retry Cod
Retry [nterva
Enable Alerts For m Success [T Failure
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* Check the Active box to enable the schedule.

+ Set the filter parameters as required.

» For Interval based schedule; Specify the Update Interval in seconds,minutes or hours to define the
frequency at which the application will update the destination database.

Specify the Start Date from which the export process is to be initiated.

+ For Once a Day schedule, Specify the Run Time at which export will be intiated. You can mention Retry
count and Retry Interval for which the retry for export will be done in case of failure.

After defining the above parameters, the admin user has to click on the Start Service button.

i\ COSECIntegrate User: SA

BTN cosec integrate

Server Configuration Export

Database Progress OpenEdge i

ErrbE Source Data Template | Template_ATDEvents v

Import Data Table-Field Mapping

Destination Table

Start Service
Source Field
Destination Field
| e Bt |
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Import from MS SQL/Oracle/Postgre

The application allows the user to import user data from an external SQL, Oracle or Postgre database.

Click on the Server Configuration button to start the configuring process. The following page appears.

Select the Import from MS SQL Server option in the Integration Mode field. Click on the Edit button.

COSEC Integrate User 5A

BTN CcoseC integrat

Server Configuration

Export Data

Import Data

g
A
|
]

COSEC Web Server

Integration Mode

Export to MS 5QL Server

Export to GRP

Web URL E
User Name E
Password E

Export to DBE2

Export to PeopleWorks
Export FP Template to File
Custom Export-FP Template
Export to Progress OpenEdge
Import From M5 SQL Server
Import From Oracle Server
Import From Postgre

Import From Active Directory

Import From Customized SAP

m

Destination Database

Database Type [

Server

Database Name

User Name

Password

[
[
[
[

Test Connection

N T T

In the COSEC Web Server section:

+ Specify the web URL of the API service of the COSEC WEB application as shown.

» Enter the User Name and Password of the SA user as set in the COSEC WEB application.
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COSEC Integrate User: SA — b

I MATRIX

Server Configuration
Integration Mode

Export Data

COSEC Web Server Source Database

Import Data Web URL [ httpe/flacalhost/COSEC/apisveiv2 ] Database Type [
User Name [ sa l Server [ATHlRANﬂlR\SQLEXPRESS
Password

User Mame [ ]

]
]
ceeee | Database Name | AthiraCosec12 |
]
|

Password [ ssensses

Start Service

Test Comnection Test Connection

In the Source Database Server section:

Select the Database Type as SQL SERVER.
» Server: Enter the database server name in the following format:

Database server name\lnstance Name e.g. dbserver\sglexpress.

Database Name: Specify the database name of the source SQL database as per the site settings.
+ User Name: Specify the database administrator ID in this field.
+ Password: Enter the password of the Database administrator as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as the MS SQL or
Oracle Server database.

Click on Save once done.
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In the event of selecting the Import from Oracle Server option in the Integration Mode field, specify the source
Oracle server address as well as the user name and the password (case-sensitive for Oracle server) in the

respective fields as shown.

Server Configuration

Export Data

Import Data

g
*
|
R

Integration Mode

COSEC Web Server

Cracle

Web URL [ httpi//localnost/COSEC/apisveivZ |

User Mame [ sa l

Password [""‘ ]

Test Connection

Server [ 19216810238 |
User Name [cosec‘i l

Password [.l... l

Test Connection

In the event of selecting the Import from Postgre SQL option in the Integration Mode field, specify the source

Postgre SQL server address, Port number as well as the user name and the password (case-sensitive for Postgre
SQL server) in the respective fields as shown.

COSEC Integrate User: SA

Server Configuration

Integration Mode

Export Data

COSEC Web Server

Postgre SQL

Import Data

g
2
|
"

Web URL [ hitp:/flocalhost/COSEC apilsve/ve l

User Name [53 ]

Pazzword ["0" l

Test Comnection

Server [ Postgre SQL

Port | 5060

Database Name [ dbserveripostgresal

User Name [ admin

Password  eesesssesss

Test Connection
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Import Data Configuration

After completing the server configuration, click on Import Data button. The page appears as shown below.

COSEC Integrate User 5A

@ ..T Il COSEC Integrate

Server Configuration

Export Data

Import Data

g
-
{
B

Import

Source g 5L Server

Data User Details

N T

Source: If import from SQL server is to be done then the source will be MS SQL Server. If import from Oracle is to
done then the source will be Oracle.

Data: You can select the option as User Details to import the details of user, User-Wise Shift Assignment to import
the shifts assigned to user on specific dates, Leave Transactions to import leave transactions and Leave Balance
to import the available leave balance.

SOUFCE s 50l Server

Data Uzer Details

User Details
User-Wise Shift Assignment
Leave Transactions

Leave Balance
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Now click on the Edit button. The Admin user can start mapping of the fields from the external source database
table to that of the destination COSEC database table as shown.

+ Select the Source Table whose fields are to be mapped.

Source Table Mx_AbsenteePolicyMst -

Source Field Mx_AbsenteePolicyMst
Mx_AccessClusterDtl
Mx_AccessClusterMst
Mx_AccessGroupDet

m Mx_AccessGroupMst m

Mx_AccessPolicyMst

E=tination Field

Mx_AccessRouteDet
Mx_AccessRouteMst
Mx_AccessZonelst
Mx_ACSEventTrn
Mx_ACSEventTrnbak
Mx_ActivityFilter

+ Select the Source field from the COSEC database.Source field is dependent on the Source selected from
the Source Table.

E.g: If Mx_LeaveBal is selected as source from the Source table then the Source field will show all the fields

related to leave balance as shown below.

Source Table 'Mx_LeaveBaI -
Source Field 'AULLeave | numeric | 6 |1 -
Destination Field AVLLeave | numeric | 6 | 1
CFBal | numeric | 7 | 2
CLBal | numeric | 7 | 2
m CRLeave | numeric | 7 |2
DBLeave | numeric | 7 | 2
ENCLeave | numeric | 7 | 2
LeavelD | nvarchar | 2 | O
OPBal | numeric | 7 | 2
PMonth | numeric | 2 | O
PYear | numeric | 4 | O
TotOverflow | numeric | 7 | 2
UsedOverflow | numeric | 7 | 2

+ Select the Destination field from the drop down options to map with the source field. Destination field will
always be fixed. It is dependent neither on Source table nor on Source field.

Matrix COSEC INTEGRATE User Guide 81



Destination Field

:AECRUAL—POLIEY | NUMERIC |2 | O -
ACCRUAL-POLICY |NUMERIC |2 |0

| C-OFFHRS | NUMERIC |4 | O

! CREDIT-MODE | NUMERIC |1 | O
DATE | DATETIME| 8 | O
DAYS | NUMERIC | 6 | 2
ENCASHMENT-MOD | NUMERIC |1 | 0O
ENCASHMENT-TYPE | NUMERIC |1 | O
ENTRY-TYPE | NVARCHA |1 | 0O
LASTUPDATEDTIME | DATETIME| 8 |0
LEAVE-CODE | NVARCHA |2 | O
MONTH | NUMERIC [2 | ©
PERIOD | NVARCHA |1 | O
PRO-RATA | NUMERIC |1 | O
REMARK | NVARCHA [ 30 | 0O
USERID | NVARCHA | 15 | O
YEAR | NUMERIC |4 | O

« Click on the Add button. The mapped fields will be visible in the bottom grid as shown.

COSEC Integrate User: SA

Server Configuration

Export Data

Import Data

Start Service

Import

Source

Data

Source Table

Source Field 'CfBaI

| numeric

| 7

Destination Field  [ppo_RATA | NUMERIC | 1
[ _raa |
[MS SQL Field _[Data Type _|Longt|Decima Destination Feld |Data Type _|Lengti|DecimalClear |
CFBal numeric T 2 DAYS
CFBal numeric T 2 ENCASHMEMNT-
CFBal numeric T 2 MONTH
CFBal numeric T 2 PRO-RATA

I2 -

Io -

NUMERIC 6 2
NUMERIC 1 0
NUMERIC 2 0
NUMERIC 1 0

T T I
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The mapping between the following data types is allowed. Only a warning message is shown in case of

% mismatch in data types.

Source data type Destination data type

Text(char, Number (numeric, int, bigint, smallint, float, number, double,int32... )
varchar,varchar2...)

Text Datetime formats(depending on the date format configured for DB
server. If format matches, the record will be accepted)

Number Text

Date Time Text

The mapping from Number and Date time to Date time and Number respectively is restricted.

% Source field’s data type must always match with the Destination field’s data type. In case of mismatch, a
warning is generated as shown below and mapping will not be done.

Source field does not match with Destination field
Import

Source

Data

Source Table
Source Field | crgal | numeric |7 |2 1

Destination Field  |paTE | DATETIMI | 8 |0 '

[MS SQL Ficld _[Data Type _|Lengtt|Decima|Destination Ficld [Data Type _[Lengtt{Decima|Clear |
CFBal inene: T 2 DAYS NUMERIC 6 2 [ Glear |
CFBal pimene 7 2 ENCASHMENT- NUMERIC 1  © [ Clear |
CFBal inenc: T 2 MONTH NUMERIC 2  © E
CFBal numeric 7 2 PRO-RATA NUMERIC 1 0 =
CFBal numedc 7 2 YEAR NUMERIC 4 0 [ ciear |

% In case of mismatch of lengths of data types of source field and destination field, a warning is generated
but if you click on Yes, mapping will be done.

Source Table

Source Field | agpLCID | numeric | 2 |o

Destination Field  |A| OW-OFFLINE-PU| NUMERIC [1 | 0 -

Field Mapping

MS5 5QL Field

@Y% Length of Field is not Matching.
ABPLCID '@' Do you still want to Continue 7
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In the case of selecting data as User details, the user needs to map the UserlD, Name and
% BLNUPDATEFIELD/LASTUPDATEDTIME destination fields to fields in the source table.

In the case of selecting Data as User-Wise Shift Assignment, the user needs to map UserlD, Shift-ID,
StartDate and EndDate destination fields to fields in the source table.

In the case of selecting Data as Leave Transaction, the user needs to map UserID, StartDate, Leave-
Code and LASTUPDATEDTIME destination fields to fields in the source table.

In the case of selecting Data as Leave Balance, the user needs to map UserID, Entry-Type, Days,
Accrual-Policy, Leave-Code, Date, C-Offhrs and LASTUPDATEDTIME source fields to fields in the
destination table.

The Schedule section enables the Admin user to schedule the data import process. After saving the data you can
manually transfer the data.

Import

Source

Data

Active -.f
Schedule rl‘qllon!hly -

Every I'l - Day Of the Month

Run Time (HH:MM) ' 09:00

Start Date | 01/02/2018

Update Records 'Durztinn-Based

Duraticn Pricr Current Date | 7 (Days)

Duration Post Current Date | 7 (Days)

Enable Alerts For m Success [T] Failure

Check the Active box to enable the schedule.
Select the Schedule for data transfer as Daily or Monthly.

* On selection of Monthly option, user can select the day for data transfer process to run once in a month.
By default, Monthly option would be selected.

» On selection of Daily option, you can run the schedule “once in a day” or “Interval based”. Enter the value
in minutes or hours for interval based schedule.

84 Matrix COSEC INTEGRATE User Guide



Import

Source
Data
Active [¥]
Schedule Dafly -

®) Once In a Day ) Interval Based

Run Time (HH:MM) ' 09:00

Start Date | p1/02/2018 |
Update Records rnumtinn-Bmd -]
Duration Prior Current Date | 7 (Days)

Duration Post Current Date | 7 (Days)

Enable Alerts For m Success [ Failure

» Specify the Run time in HH:MM format when the import process is to be run.
« Enter the Start date from which import process is to be started.

* Update Records: You can select the option as Duration- Based or Differential based on which records is
to be updated.

Duration-Based
* Duration Prior Current Date (Days): Enter the no. of days to be considered for import before current
date. Suppose Current date or the process date is 20th, and duration prior is set as 5 so the import will
run from 15th.

* Duration Post Current Date (Days): Enter the no. of days to be considered for import after current
date. Suppose Current date or the process date is 20th, and duration post is set as 8 so the import will
run upto 28th.

Differential
If Update Records is switched from Duration-Based to Differential, a pop-up (with close icon and OK button) will be

displayed with the message: All Records will be imported for First Time. Thereafter, only updated ones will be
imported.

¢ Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.
Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.
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Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have

Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to

File.

Import Leave Transactions

When leave data is in Human Resource software and T&A calculations are done by COSEC,; then it is must to
import leave data from Human Resource software to COSEC to perform calculations of T&A management.

The leave transactions can be imported from MS SQL database, Oracle database or Excel file via Integrate.

Select the Data as Leave Transactions.

i COSEC Integrate User: SA

MATRIX

Server Configuration

Export Data

Import Data

Start Service

COSEC Integrate

Import

Source

Data

M3 SOL Server

Leave Transactions

User Details
User-Wise Shift Assignment

Leave Transactions
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Then map the source and destination fields

COSEC Integrate User: SA _ ]

EC Integrate

Saved Successfully
Server Configuration Import
Source

E rt Data
i & Data

e e _

SR s Source Table

Source Field | appLDate | datetime | 8 lo -

Destination Field  [acTTON | NUMERIC | 1 lo -

[145 50 Ficld_[pata Type JrongrDecima Destinotion e Dot Type ongtlpecimalciesr__|

FormNo numeric 10 © TID NUMERIC 10 ©
FromDate datetime 8 0 START-DATE ~ DATETIME 8 0
LeavelD mwarchar 2 0 LEAVE.CODE  NVARCHAF 2 0
SNCNDate dateime 8 O LASTUPDATEDT DATETIME 8 0
SNCNFlg oumeric 1 0 ACTION NUMERIC 1 0
UserlD mwarchar 15 0 USERID NVARCHAF 15 0

. =

The fields USERID,START-DATE, LEAVE-CODE and LASTUPDATEDTIMESTAMP are mandatory for mapping.
If TID is mapped; then ACTION is required to be mapped for importing based on TID.

After mapping, click on Save button.

COSEC Integrate User: SA —

Server Configuration Import

Source

E rt Data
it = Data

Import Data

Start Service

Active [V

Schedule 'Daily -]

Run Time (HHE:MM) | 09-00

Start Date | 2770872018

Enable Alerts For III Success [7] Failure

N — I
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The import can be scheduled or manual transfer can be done.

=1 Manual Transfer from MS SOL Serve - *

O A @) Recently Added/Updated () Custom

Imparting MS SQL Server Data
I ——

R

=l Manual Transfer from MS 50L Serve — x
O Al ) Recently Added/Updated @ Custom

M3 SQL Server Field [ jeerin | 1583

Impaorting M5 SQL Server Data

% Client database should have a field containing primary key.
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Import Leave Balance

Import Leave Balance allows user to perform Leave Encashment as the ‘Credit/Debit’, ‘C-OFF Encashment’ and
‘Overflow Management’ of the leave records. It can be done through the Import as shown below.

The Import can be done through the sources; MS SQL/Oracle, Excel, Progress Open Edge, Postgre,
Customized SAP and My SQL. Select the respective source, the Data as Leave balance and configure the rest
parameters the same way as described in Import Leave Transaction.

Map the source and destination fields from Fields Mapping.

COSEC Integrate User : S4

Import
Source | M5 SOL Server w]
Data  [Leave Balance ]
Fields Mapping v
Source Table  [Mby_LeavetBbATra ¥ ]

Source Fleld  [UserlD | nvarchar 15 |0 ]

Destination Field  [UserlD | nvarchar | 15 10 hd|

(schedule v]

Map the source and destination fields from Fields Mapping.

The fields USERID,START-DATE, LEAVE-CODE and LASTUPDATEDTIMESTAMP are mandatory for mapping.
If TID is mapped; then ACTION is required to be mapped for importing based on TID.
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After mapping, click on Save button.

COSEC Integrate User ; 54 [F———]
' MIATDIV
.E:'“ i ] i LF COSEC Integrate
hdd) | A
Server Configuration Import
Source [ MS SOL Server w |
m Data Leave Balance w |
(i 3
Start Service Schedule rs
[ sbon | pcie [
s
Run Time (HHMM) ()
Enable Aleris  f]
CTRL + Click to select f
[ Edit g sove J Manual m—'

The import can be scheduled or manual transfer can be done.

= Manual Transfer fro S SOL Server — *
O A @) Recently Added/Updated () Custom
Importing MS SQL Server Data
T —
B Manual T rom MS SOL Serve — X
O Al ) Recently Added/Updated @ Custom
MS SQL Server Field | jserin [ 1583
Importing M5 SQL Server Data
k=l Manual Transfer from MS SOL Server —
| roces o |

% The Import with the other sources are explained in further examples.
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Import from Active Directory

The COSEC INTEGRATE application provides the functionality to import user data from the Active Directory
service of Windows.

The application allows the administrator to map the data fields of the COSEC application database to the data fields
of the active directory.

Now user can click on the Server Configuration button to start the configuring process. The following page
appears. Select the Import from Active Directory option in the Integration Mode field.

“AT Ix X Integrate

Integration Mode

COSEC Web Server Active Directory
Web URL [ httpi//localhost/COSEC/apisven2 | Server [ 19216810327 |
trteme [ ) pe 35 )

Password """ J Domain |DC:matrlx,D[:cosectestZl]lﬁ |
B T ]
| e Password [esesenee |
I e

In the COSEC Web Server section:

» Specify the web url of the api service of the COSEC WEB application as shown.
+ Enter the User Name and Password of the sa user as set in the COSEC WEB application.

In the Active Directory section:

» Specify the IP address or the network name of the Domain Controller.

* Port: Enter the port no. if configured.

+ Domain Name: Specify the domain name as shown. For e.g. if the domain name is matrix.com the domain
name is specified as: dc=matrix,dc=com.

+ User Name: Specify the username having administrator rights in this field. e.g. matrix\administrator.

+ Password: Enter the password of the administrator as per the site settings.

+ Enable SSL.: To establish secured connection and protecting Data, click on check-box given next to
Enable SSL. It is compulsory to enable this check-box.

The Test Connection button is provided to test the connections with the web server as well as the Active Directory
service.

Click on Save once done.
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Active Directory Import Configuration

This option enables the Admin user to map the fields from the Active Directory service to the appropriate fields in
the COSEC database. The application will list all the fields in the COSEC database which are relevant to the User
Configuration. The administrator needs to select the relevant fields in the Active Directory and then map the same
to the relevant fields of the COSEC database.

Click on the Import Data button. The following page appears.

Import

Source

Data

Source Field 'uidNumbEf

Destination Field :NAME | VARCHAR | 45 | 0 .: @
En

hciv Divcion [Deta TpeJomgDeina Dsinaton i Dot ype it Dl |
attributeDisplay DsG NUMERC 6 0
fRSPrimaryMen FULL-NAME  NVARCHAF 200 0
objectSid DEVICE-GROUP NUMERIC 5 D
telephoneNumi OFFICIAL-CELL  VARCHAR 32 0
uid D VARCHAR 15 0
uidNumber NAME VARCHAR 45 0

Edit Save Manual Transfer Cancel

* Select Active Directory from the Source drop down list.

+ Click on Edit.
* In the Fields Mapping section, select the Source Field and Destination Field from the respective drop
down lists.

Click on the Add button. The mapped fields will be visible in the bottom grid as shown. The schedule section
enables the administrator to set the frequency at which the COSEC service will check the active directory for
updates.

Active |V

Update Interval | § .Minutes .

Enable Alerts For m Success [T Failure

Filter Records  Custom M

Apply Filter As per  department - deptll

* Check the Active box to enable the schedule.
» Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application
will update the destination COSEC database.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.
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Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

Filter Records: You can filter the records that are to be imported at scheduled runtime by selecting All or

Custom option.

« If Custom option is selected then select the option for “Apply Filter As Per” and enter the respective
value in the text box.

Click on Save once done.

Manual Transfer

The manual transfer option provides the admin user the flexibility to import user data from the active directory
database as and when required. In order to access this functionality click on the Stop service button to stop the
COSEC INTEGRATE service.

Click on the Active Directory button followed by the Manual Transfer button. The following window appears.

Manual Transfer from Active Directory - X

O AN Recently Added/Updated ®) Custom

Active Directory Field | ;iq - | 1257

= =

Select from one of the following options.

All - Imports all users from the active directory database.

Recently Added/Updated - Imports only those users whose records have been updated after the last
import.

Custom - Imports users as per the defined filter.
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Click on the Process button. The application will import data of the users as per the specified filter and displays the
status of the import process as shown.

COSEC Integrate x|

L3
\]‘) Manual: Tokal Records: 17, Succeed: 1

Click on OK to close the window.
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Importing Data from a Customized SAP

The application allows the user to import user data from a customized external SQL or Oracle database table. The

following figure depicts a sample of the source table structure.

| Calurnn Mame | Data Type | allow Mulls |

ﬂ EMPMNC | warchar(5) =

EMAME warchar(0)
Do datetime
Dol datetime
 DoR datetime
 BGROUP varchar(g)
. GENDER warchar(1)
- ADDLOC warchar(B0)
. ADDPER varchar{so)
Iy warchar 40}
- PINCCODE warchar(10)
 STaTE varchar{2a)
 COUMTRY warchar(3)
- DIDMC warchar(30)
. MOENO warchar{30)
 EXTHO warchar 30
- MAILID warchar{100)
N DEPT warchar(4)
 COMPCODE warchar(4)
- BRMLOC warchar(4)
 DEsIG warchar{&0)
. GRADE warchar(2)
- CATEGCORY warchar(1)
P FAAG numerici1, o)
I insert_dt datetime
- process_dt datetime
: Maodule char(1)

The user can map the required fields as explained earlier. In this case too, the following destination fields need to

be compulsorily mapped with appropriate fields of the source table as shown.
e id
* name
* BLNUPDATEFIELD

The import data options have the following Schedule options.

Import

Source

Data

Active [
Update Interval rgemnds v
Enable Alerts For [ Success [7] Failure

« Check the Active box to enable the schedule.
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+ Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application
will import the data from the source table.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to

File.

Click on Save once done.
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Import Events

The COSEC INTEGRATE application provides the functionality to import event data from 3rd party database i.e.
MS SQL and Oracle as well as from Excel.

Now user can click on the Server Configuration button to start the configuring process. The following page
appears. Select the Import Events option in the Integration Mode field.

COSEC Integrate User SA —

"lTlIl COSEC Integrate

Database Connection Tested Successfully

Integration Mode

COSEC Web Server Source Details
Web URL [ http://localhost/COSEC/apisve/ivd ] Import From | Sql Server
|| v [ | Server [ 192.168104 12\sqlegress |

Password [ R ] Database Name l COSEC_V13R2 ]
L = - |
“ Password | sesssess ]
T

In the COSEC Web Server section:

+ Specify the web URL of the api service of the COSEC WEB application as shown.

» Enter the User Name and Password of the SA user as set in the COSEC WEB application.
In the Source Details section:

+ Select the Import From option as SQL SERVER, ORACLE SERVER or EXCEL.

» Server: Enter the database server name in the following format - Database server name\lnstance Name
e.g. dbserver\sglexpress.

+ Database Name: Specify the database name of the source database as per the site settings.
* User Name: Specify the database administrator ID in this field.
+ Password: Enter the password of the Database administrator as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as the MS SQL or
Oracle Server database.

Click on Save once done.
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Now click on Import Data button.The following page appears.This option enables the Admin user to select the
external source database from where the data is to be imported in the destination COSEC table.

Import
Source

- Fields Mapping
Seurce Table Mx_AbsenteePolicyMst -
Source Field ABPLCID | numenic | 2 | O -
Destination Field USERID | VARCHAR | 10 | 0 -

| Ada |

Events Sql Field _[Data Type __Length Decimal|Destination Field_[Data Type __|Length|Decimal Clear __|

| Schedule

Active ]
Update Interval [ ] Seconds v
Edit Save | Manual Transfer Cancel

Select the source table from the drop down list. The system will get the details of the fields from the source table
and display the same in the Source Field parameter.

=] COSEC Integrate User: SA _

@ [TR[IF] COSEC Integrate

Source | Ms 5QL Server -
P2 | s SQL Server
‘ Import Events SOL Server
Import Events Oracle Server
Import Events From Excel
Excel

Now the Admin user can start the mapping of the fields from the source database to that of the destination
database as shown. Select the appropriate source and the destination fields and click on the Add button.

The mapped fields will be visible in the bottom grid as shown. The following destination fields need to be
compulsorily mapped with appropriate fields of the source table as shown.

« userid
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* event-datetime
« BLNUPDATEFIELD

Click on Save button to commit the changes.

The Schedule section enables the administrator to set the frequency at which the COSEC service will check the
active directory for updates.

Active [O]
Update Interval ' 'Seconds .|
Enable Alerts For [ Success [T Failure

» Check the Active box to enable the schedule.

+ Specify the Update Interval in seconds, Minutes or Hours to define the frequency at which the application
will update the destination COSEC database.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server
along with the reason for failed data transfer.

It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

Click on Save once done.
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Import Events from Excel

COSEC Integrate User: SA

i MATRIX!

COSEC Integrate

Server Configuration

Export Data

Import Data

£
A
{
)

Integration Mode

COSEC Web Server Connection Tested Successfully

COSEC Web Server

Source Details

Web URL l http://localhost/COSEC/apisvc/v2 ]

User Name l 53

]

Password l el

]

Test Connection

Import From 'Excel

» Select the Import From option as Excel.
» Click Test connection button to test the connection with COSEC web server.
* Then click Save button.

Import Data

In Import Data page, select the Source as Import Events from Excel.

You can click on

Import

Source

Add Templates

Data

Made 'Add Templates

Import Events From Excel

Select FP Template

A, to import the sample Import Events file. Then save the sample file at desired location.

Click on Browse button and select the excel file for importing events. You can import excel file of max 15 MB.
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For importing excel file, you must have drivers to import.

COSEC Integrate

I.-"' "-.I The 'Microsoft ACE.OLEDB.12.0" provider is not registered on the local
S machine.

You must install Access Database Engine compatible to your computer as shown below.

Local Disk (C:) » Softwares

-

Name Date modified Type Size
CCleaner 23-Aug-17 243PM  File folder
DotMet Framework 4.5.2 23-Aug-17 243 PM  File folder
Notepad++ 23-Aun-17 2 A1 DA File falder
SOL Server 2014 - 64bit 234 ﬁ Microsoft Office Access database engine 2007 (English) Setup X
S0L2008R2 23 E!n Microsoft Office Access database engine 2007 (English) Setup has
8 AccessDatabaseEngine_X64 23| {38) completed successfully.
ﬁ AccessDatabaseEngine_X86 26-

Now the Excel file is selected as shown below.

COSEC Integrate User: SA

@ .IT.Ix COSEC Integrate

Sarver Configuration Import
Source

Export Data
o Data

Import Data

Impart Events From Excel M

[«

—

£
L3
{
b

COSEC Integrate-lmpart Sheetxls

Then click on Import Data button. The import process is shown below.
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COSEC Integrate

Import Data

Import

SOUrCE  |Import Events From Excel

Data

Import Event From Excel

COSEC Integrate

===

Iﬂl Process Completed Manual: Total Records: 10, Succeed : 2
b’

You can view the imported records in User events as shown below.

User Events

€

Attendance Events {2}

Access Control Events (0)

Visitor Events (0)

Date " 01/01/2018 un] 26/02/2018
Filter By All
Group/User

UserID & User Name Date-Time Device Name Vo Access
ut userl 04,/01/2018 19:00 Entry Allowed
iu? user? 04,/01/2018 19:00 Entry Allowed

iiiEIB

Source
Others
Others

View

Source Details Location Details Q Image

Manual Transfer

The manual transfer option provides the Admin user the flexibility to import events from the source database as and

when required. In order to access this functionality click on the Stop service button to stop the COSEC

INTEGRATE service.

Click on the Import Data button followed by the Manual Transfer button. The following window appears.

[
Manual Transfer from SQL Server IE'E‘Q

-

DAl

Events SQL Field

© Recently Added/Updated

.
@ Custom

UserlD - [

- Process | | Cancel |
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Select from one of the following options.
« All - Imports all events from the source database.
* Recently Added/Updated - Imports only those events whose records have been updated after the last
import.
+ Custom - Imports events as per the defined filter.

Click on the Process button. The application will import data of the users as per the specified filter and displays the
status of the import process as shown.

coscimepoe | O =

I :I Process Completed Manual: Total Records:114, Succeed:57

Click on OK to close the window.
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Import from My SQL

Select the Import from My SQL Server option in the Integration Mode field. Click on the Edit button.

Integration Mode

COSEC Web Server MySQL
Web URL | http://localhost/COSEC/apl.sve Server | 127.0.0.1 ]
User Name | sa l Part | 3306 ]
Password | seene l Database Name | naw_schema ]
Uszer Name | root ]
Test Connection [
Password | SEEBREREES ]

Test Connection

In the

In the

COSEC Web Server section:
Specify the web URL of the api service of the COSEC WEB application as shown.
Enter the User Name and Password of the SA user as set in the COSEC WEB application.

Source Database Server section:
The Database Type will be SQL SERVER.
Server: Enter the database server name in the following format - Database server name\lnstance Name
e.g. dbserver\sglexpress.
Database Name: Specify the database name of the source SQL database as per the site settings.
User Name: Specify the database administrator ID in this field.
Password: Enter the password of the Database administrator as per the site settings.

The Test Connection button is provided to test the connections with the web server as well as MS SQL.
Click on Save once done.
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Import Data Configuration

This option enables the Admin user to map the fields from the external source database table to fields in the

destination COSEC User table. Click on the Import Data button. The following page appears.

Import
Source

Fields Mapping
Source Table
Source Field id | varChar |10 | O A
Destination Field id | VARCHAR |10 | O -

| ada |

MySOL Field __|Data Type __|Length|Decimal [Destination Field |Data Type __[Length|DecimallCiear g
pin VarChar ] ] pin VARCHAR & 0 | Clear
policy String 4 ] policy CHAR 4 ] | Clear
qualificaticn VarChar 50 0 qualificaticn VARCHAR 50 0 | Clear
reasonforleaving  VarChar 15 0 reason-for-leavir  VARCHAR 15 0 | Clear
weight Int32 5 ] weight NUMERIC 5 1 | Clear
b I ¥

Select the source table from the pull down list. The system will get the details of the fields from the source table and

display the same in the Source Field parameter.

Now the Admin user can start the mapping of the fields from the source database to that of the destination
database as shown. Select the appropriate source and the destination fields and click on the Add button.

Fields Mapping

Source Table

Source Field |c| .l ‘u"a_r_Clha_r |_ 1CI | 0 r

Diestination Field id | VARCHAR. |10 |0 -

[ ada |

[MySQL Field _[Data Type [LengthDecimal[Destination Feld [Data Type [Length|Decimal Ciear &
pin VarChar 6 0 pin VARCHAR 6 0 | Clear
policy String 4 0 policy CHAR 4 0 | Clear
qualification VarChar 50 0 qualification VARCHAR 50 0 | Clear
reasonforleaving VarChar 15 0 reason-for-leavir VARCHAR 15 0 | Clear
weight Int32 5 0 weight NUMERIC 5 1 | Clear

The mapped fields will be visible in the bottom grid as shown. The following destination fields Feed to be

compulsorily mapped with appropriate fields of the source table as shown.
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+ id
* name
+ BLNUPDATEFIELD

This is common to all the import options except the Active directory option.
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Import from Progress OpenEdge

Select the Import from Progress OpenEdge option in the Integration Mode field. Click on the Edit button.

© COSECIntegrate UserSA L [E=RE

_ Integration Mode
COSEC Web Server Progress OpenEdge
m Web URL ‘ http://localhest/COSEC/apisve/vd l Server [I:\cal}mst ]
User Mame [53 ] Driver Name { Progress OpenEdge 116 [} @
m Password ‘ heciriatd ] Port [SGUE ]
Database Name [cusecDB ]
-

In the COSEC Web Server section:

» Specify the web URL of the api service of the COSEC WEB application as shown.

» Enter the User Name and Password of the SA user as set in the COSEC WEB application.
In the Progress OpenEdge section:

» Server: Enter the server name with which the Progress OpenEdge database is started.

» Driver Name: Select the Progress OpenEdge driver from the picklist. It is the software driver which will
appear in picklist, once the database is installed.

- Driver Selection I=NEEl X

bl Progress OpenEdge 116 Driver

* Port: Enter the port number at which the Progress OpenEdge database is running. It is the port number
(eg: 5003) entered in command prompt while starting the database as shown below.
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* Database Name: Enter the database name with which Progress OpenEdge database is started. It is case
sensitive. Thus if Database is started with name cosecDB as shown below then enter the name as

“cosecDB”.

proenv>proserve —db G:sOpenEdge“WRK“cosecDB —-H patricpillai -5 5003

OpenEdge Heleasze 11.6 as of Fri Oct 16 19:01:51 EDT 2015%

11:31:07 BROKER
11:31:0? BROKER

BROKER
BROKER

BROKER

BROKER

: BROKER
chbd4d>

This broker will terminate when session ends. {5405

The startup of this databhase regquires 17Mbh of shared memory.
Haximum segment size is 128HMhb.
@: Multi—uszer szession begin. <3332

M: Before Image Log Initialization at bhlock 0O

0: Login by admin on CON:. (452>
@: Thiz zerver iz licensed for local logins only. (4393>
M: Started for 5003 wsing TGP IPU4 address 127.0.0.1, pid 10172

offset 6031. <15

+ User Name: Specify the user name as entered while creating the database.

+ Password: Specify the password as entered while creating the database. Eg: User name is cosec and
Password is cosec.

The Test Connection button is provided to test the connections with the web server as well as the Progress

OpenEdge database.

- COSECIntegrate User: SA

= i

COSEC Integrate
i MATRIX 9

Progress OpenEdge Connection Tested Successfully
Server Configuration
Integration Made

COSEC Web Sevr e
| tmportpata | Web URL | hitpi//localhost/COSEC/apiaven | semver [ localhost |
@ User Name | =2 Driver Name ‘ Progress OpenEdge 11.6 [| D

Password | 4evew ] Part | 5003 |
T Database Name | cosecDE |

Click on Save button to save the server configuration.
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Import Data Configuration

This option enables the Admin user to map the fields from the external source database table to fields in the
destination COSEC User table. Click on the Import Data button. The following page appears.

e
Source Pragress OpenEdge -
E: rt Data - "
Felce Mapping
[
Source Field
Destination Field

Schedule

Active

Update Interval | |

Kl EN 520 23

Select the Source and click on the Edit button at the bottom of the page.

Select the Source Table from the drop down list. The system will get the details of the fields from the source table
and display the same in the Source Field parameter.

Fields Mapping
Source Table Employse v
Source Field Address | varchar |70 |0 -
Destination Field Address | varchar |70 |0 -
Address2 | varchar |70 |0 i
Birthdate | date |4 |0 )
city | varchar 150 |0 [DecimallCiear __|
DeptCode | varchar | & |0 =
EmpNum | integer | 4 |0 E
Firsthame | varchar |30 |0
HomePhone | varchar |40 |0
LastName | varchar |50 |0
Positicn | varchar |40 |0
PostalCode | varchar |20 |0
SickDaysLeft | integer | 4 |0 <

Select the appropriate destination field and click on the Add button. The mapped fields will be visible in the
bottom grid as shown.
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Fields Mapping

Source Table

Source Field Position | varchar |40 |0 ¥

Destination Fisld NAME | VARCHAR |45 |0 -

Progress OpenEde Data Type _Length|Decimal Destination Field_[Data Type _JLengthDecimal [Clear |

FirstName varchar 30 0 ESI-NC VARCHAR 30 0

Position varchar 40 0 MNAME VARCHAR 45 0 E

% The following destination fields need to be compulsorily mapped with appropriate fields of the source table

as shown.
e id
« name

* BLNUPDATEFIELD
This is common to all the import options except the Active directory option.

Schedule

Active []
Update Interval | rﬁecunds v
Enable Alerts For || Success ["] Failure

« Check the Active box to enable the schedule.

» Specify the Update Interval in seconds, minutes or hours to define the frequency at which the application
will update the destination database.

* Enable Alert For: When scheduled process gets completed then it will send an Alert to the configured
COSEC Server. The Alert can be sent for both Successful as well as Failed transfers.

Select the checkboxes as per your requirement:

Select Success checkbox to send an alert mentioning the details of successfully transferred records to the
configured COSEC Server.

Select Failure checkbox to send an alert mentioning the details of failure in transferring records to the
configured COSEC Server.

If you require Alerts for both the above events, select both the check boxes.

110 Matrix COSEC INTEGRATE User Guide



In case of partial data transfer i.e. if both the above checkboxes are selected then the connection status
will be considered as Failure and Reason for Failure will be displayed in the Alert.

Example: There are in total 100 records which are to be transferred.

Now, out of 100 records, only 60 records are transferred Successfully and the remaining 40 records have
Failed. Such data transfers are known as partial data transfers.

So here the connection status will be Failure and an alert will be sent to the configured COSEC Server

along with the reason for failed data transfer.

present i.e. for all the integration modes except for Custom Export-FP Template & Export FP Template to
File.

% It is to be supported for all integrate modes defined in COSEC Integrate where enable alerts provision is
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Import from Excel

The COSEC INTEGRATE application provides the functionality to import leave transaction data from Excel.

Now user can click on the Server Configuration button to start the configuring process. The following page
appears. Select the Import From Excel option in the Integration Mode field.

COSEC Integrate User SA _

@ .lTllx COSEC Integrate

Saved Successfully

-
Integration Mode | Import From Excel
Export Data
COSEC Web Server Source Details
Password [ ]
R

In the COSEC Web Server section:

» Specify the web URL of the api service of the COSEC WEB application as shown.

» Enter the User Name and Password of the SA user as set in the COSEC WEB application.

In the Source Details section:

+ Select the Import From option as Excel.

The Test Connection button is provided to test the connections with the web server.
Click on Save once done.
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Now click on Import Data button.The following page appears.This option enables the admin user to select the
external source database from where the data is to be imported in the destination COSEC table.

COSEC Integrate User: SA - X

% 'nT.Ix COSEC Integrate

SOUree S SOL Server -
| -
D3| Ms SOL Server

| Import Events SQL Server

Import Events Cracle Server
@ Import Events From Excel

Excel

o s [ et [ cone

Select the source as Excel. The Data field shows the Leave Transaction.

Import
Source  [Eyeel v |i|
Data
Import Leave Transactions
Import File Mo File Chosen
Import Data

You canclickon *, toimport the sample file for leave transaction. Then save the sample file at desired location.

The leave records can be entered in the sample file.

Then click on Browse button to browse the file from where leave transactions are to be imported. Only .xls and
XlIsx file of maximum size15 MB is allowed for import.
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COSEC Integrate User. SA

Server Configuration

Export Data

Import Data

Start Service

C Integrate

Import

Source Excel

Data

Import Leave Transactions

COSEC Integrate-Import Sheet.xls

Then click on Import Data. The leave transaction data will be imported from the selected Excel file to the
configured web server’s database.

For importing excel file, you must have drivers to import.

T

ey [Mport event From Exce

COSEC Integrate

" machine,

'@' The 'Microsoft ACE.OLEDB.12.0" provider is not registered on the local

You must install Access Database Engine compatible to your computer as shown below.

Local Disk (C:) » Softwares

-

Name Date modified Type Size
CCleaner 23-Aug-17 243PM  File folder
DotMet Framework 4.5.2 23-Aug-17 243 PM  File folder
Notepad++ 23-fun-17 344 DA File falder
SOL Server 2014 - 64bit 234 ﬁ Microsoft Office Access database engine 2007 (English) Setup X
S0L2008R2 23 E!n Microsoft Office Access database engine 2007 (English) Setup has
ﬂAccessDatabaseEngme_}(M 23§53 completed successfully.
ﬁ AccessDatabaseEngine_X86 26-

Then click on Import Data button. The import process is shown below.
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COSEC Integrate ks

Iol Process Completed Manual: Total Records:4, Succeed:0
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Integrate Alert

When the Integrate scheduled process gets completed, an API will be triggered to the configured COSEC server.

An Alert would be generated for the same and sent to those users as SMS or Email, for whom alert message is

configured in Alert Message Configuration as shown below.

Alert Message Configuration c *x
Admin
€ 4 x
Alert Filter System ~ D& Event
A Event Integrate Import/Export o 50 Identification Server Inactive
Header Message Dear User, 51 Award/Penalty Application
figtiation Footer Message From COSEC Software 52 Pending Applications For Approval
53 Schedule Unavailable - Users
fad e M el e 34 54 Schedule Unavailable - Graup Incharge
ety — 55 Schedule Modified
56 OTP - Visitor Verification
Assign Alert - 57 Integrate Import/Export
Select Users Randomly >
46- 53 of 53 records
User =
Location i o
Location
System Util - UserID & Name smis 41 Email 8
- 101 Khushbu o
License Information
Download Manager

% The Contact number and Email ID on which the alert is to be sent; must be specified in User Configuration.

An alert log with error/status message would be generated and displayed in Admin> Views/Logs > Alert View.

Admin
€
Sys
Configuration >
ilities
m Utilities b Filter
-
Event
Alert View
eduler Log
Infe c
nformation E-mail ID Message

gad Manager sheetal.raval@matrixrd.org Chirag has applied Tour..,

sheetal.raval@matrixrd.org Chirag has applied Tour..,

Date”

Alert

E-mail ID

Alert Log

01/03/2018 B8 ovo3z0s )

View

E-mail v

Date Time ™ Error/Status
01/03/2018 18:22:00

01/03/2018 18:18:51

utsav,jain@matrixrd.org
sheetal.raval@matrixrd.org
aditi.gupta@matrixrd.org

1-5 of 10 records

Template_ATDEvents - Export To MS SQL Server scheduled ...
Template_ATDEvents - Export To M5 SOL Server scheduled ...
Template_ATDEvents - Export To M5 SQL Server scheduled ...

01/03/2013 15:52:01
01/03/2018 15:52:01
01/03/2018 15:52:01

Consider a scenario, with configurations: Include Previously Failed is enabled and Retry for failed records =3,

then count will be shown in Alert Message Configuration as displayed in below table.
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Export

Database

Source Data Template

Active
Enable Filter
Include Previously Failed

Retry For Failed Records

el

Update Interval
Run Time (HH:MM)
Start Date

Retry Count

Retry Interval

Enable Alerts

E & E

-

Interval Based

[ Hours

01/02/2018

) Once a Day

Successfully
Process Currently Successfully Prgwously Transferred To be displayed in
Scheduled Failed (from Alert Message
number Transferred .
Records Records previously
Failed Records)
1st Scheduled 70 0 0 Scheduled|Success
process =100|70
2nd Scheduled 20 30 (1st 10 (1st Scheduled|Success
process scheduler) scheduler) =50|20
3rd Scheduled 90 20(1st 5(1st scheduler) | Scheduled|Success
Process scheduler) 15 (2nd =100|90
30(2nd scheduler) Previously
scheduler) Total=20 Failed|Success =
Total=50 50]20
4th scheduled 50 15(2nd 10(2nd Scheduled|Success
Process scheduler) scheduler) =50|50
10(3rd 5 (3rd scheduler) | Previously
scheduler) Total=15 Failed|Success =
Total=25 25|15

If the Integrate version and COSEC Server version are different then no alert would be sent to Server and
% assigned users even though Alert is configured.
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