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Documentation Disclaimer

Matrix Comsec reserves the right to make changes in the design or components of the product as engineering and
manufacturing may warrant. Specifications are subject to change without notice.
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facilities described in the documentation.

Information in this documentation may change from time to time. Matrix Comsec reserves the right to revise
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to this documentation and disclaims any implied warranties. While every precaution has been taken in the
preparation of this system manual, Matrix Comsec assumes no responsibility for errors or omissions. Neither is any
liability assumed for damages resulting from the use of the information contained herein.

Neither Matrix Comsec nor its affiliates shall be liable to the buyer of this product or third parties for damages,
losses, costs or expenses incurred by the buyer or third parties as a result of: accident, misuse or abuse of this
product or unauthorized modifications, repairs or alterations to this product or failure to strictly comply with Matrix
Comsec operating and maintenance instructions.

Warranty

For product registration and warranty related details visit us at:
http://www.matrixcomsec.com/product-registration-form.html

Copyright

All rights reserved. No part of this system manual may be copied or reproduced in any form or by any means
without the prior written consent of Matrix Comsec.
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CHAPTER 1 Introduction

Welcome

Thank you for choosing the Matrix COSEC Time Attendance and Access Control System! We are sure you will be
able to make optimum use of this feature rich, Integrated Access Control and Time and Attendance system. Please
read this document carefully to get acquainted with the product before installing and operating it.

Organization of this Document

This System Manual exclusively focuses on COSEC Centra.
It contains the following topics:

*  Know Your COSEC Admin Portal - describes the roles and functioning of Admin Portal for managing
companies (clients) in COSEC.

+ Software Installation - gives step-by-step instructions for installation and configuration of Admin portal.

+ Getting Started - provides information about configuration of Database server and COSEC Services.

How to Read this System Manual

This document is organized in a manner to help you get familiar with the COSEC system, learn how to install it,
connect it in various network topologies, connect the external devices, and power up the hardware systems. The
manual also covers the installation and configuration of the COSEC application and its dependent components.

This System Manual is presented in a manner that will help you find the information you need easily and quickly.

You may use the table of contents and the Index to navigate through this document to the relevant topic or
information you want to look up.

¢ Instructions

The instructions in this document are written in a step-by-step format, as follows. Each step, its outcome
and indication/notification, wherever applicable, have been described.

¢ Notices

The following symbols have been used for notices to draw your attention to important items.
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Important: to indicate something that requires your special attention or to remind you of
something you might need to do when you are using the system.

system or your property.

Warning: to indicate a hazard or an action that will cause damage to the system and or cause
bodily harm to the user.

? Caution: to indicate an action or condition that is likely to result in malfunction or damage to the

Tip: to indicate a helpful hint giving you an alternative way to operate the system or carry out a
% procedure, or use a feature more efficiently.

Getting Help

Our online help will provide you with immediate and context-related help. Click on the Help button, found in all the
system windows. A help file will open up which enables the user to navigate to the relevant topic of interest. To get
a more focused and context sensitive help click on the “?” symbol located on the upper right half of the web page.

Technical Support

If you cannot find the answer to your question in this manual or in the Help files, we recommend you contact your
system installer. Your installer is familiar with your system configuration and should be able to answer any of your
questions.

If you need additional information or technical assistance with the COSEC system and other Matrix products,
contact our Technical Support Help desk, Monday to Saturday 9:00 AM to 6:00 PM (GMT +5:30) except company
holidays.

Phone +91(18002587747)
Internet www.MatrixComSec.com
E-mail Tech.Support@MatrixComSec.com

2 Matrix COSEC Admin Management Portal



CHAPTER 2 Know your COSEC Admin
Portal

COSEC Admin Management Portal enables the admin to configure the Company’s profile, assign license and
services, manages database of the company.

While installing the Admin Portal setup; the Company details must be entered on the “Admin Management Portal
DB details” page. So when you login to Admin Portal web, company profile will get created automatically.
See Chapter: Software Installation for details.

Once the COSEC setup is installed, Admin can access Admin Management portal. And the Admin can do following
things:

+ Change Company’s database from Profile > database configuration as required.

+ Update license verification mode from device based to server based or vice versa.

The System Architecture of COSEC Centra along with Admin Portal is shown below. At the top is the COSEC
Utilities, at the user end, COSEC Services along with central Master Service and the Database servers hosting
Admin Portal database and COSEC database. This gives the flexibility to install these components at one
location or separate locations.

Master Service
* Handles request from all other components.
» Provides updated DB/license details to all services.
* On Premise- Responsible for license Management for both modes- Dongle on Server as well as Dongle on
Device.
* On Premise- Responsible for COSEC DB upgrade as well.
* Responsible for Admin Portal DB Upgrade.

Admin Portal Service is required for following functions:
» Database upgrade (COSEC DBs)
» Post, Retrieve and Remove records.

The Admin Portal Web has no dependency on the status of Admin Portal Service. The Admin Portal Web
can be accessed even if Admin Portal Service is not running. This service must be running for above
mentioned functions.

The Alert Service, Enroll Service, Monitor Service and Visitor Service details with configuration is explained in
Chapter: COSEC Services.

Matrix COSEC Admin Management Portal 3



System Architecture
li‘ 'HI
\\s\
1

n
»

COSEC
Devices

|

Internet

<@

Integrate
Utility

via API

Browser
COSEC Web

|

3
Request | | Response with
for Service URL
Service UR

74

—

Master Service
(Central Mapping Service)

ﬁesponse
ith

Wi

list of
fenants
and details

Admin Portal
Service

z

Admin Portal
Web
«
Aert
Service

Monitor
Service

Monitor Utility is only applicable
for COSEC Centra

o [e]

Identification
Service

Browser

Admin Portal

Other Utilities work similar to
Enroll Utility shown by pink
arows.

Any changein Tenant/DB/
License/Service details will send refresh
to relevant components.

sTenant- License details

Database Server

Admin Portal Dambase.D atabase details

»Service details.

COSEC Database

Matrix COSEC Admin Management Portal



CHAPTER 3 Software Installation

Browser Requirement

The COSEC Admin Management Portal is best viewed in
* Internet Explorer- Version 9.0 and above,
* Mozilla Firefox- Version 24.0 and above
* Google Chrome- Version 30.0 and above

Recommended Screen resolution is 1366 X 768 and above.

Port Requirement

The Default Ports for running different COSEC services for SSL and Non SSL communication are as follows:

Master Service: Non-Secure = 15001 & Secure = 15010

Alert Service: Non-Secure = 13001 & Secure = 13010

Enroll Service: Non-Secure = 12001 & Secure = 12010
Monitor Service: Non-Secure = 11001 & Secure = 11010
Admin Portal Service: Non-Secure = 14001 & Secure = 14010
Visitor Service: Non-Secure = 16001 & Secure = 16010

o a0k~ wbd-=

Installation of Admin Portal and Admin Portal Service

The Admin Portal Web has no dependency on the status of Admin Portal Service. The Admin Portal Web can be
accessed even if Admin Portal Service is not running. This service must be running for below mentioned functions.

» Database upgrade (COSEC DBs)
» Post, Retrieve and Remove records.

Hence if above functions are to be used then Admin Portal service must be installed with Admin portal Web or
Admin Portal service must be accessible at different computer.

% Admin Portal Service will be active and running only if Master service is running.

FIPS Algorithm Policy Check

To Install COSEC Admin Management Portal; the FIPS Algorithm Flag must be disabled. If the FIPS Algorithm flag
is enabled then following pop up will appear while installing the setup.
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FIPS Algorithm Policy must be disabled for COSEC Components
to work properly. Reset IIS after disabling FIPS Algorithm Palicy.

OK

To disable FIPS Algorithm policy go to Registry Editor by typing regedit from the start menu of your computer.

Then go to the path:
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\FipsAlgorithmPolicy.

Now you can disable the FIPS Algorithm policy. Then Reset IIS Server and install the setup.
The COSEC CENTRA Admin Service Setup window is shown below.
» To start with the installation procedure, double click on Setup file and the following page will appear.

Click on the Install button.

™ Matrix COSEC Install E=rET=C)

2s
.
«% MATRIX
SECURITY SOLUTIONE
Ingtall COSEC companents.

COSEC

| Right People in Right Place at Right Time

| Welcome
| Options

Summary

Progress

Done

COSEC V12R01
(COSEC CENTRA)

* Read and accept the COSEC User License Agreement, and then click Next.
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Matrix COSEC Installer

«& MATRIX

SECURITY SOLUTIONS

COSEC

Right People in Right Place ot Rig

Welcome
Options

Summary
Progress

Done

COSEC V12R01
(COSEC CENTRA)

End User License Agreement

MATRIX SOFTWARE END USER LICENSE AGREEMENT

1

Name of Software: COSEC CENTRA

This End -User License agreement (EULA) is a legal agreement
between Licensee and the Licensor (Matrix Comsec Private Limited..
hereinafter referred to as "Matrix™) of this software for the software
product identified above.

THIS IS AN AGREEMENT ON END-USER RIGHTS AND NOT AN
AGREEMENT FOR SALE. The provider continues to own the copy of
the software and physical media contained in the sales package and
any other copies that the End user is authorized to make pursuant io
this Agreement.

By installing, copying, downloading or accessing this software, the individual or the
individual acting behalf of any organisation is agreeing to be bound by this software
License Agreement. fyou do not agree to the terms of this agreement don't install,
copy, download or access the software and promptly return the software and proof
of entitlement to the party from whom you acquired the same.

Please read the End User License Agreement carefully. Please check that you have
purchased COSEC CENTRA software from the authorized source of Matrix. Matrix
: 1 " i L

Noaie an: o o

| Accept Terms & Condions in License Agreement

+ Select either “Complete” or “Custom” depending on your preferred type of installation.

Select “Complete” to install all the components of COSEC.
Select “Custom” to install the selected components of COSEC.

% To install only COSEC Admin Management Portal and its services, click on Custom installation

.. Matrix COSEC Installer

MATRIX

SECURITY SOLUTIONS

COSEC

Right People in Right Place at Right Time

~ Welcome
Options

Summary

Progress

Done

COSEC V12R01
(COSEC CENTRA)

—_
Installation Options
Complete
All COSEC components will be instalied, including Enroll, VMS and Alerts features
omponents will be installed. This option &= recommended for advanced

+ Select the components you want to install.
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Matrix COSEC Installer = 2|

s MATRIX

SECURITY BOLUTIONS

Custom Installation Options

COSEC 5 & COMpONENts you want 1o Insta
Right Peapie in Rig ight Time COSEC Admin Managemen: Porial 4520MB *
[0 cosEC Enrol 19,93 MB
v Welcome [7] COSEC Imegrae 2893 MB
[C] COSEC Monior 102.38 MB
Options ] COSEC Tracker 257 MB
[T] COSEC visior Management AT.2T MB
Summary [C] COSEC Web 77596 MB |=
COSEC Admin Management Porial Service 20.02 MB
Progress [T] cOSEC Alers Service G771 MB
[T] COSEC Enrcll Service 20,63 MB
Done [7] COSEC Idensicaton Service 2276 MB
COSEC Master Service 3380MB | |
[T] COSEC Monior Service 102.66 MB
COSEC Visiior Managemeni Service 2007MB T

Select All * Space required 99,03 MB

C:\ Free Space 41.12 GB

COSEC V42RM
(COSEC CENTRA)

» Enter the required details for the Database creation.

This step in custom installation appears only when “COSEC Master Service” component is selected in the
previous step.

Matrix COSEC Installer = =

MATRIX

SECURITY SOLUTIONS

Custom Installation Options

COSEC Admin Management Portal DB Details:

Fiaht Pept cerver ddress  SHEETALRAVALISQLEXPRESS
~" Welcome Authenscaion 5QL Authenicasion -
User Name s
S Paszword

Database Name  AdminPoraiDB

Summary - .
y Create new database or Upgrade existing one

Progress Test Connection

Done COSEC Web URL hipifccalhosyCOSEC

Location of COSEC Web folder

COSEC V12R01
(COSEC CENTRA)

Enter the required details for the Database creation. To know more, refer COSEC Software Installation Guide.

» Click on Test Connection button to check the connectivity with the Database and then click on Next to
proceed with the installation.
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Matrix COSEC Installer

« MATRIX

SECURITY BOLUTIONS

Custom Installation Options

COSEC COSEC Admin Management Portal DB Details:

Right People in Right Place at Right Time Server Address SHEETALRAVAL\SQLEXPRESS

~ Welcome Authenscaion [SQLﬂl.lhenicainn
Success e e s

Options e,

0 Test Connection Successful | AdminPerialDB
Create new database or Upgrade existing one

Progress Test Connection

Done

Summary

COSECWepURL ~ MEpiflocalncsiCOSEC

Location of COSEC Web folder

COSEC V12RO Back Next

(COSEC CENTRA)

» Enter the required Company Details. Select the License Verification Mode as “Server Based” or “Device
Based”.

-5 Matrix COSEC Installer — *

MATRIX

SECURITY BOLUTIONS

Custom Installation Options

COSEC Proceed with Single DB
By enabling above flag, the deployment of
Right People in Right Place at Right Time vork on Single Databaze.

COSEC DB Details:

< Database Type MS SQL -

ServerAddress  |192.168.103.90 |

o Test Connection Successful Authentication SQAL Authentication v
User Name |sa |

Password |“"‘*“*“* |

Jatabase Name  [AdminPorialDB |

Create new database or Upgrade existing one

Test Connection

Company Details:

Name [shectl |

Email ID |she§a!.rava!@maaixrd.org |

ContzctNo.  [o67624326 |

License Verificaion Mode Server Based g
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« For Server based: License will be verified from the dongle connected to the PC where Master service is
installed.

» For Device based: License will be verified from the dongle connected to the COSEC device.This device
will communicate with Master Service so that Master Service can fetch the license key from the dongle and

all of the COSEC services will function.

Only Vega direct door and Panel lite V2 in server mode can be used for Device based license verification.
*You must ensure that Vega and Panel lite V2 is in CENTRA connection mode.

Server based License Reading
The dongle must be inserted in the computer where Master Service is running.
Master service checks for the presence of dongle. If dongle is available, then Master service sends Refresh
command to all other services.
Device based License Reading & Writing
In device based licensing Vega direct door or Panel lite V2 can be used. The Company must be device based.
The license dongle is connected to either Vega direct door or Panel lite V2.
+ The device (Vega/Panel lite V2) sends information to the Master service that device has license dongle.
+ The Master Service responds to the device by sending the IP address of Master service.

» Now device sends license key to the Master service. The master service gets the license key and gives to
other services.

Panel lite V2

Informs that Device has Dongle

Master Service

Responds with IP address

Sends License Key

/ \ Enroll
Service
Admin Portal
Service

Monitor
Service

o=
=&
58
£E
23
3
8

COSEC Centra

When dongle is removed from the device, then immediate information is sent to the Master service and immediate
refresh is sent to other services.

When device goes offline, then master service will continue working for a considerable time after which the master
service and other services will get refresh.

Any change or updation in license key will be fetched by the device when it is online. The updated license key will
then be sent to the Master Service and hence other services.

In the Server Settings of Panel lite V2; Enter the URL for COSEC Centra server as the IP address of the
% computer where Monitor Service is running.

And enter the License Server URL as the IP address of the computer where Master Service is running.
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Once the license verification mode is selected and test connection is successful, Click Next to proceed with the
installation.

* Click Install to confirm the installation of the Admin Management Portal and its Services.
Matrix COSEC Installer E=nee x|

o MATRIX

TR TR TG Custom Installation

The following COSEC components will be Installed:
COSEC ’ ¢
# COSEC Admin Management Porial
Right People in Right Place at Right Time . N
+ COSEC Admin Management Porial Service

~ Welcome # COSEC Master Service

+ Options Ciick Install o proceed.

Summary

Progress

Done

COSEC V12R01
(COSEC CENTRA)

Wait for the COSEC components to install on your system.The Installation process of each component will
be shown.

Matrix COSER nstalier DR AR y SR x|
& MATRIX

P e TS ETITING Custom Installation

watt.. COSEC Ingia

s instaling component.
COSEC Installing COSEC Components

Right People in Right Place at Right Time

%, .- COSEC Admin Management Portal
v Welcome COSEC Admin Management Portal Service

+ Options

~ Summary

Progress

Done

Installing COSEC Admin Management Portal

Removing backup fies

Lo - |

COSEC VA2R01
(COSEC CENTRA)

After the successful installation of COSEC Admin Management Portal, “Installation Complete” window will be
shown as below. Then close the window by clicking on Exit button.
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Matrix COSEC Installer o -TP a “ e o=

o MATH Ix Installation Completed.
SECURITY BOLUTIONS

COSEC

Right People in Right Place at Right Time

~ Welcome

~ Options

~ Summary
~ Progress

~ Done

COSEC V42R04 -l
(COSEC CENTRA)

Start the COSEC Admin Service Application by browsing the folder from All Programs> Matrix > COSEC >
COSEC Admin Portal Service.

When Admin Management Portal Service starts, Admin Portal Service’s B icon will be displayed in the System
Tray (Notification area) on the right side of the taskbar. When Admin Management Portal Service stops, Admin

Portal Service’sﬂ icon will be displayed.

Right click on this E icon.

Start Adman Portal Service

C BRI Setnps
1R = s - - r—oTInG
% &‘ [;—\dmm Portal Service - Stoppec Righl Click Refresh Post/Retrieve List
e @’f Gﬂ% & i R T Parameter
. Refresh Status
& About

Exit

muj Customize...

\ £ (=}

The options displayed are — Start/Stop Admin Portal Service, Settings, Version Upgrade, Refresh Post/Retrieve
List, Sync Log Parameters, Refresh Status, About and Exit.

To start this service through the Service Manager Tray, click on Start Admin Portal Service.
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%

At the time of Admin Management Portal Service start-up, if the service entry is not found in General
Settings of Admin Portal, then this service will self-register itself. When Admin Portal Service URL in Admin
Portal> System Configuration > General Settings is blank then service will self-register itself.

System Configuration

Email Configuration

Multi-Language

guration

Central NTP Server

Save Cancel

To configure the settings of Admin Management Portal Service, first stop this service by clicking Stop
Admin Portal Service, and then click Settings. To know more, refer “Settings”.

Stop Admin Portal Senvice

SETtngS

Refresh Post/Retneve List
Sync Log Parameters
Refresh Status

About

Exit

To upgrade the version of Admin Management Portal Service, click Version Upgrade.
To refresh the post of this service or retrieve the list, click Refresh Post/Retrieve List.

To enable debug logs of the Admin Management Portal Service, click Sync Log Parameters. This is used
for trouble-shooting by the Technical Support Team.

To refresh the status of this service, click Refresh Status.
To view the service details, click About.
To close the Service Manager Tray window, click Exit.

When service is running and Admin database loses connectivity or is unavailable then the service will keep
running for 24 hours by default after which it will stop.

The maximum hours allowed for service is given as the configurable tag in Settings.xml file from
C:\Program Files (x86)\Matrix\COSEC Admin Portal Service.

Matrix COSEC Admin Management Portal 13



Settings

To configure the settings of Admin Management Portal Service, first stop this service, then click on Settings from
the Service Manager Tray option.

Admin Portal Service Settings window appears as shown below.

Admin F'I.curtal Service Settings x
IP Address |192.168.103.155-Ethernet vi g
Master Service Address [localhost:15001 | | Test Connection
Port Number |14001 | (1024 - 65535)
Secure Port Number |14|3.1[;. | (1024 - £5535)
Web Access Port Number [14000 | (1024 - 63533)
Secured Web Access Port Mumber |14|}[:-5 | (1024 - 65535)
Request Time-Out (Sec) |3[:. | (10-800)
Response Time-0ut (Sec) |1D | (10-600)
Preferred Language | English B
Save Cancel

Configure the following parameters:

« IP Address: If your PC is having multiple network connections, the IP Addresses of these networks will be
displayed in the drop down list. Select the desired IP Address.

The IP Address of the first enabled network will be set as the default IP Address for this service.

If none of the network connections are enabled, then IP Address of the running service will get updated to
127.0.0.1 - Localhost and the services will continue running.

To restore the IP Address to the desired one, you must first enable the connection from network

connections and then select its IP Address from the drop down list manually.

As the Windows10 PC boots up fast, so services will check and retry for the availability of assigned IP
V address before finally moving to 127.0.0.1

If more than one network connections are enabled then the first enabled network connections IP Address
% will be assigned to all the services on service startup after installation.

14 Matrix COSEC Admin Management Portal



If the PC is assigned a DHCP Addressing scheme, then whenever the IP Address changes, the same will
V be updated against every service.
Click Refresh IP List ¢ to update the list of all network adapters (network connections).
* Master Service Address: Enter the IP Address or URL of the Master Service.

On changing or updating the Master Service Address, connection with the Master Service must be tested.

Click Test Connection to test the connection of Admin Management Portal Service with Master service.

Admin Portal Service Settings *
Connection established Successfully
IP Address |192.168.103.155-Ethernet o
Master Service Address localhost:15001 || Test Connection
Port Number 14001 | (1024 - 65533)
Secure Port Number |14[;.1[;. | (1024 - £5535)
Web Access Port Number |14DDD | (1024 - £5535)
Secured Web Access Port Number |14DD5 | (1024 - 65535)
Request Time-Out (Sec) |3[:. | (10-600)
Response Time-Out (Sec) |1D | {10-600)
Preferred Language | English b
Save Cancel

* Port Number: Enter the port number at which the Admin Management Portal Service is accessible.

+ Secured Port Number: Enter the port number at which the Admin Management Portal Service is
accessible on the SSL mode.

*  Web Access Port Number: Enter the port number of the computer at which COSEC Web can access the
Admin Management Portal Service.

+ Secured Web Access Port Number: Enter the port number of the computer at which COSEC Web can
access the Admin Management Portal Service on SSL mode.

* Request Time-Out (Sec): Enter the request time-out duration in seconds for the Admin Management
Portal Service approaching Master Service for connection.

+ Preferred Language: Select the desired language from the provided dropdown list.

Matrix COSEC Admin Management Portal 15



The languages listed here will be as per the language files present in the C:\Program Files
(x86)\MatrixX\COSEC Master Service\Language Resource.

- - 7l

« v » ThisPC » Local Disk (C) » Program Files (x86) » Matrix » COSEC Master Service » Language Resource v O

Search Language Resource
Name Date modified Type Size

s Quick access

[ Desktop
4 Downloads

| Documents

] ENROLLUTILITY_EN-US
{] MONITORUTILITY_EN-US
] SERVICES_AR-5A
#] SERVICES_EN-US

=] Pictures ] vMSUTILITY_EN-US
@ OneDrive 7] YMSUTILITY_FR-FR

021 10:57 Data Base File 87KB
Data Base File 283KB
Data Base File GIKB
Data Base File GIKB
Data Base File 73KB
Data Base File T3KB

[ This PC
J 3D Objects
I Deskiop
| Documents
4 Downloads
b Music
=] Pictures
B videos
%, Local Disk (C:)
= New Volume (D)

¥ Network

The default language file provided will be of English language.
Name of the English language file for services will be: SERVICES_EN-US.

Name of the language file differs as per the language. For example, name of the Arabic (Saudi Arabia)
language file for services will be SERVICES_AR-SA.

If you prefer a different language other than the default language file (i.e. English), you can translate this
% default language into the desired language with the help of COSEC Multi-Language Utility. To know more,
refer to the Multi-Language Utility User Guide.

Click Save to save the settings.
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Getting Started with Admin Portal

To access the Admin Management Portal, type the following link in your browser.
http://localhost/cosecadmin

If the network where portal is installed and the PC from where the Portal is being used are in different network then

make sure that “Alternate DNS server” is configured with the IP address where you have installed the Portal.

Internet Protocol Version 4 (TCP/IPvd) Properties @ﬂ—hj

General

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" () Obtain an IP address automatically
(@) Use the following IP address:

i IP address: 192 . 168 . 104 . 25
| Subnet mask: 255,255,255, 0
Default gateway: 192 . 168 . 104 . 1

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: 192,168 , 100, 5

/ Alternate DNS server: 192 . 168 . 102 . 115
[ validate settings upen exit

[ OK l [ Cancel l

LOGIN

Once the COSEC CENTRA setup is installed and the services are started; login to Admin Portal by typing
localhost/coseadmin in the browser.

Matrix COSEC Admin Management Portal
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The Connection Settings page will appear as shown below:

<« ¢ o G localhost/cosecadmi
£+ Most Visited  §f lira

Sl LYLIRY COSEC ADMIN

Ll o O 0 \ Search

Master Service mode is switched to Secure/Non-Secure.
Kindly start service and try again.

Connection Settings

Master Service Address

localhost:15001

CONNECT

Best Viewed in IE (9.0 - 11.0), Microsoft Edge, Mozilla Firefox (30.0 - 53.0), Google Chrome (30.0 - 59.0). Recommended screen resolution: 1366 x 768 and above,

<~ c o 7 localhost/
L+ Most Visited  § Jira

ELTAIII COSEC ADMIN

g
q
=

Master Service is not accessible

Connection Settings

Master Service Address

localhost:15001

CONNECT

Best Viewed in |E (9.0 - 11.0), Microsoft Edge, Mozilla Firefox (30,0 - 53.0), Google Chrome (30,0 - 59.0). Recommended screen resolution: 1366 x 768 and above,

Enter the Master Service Address to connect with the database and click Connect. The Admin Portal will get
connected with its database through the Master service.

Ensure that Master service is running to establish connection with Admin Portal Web. You can start the Master
service from Service tray as shown below.

The Login page appears as shown below. Enter the Login ID and Password. When you are login for the first time,
you will have to set the password.

18
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% The valid characters for Login ID are A-Z, a-z,0-9,/, ,., @, :

& C @ @} localhost/COSECADMI 908 - @ W Search

£t Most Visited }'{ Jira

ETYEANY coSEC ADMIN

[1 remember Me Forgot Password?

LOGIN

Best Viewed in IE (9.0 - 11.0}, Microsoft Edge, Mozilla Firefox (30.0 - 53.0), Google Chrome (30.0 - 59.0). Recommended screen resolution: 1366 x 768 and above.

Enter the default login ID i.e. “sa and the default password as blank. Click Login button which will redirect to Set
Password page from where you can set the password as shown below.

Set Password

[ Remember Me Forgot Password?
Set Password

LOGIN

EEEE

EEEE

SET

SET

Enter the New Password and re-enter it to confirm. Enter the Email ID and Contact number through which you
can retrieve your account when you forget your password. The entered Email ID and Contact will also appear on
System Accounts page. Also the OTP can be received on this Email ID and Contact number.

Then click Set to save the details.

Then Enter the Login ID as User ID/Mobile Number/Email ID to login into Admin Portal using the newly created
password. You can login using OTP once Email/SMS configurations are done.

By default the Login policy will be enabled for Password or OTP. So user can login using password or
OTP. To enable 2 step verification; the option in login policy must be selected as Password Then OTP.
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You can view the password characters by clicking on View Password = button.

You can select Remember Me option which will remember the password during future login sessions.

You can click on Forgot password if you have forgotten your login password which will enable to get new
password. See “Forgot Password” on page 24.

You must ensure that the Login ID being used has the respective correct icon.See “Icon of Login ID” on page 23.

If you change the password then the cookie will still have older password and same will be loaded by
? default on login page. To update the password; browser cookies must be cleared. And again “Remember
me” can be enabled.

Password or OTP

In this authentication mode, you can enter either Password of login ID or OTP for accessing the Admin Portal.
User ID with Password or OTP

Enter the User ID of login user. Then enter the password and click Login button to login into Admin Portal.

You can also login using OTP by clicking OTP button. The OTP is sent to the contact details (Email ID and contact

number as available in System Accounts page) of login user. Enter the OTP and click Login button to login into
Admin Portal.

You can click on Resend OTP button if OTP is to be sent again.

OTP has been sent to your registerad Email -
shxcocooe@matrixrd org & Maobile No. - xoocooasT

/ = sa
[1111]
[ remember Me Forgot Password? /

LOGIN == -

G 217684
LOGIN

LOGIN

Email ID with Password or OTP
Similar to User ID, you can login with your Email ID. Then enter the login password or OTP which is sent to the
registered contact details. Then click Login to login into Admin Portal.
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OTP has been sent to your registered Email -
shiocoot@matrixed. org & Maobile No, - xocoooosT
sheetal.raval@matrixrd.arg

/ o sheetal raval@matrixrd. org
[ remember Me Forgot Password? 2 =/

LLL1] )]

= sheetal.raval@matrixrd.org

LOGIN

LOGIN

LOGIN

Mobile Number with Password or OTP
You can also login with your Mobile number. Then enter the login password or OTP which is sent to the registered
contact details. Then click Login to login into Admin Portal.

OTP has been sent to your registered Email -
shieococ@matrixrd.org & Mobile Mo, - :ooocoST

9586243157

9586243157

uu|| /

Fazmuzrd 1 9535243157
[ remember Me Forgot Password? /( Ll 9586243157

LOGIN

568128

LOGIM

LOGIN

Password Then OTP

In this authentication you have to enter both Password and then OTP for accessing Admin Portal.

User ID with Password Then OTP

Enter the User ID of login user. Then enter the password and click Next button.

Now you will have to enter the OTP which is sent to the contact details (Email ID and contact number as available

in System Accounts page) of login user. After entering OTP click Login, to login into Admin Portal. If you click
Cancel button; then it will go to the password page.
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You can also skip entering OTP by clicking on SKIP OTP link. This will directly login to Admin Portal without
requiring OTP. The number of times OTP can be skipped is configured in Login policy of System Configuration.

Login Authentication Mode Password Then OTP w
Skip OTP 2 ~ | [times]
| Save || Cancel |

Eg: If Skip OTP is set as 2, the user can click on SKIP OTP for 2 times. When later if SKIP OTP in Login policy is
changed to 5; then for 3 more times user can use SKIP OTP.

OTP has been sent to your registered Email -
shiccoocc@matrixrd.org & Maobile No. - oocooxS7
(111 1]

|:| Remember Me Forgot Password?

NEXT

& s

LOGIN Q 518434

CANCEL
SKIP OTP

LOGIN

CANCEL
SKIP OTP

Email ID with Password Then OTP

Enter the Email ID of login user. Then enter the Password and click Next button.
The OTP will be sent to the registered contact details of login user. Then enter the OTP and click Login button to
login to Admin Portal. You can also skip entering OTP by clicking on SKIP OTP link.

sheetal raval@matrixrd.org OTP has been sent to your registered Email -
shxocos@matrixed.org & Mobile Mo, - oooooomS7

YT
sheetal.raval@matrixrd.org
D Remember Me Forgot Password?
/ NEXT B sheetal.raval@matrixrd.org
LOGIN
@ 116307
CAMCEL \
SKIP OTP
3 siips left LOGIN
CANCEL

SKIP OTP
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Mobile Number with Password Then OTP

Enter the Mobile number of login user. Then enter the Password and click Next button.
The OTP will be sent to the registered contact details of login user. Then enter the OTP and click Login button to
login to Admin Portal. You can also skip entering OTP by clicking on SKIP OTP link.

9586243157
OTP has been sent to your registered Email -
shxoos@matrixrd.org & Mobile No. - xooooosST
LL1 Ll
|:| Remember Me Fargot Passward?
9586243157
NEXT
9586243157
LOGIN 4, 725570
CAMCEL
SKIP OTP
. LOGIN
CANCEL
SKIP OTP
Password

You can select Login Authentication mode as “Password”. This will require login ID with only password. Enter the
login ID as User ID/ Email ID/ Mobile Number and the password. Then click Login to login into COSEC Web.

5d

o«

sheetal.raval@matrixrd. org

|:| Remember Me Forgot Password? /
reeee 9586243157
LOGIN
|:| Remember Me Forgot Password? /(
LOGIN peees
|:| Remember Me Forgot Password?
LOGIN
g Icon of Login ID
Suppose you are logging into COSEC with your User ID &~ which is similar to Email ID configuration

eg: SR@matrix.1.
So the icon will automatically change to Email ID and it will try to login using Email ID. As there is no such Email ID;
you will not be able to login. Hence you should manually click on the icon to change from Email ID to User ID.
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SR@matrix.1

SR@matrix.1

[ remember Me

Forgot Password?

LOGIN

Suppose you are logging into COSEC with your User ID &~ which is of 10 characters eg: 8532621525 so as

there are 10 numeric characters; the icon will automatically change to Mobile number g _ and it will try to login

using Mobile number. As there is no such mobile number; you will not be able to login. Hence you should manually
click on the icon to change from Mobile to User ID.

Forgot Password

8512323454

I —

.......

L1111

|:| Remember Me

Forgot Password?

LOGIN

If you forget the login password, then you can click on Forgot Password to get new one time password.

24
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Forgot Password

A 6-digit OTP will be sent to your registered
Mobile number and Email ID. Enter 6-digit OTP
SEND @ g30614 c
CANCEL Set Password
VERIFY a,
CANCEL

]

SET

CAMNCEL

Now click Send button to get the password on registered Email ID and/or registered mobile number of the login
user. Then Enter the 6-digit OTP and click Verify. After verification you can set your new password from Set
Password window. Then you can login to Admin Portal using your login ID and new password.

To get the OTP on SMS and Email, you have to do SMS Configuration and Email Configuration from
% System Configuration.

The Email ID and Contact number of the user is registered on System Accounts page.
For eg: SA user will get OTP on Email ID: sheetal.raval@matrixrd.org and Contact number: 9384526175

See “SMS Configuration” on page 60.
See “Email Configuration” on page 65.

Now the Admin Management Portal home page appears as shown below:

BRI cosec ApmIN #- 2 L 0 .'.-|

D | D~ Name Status

Name™® 1 sheetal Active
Active
Time Zone* (UTC-12:00] International Date Line West
License Verification Mode* Server Based

Contact Details -

Address Details -

Database Configuration -
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CHAPTER 4 Company Configuration

Company here, is the client as well as the end-user who will be using COSEC for Access Control/Time and
Attendance solutions. Profile page allows the Admin portal to view/modify/ the Company details.

The COSEC License assignment as per the requirement of company is done from the License section of the
Company Configuration. The license key can also be updated by providing enhanced features to the Company.

The assignment of services such as Alert Service, Enroll Service, Visitor Service, Monitor Service and Identification
Service is also done from Services section of Company Configuration. COSEC Devices connect to the assigned
monitor service of the company which is used for the Time and Attendance functionality and Access Control
solution.

Click on the links for various configurations:
“Profile”

“License and Services”
“Monitor Configuration”
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Profile

The Company Configuration Profile page allows the user to view or modify the company details.Company are the
clients who use COSEC web application. Once the Premise based setup for COSEC is installed, Profile will be
created automatically with the configurations as defined during the installation of setup.
You can configure the following on this page:

* Modify the name and activate the user to access COSEC.

« Select the License Verification Mode for the user.

* Reset the GDPR Process.

Configure Time Settings, Contact Details, Address Details and Database configuration related details.

D~ Name Status

Reset

Select the user from the right panel to modify the following details on the Profile page:

ID: Displays the ID of the selected user in the COSEC Admin Portal.

Name: Displays the name of the user profile in the COSEC Admin portal.You may modify it if you desire.
Active: Enabling the Active check box will activate the client’s profile access to COSEC.

License Verification Mode: There are two modes for License Verification — Server Based and Device Based.

» Server Based: If the licensing mode is set to Server based, then dongle must be inserted in the PC where
Master service is installed.

+ Device Based: If the licensing mode is set to Device Based, then license key shall be fetched from the
dongle connected to the device.

Only Vega Direct Door and Panel lite V2 in server mode can be used for Device based license verification.
You must ensure that Vega and Panel lite V2 is in CENTRA connection mode.

Once dongle is connected to the device (Vega or Panel lite V2); enter the License server URL (Default is
192.168.50.100) and License server Port (Default is 15025) in Server Settings from device or its webpage.
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Reset Personal Data Protection Process Flag: General Data Protection Regulation (GDPR) aims in providing
safety and privacy to users data. They limit the access to the users personal data. Enabling GDPR will result in data
masking and encryption. To know more about GDPR refer to the COSEC System Manual.

Reset Personal Data Protection Process Flag button is applicable if you have enabled/disabled General Data
Protection Regulation (GDPR) in COSEC Web > Admin > System Configuration > Global Policy > Basic.

Click Reset if you desire resetting the GDPR process in case of failure or when the GDPR process remains in in-

progress state for a prolonged period.

For proper functioning of Reset Personal Data Protection Process Flag, ensure that the Master Service
% and Admin Portal Service is running successfully.

Make sure you save all the previous changes, if done in other pages before you click the Reset button.
The Reset functionality is applicable in the below mentioned cases:

» If the system has derived failure in the GDPR process/ GDPR reversal process.

In such cases, the COSEC Web login screen displays the error message “Processing Failed. Kindly
contact Administrator”

OR
*  When the GDPR process remains in in-progress state for a prolonged period.

In such cases, the COSEC Web login screen displays the error message “Admin has temporarily stopped
the access” will be displayed.

In such cases, you can click the Reset button, the system will verify if the database is valid or not.

% Before pressing the Reset button, make sure you have manually restored a valid database (this database
may be the last database backup taken either before GDPR was enabled or after GDPR was enabled) in
your Database Server.

+ If the database is valid, you will be able to re-login into the COSEC Web.
+ Butif the database is not valid, an error message “Database restored is not valid. Kindly restore a valid
database.” will be displayed.

% The Reset functionality will only work with a valid database.

Make sure you reset the 1S and restart all the Services (applicable for COSEC CENTRA) and Utilities after
the Reset Process.

The Reset functionality will reset the GDPR process status to its initial stage. If you desire, you may restart
the GDPR process again.

Select the respective link for further configuration:

*  “Time Settings”

* “Contact Details”

*  “Address Details”

» ‘“Database Configuration”
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Time Settings

Click on the Time Settings collapsible panel to configure the time as per the company location.

Configure the following parameters:

Time Zone: Select the desired time zone from the drop down list as per the location of your company.

DST Type: Select the desired type of DST from the drop down list — Disable, Day- Month Wise, or Date-Month

Wise.

- Lo
ay L

Date-Month Wise

Time Period: Enter the time period (HH:MM) the system should add in the DST Start Time (if you select the plus
sign) or the system should minus from the DST Start Time (if you select the minus sign). Default: 00:00.

» Select Disable, if you do not wish to apply DST.

+ Select Day-Month Wise type DST, if the DST in your country starts and ends on a particular day of the
month. For example, if DST starts on the Second Sunday of March and ends on the First Sunday of

October.

DST Start

DST End

» Configure the DST Start and DST End time.
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DST Start

+ Select the Month when DST begins: January to December.

+ Select the Week No. when DST begins:1st Week,2nd Week,3rd Week,4th Week,5th Week.

» Select the Day of the week when DST begins: Sunday, Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday.

+ Set the Time when you want DST to begin in 24 hours format

DST End

+ Select the Month when DST ends: January to December.

» Select the Week No. when DST ends:1st Week,2nd Week,3rd Week,4th Week,5th Week.

+ Select the Day of the week when DST ends: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday,
Saturday.

» Set the Time when you want DST to end in 24 hours format.

» Select Date-Month Wise type DST, if the DST in your country starts and ends on a particular date of the
month. For example, if DST starts on October 12 and ends on March 15.

DST Start

DST End

+ Configure the DST Start and DST End time.
DST Start
+ Select the Month when DST begins — January to December.
» Select the Date on which DST begins — 1 to 31.
+ Set the Time when DST begins in 24 hours format.
DST End
+ Select the Month when DST ends — January to December.

» Select the Date on which DST ends — 1 to 31.
« Set the Time when DST ends in 24 hours format.
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Contact Details

Click the Contact Details collapsible panel. You can configure contact details of 3 persons on Company side.

Contact Details

Contact Person 1

MName
Email ID*

Contact Number®

Contact Person 2

Name
Email ID

Contact Number

Contact Person 3

MName
Email ID

Contact Number

Sheetal Raval
sheetal raval@gmail.com

9687624826

Shruti Patki
shruti.patki@gmail.com

8966645354

Nitin Jadav
nitinjadavl1 @gmail.com

9876567432

Name: Enter the name of the Person in-charge on Company side.

Email ID: Enter the Email ID of 1st contact person to which the Web URL and Company user name will be sent.
You can enter Email ID of other 2 contacts as well.This Email-ID will be used when the Company (SA user) forgets

password.
Eg: sheetal.raval@matrixrd.org

Contact Number: Enter the Contact number of the Company. This Contact Number will be used when the user (SA

user) forgets password.

Address Details

Click on Address Details collapsible panel to configure Address Details on the Company side.

Address Details

Billing Address

Address

City
Zip Code
State

Country

Permanent Address

Same as Above

Address

City
Zip Code
State

Country

394-GIDC, Makarpura

Vadodara
390010
Gujarat

India

Billing Address: Enter the Address of the Company at which billing is to be done.
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Permanent Address: If the permanent address is same as billing address, then select Same as Above or else
enter the permanent address of the Company.

Database Configuration

Database Configuration for MS SQL

Test Connection

Database Configuration for Oracle

Database Type: Select the database type as MS SQL or ORACLE to configure and connect the Admin
Management portal database.

Authentication: Select the authentication type as SQL Authentication or Windows Authentication for MS SQL
database.

Server: Enter the server address from where the COSEC database is to be accessed.

« For SQL authentication, specify the server where the database is to be created or accessed.
Eg: 192.168.104.12\sqlexpress or localhost\sqlexpress

+ User Name: Specify the user name as created during sql server instance. Eg: sa
+ Password: Specify the password as created during sql server instance. Eg: matrix_1
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+ For Windows authentication, specify the server where the database is to be created or accessed. The
Username and Password will be disabled in this mode.

For Oracle database, Enter the Server address where Oracle database is installed. Eg: 192.168.104.12 or
localhost.
+ User Name: Specify the user name as the name of the user created from Oracle system. Eg:
cosecadmin

+ Password: Specify the password as created while creating the user in Oracle. Eg: admin

Before connecting COSEC with ORACLE; you must create the user in ORACLE with the corresponding
Access rights.

Database Name: Enter a name for the database server to be created for MS SQL.

Database Name will be auto-filled if Proceed with Single DB checkbox is selected during installation.
% Hence, same database will be created for Admin and COSEC.

You can change the name of the database here, by entering the desired name in Database Name. By
doing so two databases will be created.
Connection Time-Out: Enter the duration in seconds for database connection time out.

Command Time-Out: Enter the duration in seconds for session time out.
Test Connection: Click Test connection to establish connection with the configured SQL database.

Click on Save button to save the Company configuration.

Whenever new database is created; then the upgrade request is sent to Admin Portal Service. So Admin
% Portal Service must be running to upgrade the database.
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License and Services

License and Services allows management of company’s license and services. From here the management can
modify/reassign License Key and COSEC Services to the Company. You can also activate/deactivate desired
modules from Current License Profile. In COSEC Web such Modules will be visible or hidden as per your action.

For details refer “License Key”, “Services” and “Current License Profile”.

€
Company* |1 Matrix = Current License Profile
Database Nam test "
Ry S ProductVariant  COSEC PLT
License Key Activation Status ACTIVATED
AUP Validity December-2022
—_— Platform Users 5010
Updat: G | .
pdate H ancel ACM Users 5005
Services CMM Users 5005
v . VMM Users 0 &
Alert Senvice 2
= & § TAM Users 5005
Enroll Service 4
1 = CWM Users 5005
Wisitor Service =
: G = JPC Users 5005
dentification Service =
A , « = FVM Users 5005
Monitor Service =
ESS Users ]
FRUsers 5005
D& Monitor Service Name Default o - |
ave
3 MaonitorService - 4CCCEASABF39 W
bl g o Note: By Enabling/Disabling the flag user can
— Activate/D
save || Concel

Company: It displays the company profile name. The name of the company is configured during installation of the
setup.

Database Name: It displays the COSEC database name of the company. The name is configured during
installation of the setup. This COSEC database can be changed from Profile > Database Configuration.

License Key

Current License Key: It displays the current license key available in dongle.

Click on License Upgrade *== icon for upgrading the License structure. The warning will appear as shown below.

Warning X

COSEC CENTRA License needs Upgrading. Please proceed by accepting the same.
Note: Once upgraded, reverting to any previous version(s) will not be allowed. License Upgrade may take few minute(s) after posting
request,

Accept & Proceed

% Only SA user can upgrade the license structure.
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Click on Accept & Proceed. The Master service will upgrade the license key to new structure.
New License Key: When new module is to be added in COSEC, then you must update the license key. Enter the

new license key.

License Key

Click on Update to update company’s License Key with the new one.This will add new features to the existing

license key by keeping the COSEC License Platform (Serial No.) as it is.

Services

There is provision to assign Alert Service, Enroll Service, Visitor Service, |dentification Service and multiple Monitor
Services to the Company profile. Once the services are installed, the default services will be assigned to the

company as shown below.

License and Services

&

License Key

Update

Cancel

Services

Cancel

Default

Current License Profile

Product Variant COSECPL

Activation Status ACTIVATED

AUP Validity December-2021
Platform Users 5010

ACM Users
CMM Users
VMM Users
TAM Users
CWM Users
IPC Users

FVM Users

ESS Users

FR Users 5005

Monitor Service can be one or more as per company’s device requirements. By default 1st Monitor Service will be

marked as default.

But the services (Say Monitor Service) running on one computer can access Master service running on another
computer. This will self-register the monitor service and will appear in the service picklist.
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+ Example: The Monitor Service on computer 192168.104.24 is using Master service running on computer

192.168.104.12 so picklist of Services will show this additional Monitor service of 192.168.104.24 as

shown below.

Select Monitor Service

1 selected of 2 records

D~ Service Name

4 MonitorService - 4TCCEATDO370

5 MonitorService - 4CCCBAFATFTE

= 05

Whenever any Monitor Service is deleted then on save, all the devices assigned to this service will be

moved to the default Monitor Service.
This change will be done in Company’s COSEC DB.

Alert Service: Select the Alert service from the picklist to be assigned to the selected Company.

Enroll Services: Select the Enroll service from the picklist to be assigned to the selected Company.

Visitor Service: Select the Visitor service from the picklist to be assigned to the selected Company. This service
will be required if the Visitor Utility is to be used.

Monitor Service: Select one or more Monitor service from the picklist to be assigned to the selected Company.

The assigned Monitor service will appear in the list as shown below

Services

ID &

Monitor Service Name

Default

Save | | Cancel

i i i

Identification Service: Select the Identification Service from the pick list. To make sure this service functions as

the Centralized ldentification Service, follow the steps as mentioned:

* Click Save.
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* Right-click on the IDS Tray Service n

Start Identification Server

'l
m g:idr‘.tﬁueh-:--‘ Server

1 gt | & da

Stop ldentification Server

Restart Identification Server

Settings
L ngm Click Advance Settings
e Master Server Settings
FR Using GPU

Version Up-To Date
Refresh Status

About
Exit

» Click Restart Identification Server.
The features — Group FR (Mark Group Attendance), Exceptional Face Enrollment and Face Enrollment

via Web will function using this IDS only. For more details refer COSEC System Manual (COSEC > System
Configuration > Global Policy > Face Recognition).

Click the Settings n icon. The Identification Service Configuration pop-up appears as shown below:

Ck | | Cancel

It displays the following details:
+ Identification Service: Displays the name of the Identification Service.
* MAC Address: Displays the MAC Address of the computer where the Identification Service is running.

+ Configure Alternate Address: By default this check box is enabled. The Server Address will be
displayed automatically.

Clear this check box, if you do not wish to opt for an Alternate Server Address.
» Server Port: Displays the Port number used to access the Identification Service.
Click OK to save the configuration.

% These services are listed in “COSEC Services” section.
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Current License Profile

The Current License Profile displays the list of all the Module Users licenses.

e
Company ” ix 3 Current License Profile
Database Nam test
s Product Variant  COSEC PLT
License Key Activation Status ACTIVATED
AUP Validity December-2022
Platform Users 5010
Update || Conce ACM Users 5005
Services CMM Users 5005
:: . VMM Users 0 C
Alert Service 2
e - TAM Users 5005
Enroll Service 4
s s CWM Users 5005
Visitor Service
JPC Users 5005
== FVM Users 5005
ESS Users o
FR Users 5005
D&~ Monitor Service Name Default o
Save |
3 MonitorService - 4CCCEASABF39 Lo
sl i g L Note: By Enabling/Disabling the flag user can
vate the license,
Save H Cancel

Each type of Module User license has a corresponding check box for activating/deactivating the module.

You can select (activate) / clear (deactivate) the check boxes of the desired Module User licenses as per your
requirement. However, if you deactivate any Module User license, the module and its reflections in other modules
will be removed in COSEC Web.

By default the check box will be selected (enabled) for those modules whose license is activated and have more
than 5 user license.

By default the check box will be clear (disabled) for those modules whose license is activated but have 5 or less
than 5 user license. Such modules and their reflections in other modules will be removed in COSEC Web. The
behavior for these modules will be the same as those modules that have 0 users. For example, there are 5 VMM
Users and the check box is clear, then in COSEC Web the Visitor Management Module will not be visible on the
Home page as well as its reflections in other module will be removed, for example, in User Module > User
Configuration > Visitor Management tab will not be visible and so on.
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Monitor Configuration

The Management team of the Company has to ensure the proper device assignment to Monitors. They can assign/

re-assign devices among the monitor services assigned to the Company.

Once the device is configured by user, it gets assigned to the monitor which is marked as 'Default Monitor'.

The Admin Management team must Identify if new monitor service is required to serve the company’s
devices or any of the existing monitor service can accommodate all devices of the Company.
Depending on this, new monitor service can be configured and then assigned to the Company.

€ 4 B %

Company
Manitor Name

Default

Optional Parameters

Stand By Monitar
Export Events

P

Port Number
Re-Try Count

Polling Interval
Rssign Devices

Device

D Name

il

~-Mone--

Disabled

No Data

sheetal

Type

fil

seconds(1-%99)

Meonitor Configuration

Monitor Name Total no. Of Devices

MonitorService - 1
4CCC6A1DO3TO

Company: It displays the company profile name. The monitor services assigned to the company will appear in the
grid on right side. Select the Monitor service from the grid to view the assigned devices to the respective monitor
service.

€ ¢ B x

Company
Monitor Name

Default

Optional Parameters

Stand By Monitor
Expart Events

P

Port Number
Re-Try Count

Polling Interval
Assign Devices

Device

D& Name

1 FYR Door-Device-1

1

ManitorService - 4CCCEATDO3T0

i —-Nane--

Disabled

sheetal

Type
FYR Door

K3

seconds(1-999)

Monitor Name

MonitorService - 1
4CCCeATDO03T0

Monitor Configuration

Total no. Of Devices
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The Monitor Service is assigned to the company from “License and Services” page.
Only default monitor service will appear in the right grid till another monitor service is assigned to the company.

For assigning another monitor service click the Monitor Service pick-list on License and Services page. Then select
the check-box for the monitor service which is to be assigned to the company. Then click OK and Save the settings.

Services

Alert Service” |3 AlertService D] =

Enroll Service™ |1 EnroliService - AL =

Visitor Service 2 VisitorService - 4CCCEATI =

Monitor Service * =
D& Monitor Service Name Default &
4 MonitorService - 4CCC6ATD0370 o

e — Select Monitor Service X
Save H Cancel

2 selected of 2 records

IOl =i ]
D& Service Name
4 MonitorService - 4CCCBATDO370
B s MonitorService - 4CCCRAFATFTE

w

| OK ‘ Cancel |

The assigned Monitor service will appear in the list as shown below:

Services
Alert Service ” 3 AlertService - 4CCCRATDI =
Enroll Service * 1 EnrallService - 4CCCRATL =
Visitor Service 2 VisitorService - 4CCCRAT =
Manitor Service ™ =
D & Monitor Service Name Default i
4 ManitarService - 4CCCBATDO370 o
5 ManitorService - 4CCCBAFATFTE O i
Save || Cancel |
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The new monitor service is now available in monitor configuration as well.

Monitor Configuration

€ £ B x
Company 1 sheetal = D& Monitor Name Total no. Of Devices
i 4 MonitorService - 1
Maonitor Name ACCCEAIDO3T0
Default 5 MonitarService - 0
ACCCEAFATFTE
Optional Parameters
Stand By Monitor --None-- /
Export Events Disabled
P
Port Humber
Re-Try Count
Palling Interval seconds(1-395]
Assign Devices
Device =
D Name Type
Mo Data

Optional Parameters

+ Standby Monitor: Select the standby monitor from the drop-down list which acts as standby to the
selected monitor. When main monitor fails working, then standby monitor takes over and starts serving the
devices which the main monitor was serving.

Monitor Configuration

€ # x

Campany 1 sheetal = D& Monitor Name e
Monitor Name MonitorService - 4CCCRATDO3TO 4 Mo%— 1
i 5 ManitorService - [i]
4CCCBAFATFTE
Optional Parameters
stand By Monitor —Mone--

--Mone--

Export Events
. MonitorService - 4CCCEAFATFTE.

P

Port Number
Re-Try Count
Polling Interval seconds(1-999)
Assign Devices
Device =
D & Name Type m
] PVR Door-Device-1 PVR Door i}

+ Export Events: Select the Export events from the dropdown list to be exported to third party application.
» Specify the IP address and Port Number where the events are to be exported.

* Re-Try Count: Specify the re-try count upto which system will try exporting events and if not sent within
this count then that event will be skipped. Later the event can be obtained through API.

+ Polling Interval (Seconds): Specify the polling interval in seconds. It is the period for which COSEC
Monitor will wait in idle state (the state in which no event is being sent to server). It is 30 seconds by
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default. Thus if no event is sent for 30 seconds, a polling request is used to keep the connection with the
server alive in idle period.

Assign Devices

You can assign devices to the selected monitor by selecting the devices from the device picklist. The devices

assigned to the monitor service will be displayed in the grid.

If this monitor service is set as default from “License and Services”, then newly added device will be directly added

in the grid.

To add a device (PVR Door) to Monitor

1. Open the Webpage of PVR Door by accessing Door’s IP address (192.168.104.113) in browser. Configure the
Gateway and DNS settings as shown below.

3% MATRIX PVR Door - PVR Door-Device-1 (1)

Settings
Basic Profile
LAN Settings
Wi-Fi Settings
Mobile Broadband Settings
Server Settings
CCC Settings
Identification Server Settings
Date-Time Settings
Multi Language Support
Manage

View

¥  LAN Settings

IP Assignment
IP Address *
Subnet Mask *
Default Gateway
Preferred DMS
Alternate DNS
MAC Address

Static

E

182.168.104.113
255.255.255.0
192.168.104.1
182.168.50.100

00: 1b:09:03:2:b0

4 Enter URL

Test Connection

2. Configure the Basic Profile. Select the server connection as COSEC CENTRA.

33 MATRIX PVR Door - PVR Door-Device-1 (1)

Settings
Basic Profile
LAN Settings
Wi-Fi Settings
Mobile Broadband Settings
Server Settings
CCC Settings
Identification Server Settings
Date-Time Settings
Mutti Language Support
Manage

View

Basic Profile
Connectivity Status @ Ethernet: Failed to connect with Server, Please verify configurations on server.
Door Type Direct Door ~ Firmware Version VO1R33 (Oct 3 2017 - 13:59:31)

Server Connection COSEC CENTRA

Firmware Upgrade Time Jan 022018 - 12:42:20

System Up-Time

2 days 4 hrs 38 mins

Readers
Readers Mode Configured Reader Detected Reader
Internal - Card Entry MiFare -U Reader - Active MiFare -U Reader
Internal - Palm Entry Palm Vein Reader - Active Palm Vein Reader
External - Card Exit None MNone

3. Configure the Server Settings. Enter the URL as 192.168.104.12 as the IP address of computer where monitor
service is running and the Port as the Device Listening port.
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+3.IMATRIX PVR Door - PVR Door-Device-1 (1)

Settings
Basic Profile
LAN Settings
Wi-Fi Settings
Mobile Broadband Settings
Server Settings

CCC Settings

Date-Time Settings
Multi Language Support
Manage

View

Identification Server Settings

¥ Server Settings

This will be used

Connectivity Status

Encryption (55L)

Configuration

URL*

Panel

Connectivity Status

- COSEC CENTRA

to communicate with Monitor Service

O
@ Basic () Custom
192.168.104.12

@ Disconnected

Connect to Panel [l

Metwork Interface

IP Address *

Ethernet
11000

@ Ethernet: Connecting... Wi-Fi: Connecting...

Saved Successfully

4. The PVR door will be added to the default Monitor Service in Monitor Configuration. If the monitor service to
which door is to be assigned is not default, then you have to add the door to it. Once the door is connected to
monitor service at 192.168.104.12, then connectivity will display as Online.

MATRIX PVR Door - PVR Door-Device-1 (1)

Settings ¥ Server Settings COSEC CENTRA
Basic Profile
LAN SEttmgt This will be used to communicate with Monitor Service
Wi-Fi Settings Connectivity Status @ via Ethernet
Mobile Broadband Settings
Encryption (55L) O
Server Settings Configuration @ Basic (O Custom
URL® 192.168.104.12 11000

CCC Settings

Identification Server Settings Panel

Date-Time Settings Connectivity Status @ Disconnected

Multi Language Support Connect to Panel O

Network Interface Ethernet

IP Address * 11000

Manage 3

View 4

To change the Monitor service of device

Identify which devices has to be removed/assigned/re-assigned to which monitor service.
Example: PVR door is in Monitor Service-4. Now PVR door is to be assigned to Monitor Service- 5. Follow the
below mentioned steps.

1. Change the Server Settings of PVR with the IP address of computer where Monitor Service-5 is running.
2. Go to Company configuration > Monitor configuration. Remove the device from Monitor Service-4.

3.Then re-assign door to Monitor service-5 by selecting the PVR door from the pick-list. On saving, PVR will
communicate to the newly assigned/re-assigned monitor service.

Example: 10 devices of Company ABC are served by default monitor. But as the service gets slow, new monitor
service can be assigned to some or all of the 10 devices of Company ABC.
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CHAPTER 5 COSEC Services

The COSEC Utilities such as Enroliment, Monitoring of Devices, Visitor Management, Alert notifications are
managed by dedicated services. These services are installed from the COSEC application Setup.

Alert Service is required for sending notification alert.
Monitor Service is required for communicating with COSEC devices.
Enroll Service and Visitor Service handles the request of the Enroll Utility and Visitor Utility respectively.

Once the services are started and running, it will automatically get assigned to the company.
By default following COSEC services can be managed:

¢ Alert Service

¢ Enroll Service

¢ Monitor Service
¢ Visitor Service

COSEC Services

€ ' o a x

Semvice” 4 MonitorService - 4CCCRATDO3T0 D& Service Type Name
Service Type Monitor Service 1 Enroll Service EnrollService - 4CCC6A1D0370
Default 2 Visitor Service VisitorService - 4CCC6A1D0370
E 3 Alert Service AlertService - 4CCC6A1DO3T0
MAC Address 4C ¢ CC P eA ' 1D ' 03 ' T0 . . o -
4 Monitor Service MonitorService - 4CCC6A1DO3T0
IP Address” 192 ' 168 . 104 . 12
Damain Name
Web Access Port Number 11001
Secured Web Access Port Number” 11010
Drevice Port Number 11000

Secured Device Port Number 11009

Assigned Devices

computer can access Master service running on another computer. This will self-register the monitor
service and will appear in the list shown on right side.

v The new services cannot be configured here. But the services (Say Monitor Service) running on one

The Monitor Service on computer 192168.104.24 is using Master service running on computer 192.168.104.12 so
COSEC Services of 192.168.104.12 will list this additional Monitor service of 192.168.104.24 as shown below.
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COSEC Services

* 4 o x
Semice® |5 |monitarserice - acccaarazer | Da Service Type Name
Service Type Monitor Service 1 Enroll Service EnroliService - 4CCCATD0370

Defautt [ 2 Visitor Service VisitorService - 4CCCBATD0370

MAC Address® T P i = P Sy 3 Alert Service AleriService - 4CCC6A1D0370

4 Monitor Service MonitorService - 4CCC6A1D0370
.
e e I 5 Monitor Service  MonitorService - 4CCCBAFATFT6
Daomain Name

Web Access Port Number® 11001

Secured Web Access Port Number * 11010

Device Port Number 11000
Secured Device Port Number 11009
Assigned Devices 0
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Enroll Service

Service ™
Senvice Type
Default

MAC Address

IP &ddress
Damain Mame

Part humber *

Secured Port Mumber™

5

Enroll Service

Da ¢ 4E
142
192.168.104.11
12001
12010

EnrallService - DE4ENSDEOIAS

il
168

DE
104

03

84
11

MAC address: Enter the MAC address of the computer where the Enroll service is installed.

IP Address: Enter the IP address of the computer on which the Enroll service is accessible.

Domain Name: Enter any name as the domain name to assign with the Enroll service. While creating new service,

the domain name as set on “General Settings” page will be fetched here.
_and.

The valid characters are A-Z, a-z,0-9, -,

Port Number: This shows the port number at which device will communicate with Enroll Service. This port number

is entered from Enroll Service Settings.

Secure Port Number: This shows the port number at which device will communicate with Enroll Service on SSL
mode. This port number is entered from Enroll Service Settings.

Matrix COSEC Admin Management Portal

47



Alert Service

Semiice 3 Alertiervice - DE4ENEDEDIZAS
Serwice Type Alett Service
Drefault
MAC Address e ¢+ 4 ¢ 0§ DB ¢+ 03 ¢ a4
IF Address ™ 1432 . 168 . 104 . 11
Darmain Mame 192,168,104.11

Web Socess Port Mumber ™ 13001
Secured Wieb Access Port Mumber ™ 13010

MAC address: Enter the MAC address of the computer where the Alert service is installed.
IP Address: Enter the IP address of the computer on which the Alert service is accessible.

Domain Name: Enter any name as the domain name to assign with the Alert service. The valid characters are A-Z,
a-z,0-9, -, _and.

Web Access Port Number: This shows the port number of the computer at which COSEC Web can access the
Alert Service. This port number is entered from Alert Service Settings.

Secured Web Access Port Number: This shows the port number of the computer at which COSEC Web can
access the Alert Service on SSL mode. This port number is entered from Alert Service Settings.

Alert Service- time zone

When client is situated in a time zone other than Alert Service's time zone; Alert Service will take company's time
zone into consideration while processing scheduled tasks or generating scheduled reports.

“The time of execution for any task = Schedule Time + (Portal's Time Zone - Company's Time Zone)

Example:

Company's Time Zone = GMT - 05:30

Portal's Time Zone = GMT + 05:30

Suppose a task has been scheduled to run every day at 10:00 hours

So this task should be executed everyday by Alert Service as per it's time zone difference at
[10:00 + (GMT + 05:30) - (GMT - 05:30)]
= 21:00 hours
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Monitor Service

Service ¥ 4 Maonitarservice - DE4ENSDENIAS
Setvice Type Maonitor Service
Default
MAC Address DE : 4E ¢ 08 ! DB ! 03 ! A4
TP Address ™ 142 . 168 . 104 . 11
Domain Mame 19216610411

Web Sccess Port Mumber™ 11001
Secured Web Access Port Mumber™ 110da
Device Port Mumber 1100

Secured Device Port Mumber 11003

Assigned Devices 106

MAC address: Enter the MAC address of the computer where the Monitor service is installed.
IP Address: Enter the IP address of the computer on which the Monitor service is accessible.

Domain Name: Specify a domain name to assign with the Monitor service. While creating new service, the domain
name as set on “General Settings” page will be fetched here. The valid characters are A-Z, a-z,0-9, -, _and .

Web Access Port Number: This shows the port number of the computer at which COSEC Web can access the
Monitor Service. This port number is entered from Monitor Service Settings.

Secured Web Access Port Number: This shows the port number of the computer at which COSEC Web can
access the Monitor Service on SSL mode. This port number is entered from Monitor Service Settings.

Device Port Number: This shows the port number at which device will communicate with Monitor Service. This
port number is entered from Monitor Service Settings.

Secured Device Port Number: This shows the port number at which device will communicate with Monitor Service
on SSL mode. This port number is entered from Monitor Service Settings.

Assigned Devices: This shows the number of devices assigned to the selected Monitor Service. It will be
displayed once device is added from COSEC Web.
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Visitor Service

&

&

Service ¥
Service Type
Drefault

AL Address

P address "
Damain Mame

Fart Mumber *

Secured Port Mumber *

2

“isitor Service

De ¢ 4E
192
152.1658.104.11
16001

16010

Wisitorservice - DE4ENGDEN3AS

[i}:]
163

DB+ 03 ¢ A4
104 . 11

MAC address: Enter the MAC address of the computer where the Visitor service is installed.

IP Address: Enter the IP address of the computer on which the Visitor service is accessible.

Domain Name: Specify a domain name to assign with the Visitor service. While creating new service, the domain
name as set on “General Settings” page will be fetched here. The valid characters are A-Z, a-z,0-9, -, _and .

Port Number: This shows the port number at which service is accessible.

Secured Port Number: This shows the port number at which service is accessible on SSL mode.
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CHAPTER 6 Manage Database

The requests for database management activities like post/retrieve are processed by the Admin portal service. The
service processes the requests and update status for the same in company's COSEC database.

Every time a new post/retrieve request is submitted from COSEC Web, system will trigger Admin Portal Service
about adding up the same in the process queue.

Admin Portal Service maintains the COSEC Database location for company against the submitted task.
It then takes up the request one by one and process the same. It will also update task's status accordingly in the
Company's COSEC Database > Post/Retrieve Table.

The Company administrator can take backup of company’s database. See“Database Backup”.

The Company administrator can upgrade the company’s database. See “Database Upgrade”
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Database Backup

The Company Management team can take backup of the Company's COSEC Database through Admin portal.

To take backup of database; go to Manage Database > Database Backup.

Database Backup

s

]

Carnpany " 1 Shalini
Database Server 192,168,104, Phsqlexpress
Datahase Mame COSEC_Int

Backup Path *

Company: It displays the company profile name whose database backup is to be taken.
The Database Server and Database Name of Company is displayed as shown above.

Backup Path: Enter the path where the backup of COSEC database is to be created.

| Database Backup v Database backup generated successfully xﬁ

€

iii

Compary 1 Shalini
Database Server 192.168.104. Pysglexpress

Database Mame COSEC Int

2,168.104.24\Se curity Docurnents\Mew
er

- Whig
Backup Path Fold
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Database Upgrade

The company management team can upgrade the Company's COSEC Database through Admin Portal.
To upgrade the database of company; go to Manage Database > Database Upgrade.
Select Company: You can select the option as All or Select Randomly depending on the upgradation required.

When option is selected as “Select Randomly”, then select the Company profile from the picklist whose database
is to be upgraded.

Database Upgrade

*

Select Company All IZ|
=

Company "

Cormpany ID & Marme i |
1 Shalini i

Upgrade

After selecting the company, the profile will be displayed in the grid. Click on Upgrade button.

A Warning appears as shown below.You can take backup of database before upgrading. Click No and take the
backup of existing database from “Database Backup”. If backup is not required; then click Yes to continue upgrade.

Warning x

It is advisable to take backup of Database before
starting Upgrade.

Do you want to continue?

The database upgrade will be started and the status will be displayed as In Progress.
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Database Upgrade

&
Select Cormpany All
Carmpany ™ 10 Name =
Learch
Cornpany 1D & Marme Status i
1 Shalini In Progress

Then click on Refresh to refresh the status of upgradation. Once the database is upgraded, the status will show as
Success.

Database Upgrade

(-
Select Company Al
Company ™ 10 Mame =
Search
Cornpany ID & Marne Status i
1 Shalini Success
Refresh ][ Acknowdedge

Click on Acknowledge button to acknowledge the success/fail of database upgrading.
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CHAPTER 7 System Configuration

System Configuration enables you to configure Maintenance schedule and inform the Company so they can
manage the work accordingly.

The Secured connection can be established between the Company and the Server after configuring Security
settings.

The SMS notification and Email notification can be sent after setting SMS and Email Configurations.

Using General Settings the Company management administrator can specify the Master Service URL, Port, Utility
download URL and other important connection end points which will be used by the company for accessing
COSEC Web application.

EALILALIEY cosec ADmIN B2 L0 &
z J System Configuration
System Accounts

*
Maintenance Configuration Message *
Security
M5 Configuration Maintenance Start Date-Time * =]
Email Configuration Maintenance End Date-Time =]
General Settings i

SMs
Multi-Language Configuration

Email
Login Policy

| Save & Send Il Reset

Click on the links for various configurations:

“Maintenance Configuration”
“Security”

“SMS Configuration”

“Email Configuration”
“General Settings”
“Multi-language Configuration”
“Login Policy”
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Maintenance Configuration

The COSEC System requires maintenance time during up-gradation of versions. During this time the company may
not access COSEC application so the Maintenance duration can be configured from here which can be informed to
the company.

To configure the maintenance information click on the option System Configuration from the Admin Menu.

- 2 L 0 &

| oo -

System Accounts

Go to System Configuration> Maintenance Configuration. The page appears as shown below.

System Configuration

¢

Maintenance Configuration Software maintenance is scheduled

Message "

Security

5MS Configuration Maintenance Start Date-Time * 07/08/2018 B | oz00

Email Configuration Maintenance End Date-Tme ©  08/08/2018 B 1330

General Settings S

SMS
Email

Multi-Language Configuration

L Poll
O Foiny ‘ Save & Send H Reset

Message: Enter a message which is to be sent to the company as maintenance display message.
Maintenance Start Date-Time: Select the date and specify the time at which maintenance will be started.
Maintenance End Date-Time: Select the date and specify the time at which maintenance will end.

Enable SMS check box to send SMS to all active company’s contact number.
Enable Email check box to send Email to all active company’s Email ID.

On the basis of this Mail is sent to the company informing the maintenance alert. Mail is to be updated considering
individual company's time zone as well.

v Enabling of SMS or Email Check-box is not mandatory to schedule the maintenance message.
Click Save & Send to save the configuration and send SMS/Email to the company.
The company/user will get scheduled maintenance message on login page about 2 days prior to Schedule

Start Date.
Click on Reset button if maintenance message is to be removed from displaying.
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Suppose if the maintenance gets completed earlier than the End Date-time; then Reset button will stop displaying
the current maintenance message.
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Security

To configure the Secure Communication settings click on the option System Configuration from the admin menu.

o 8

§ System Configuration

System Accounts

Go to System Configuration> Security. The page appears as shown below.

System Configuration

&

Maintenance Configuration Enable Secure Communication

EELAT Upload S5 Certificatelpfd | Browse... | No file selected.
SMS Configuration Password

Certificate Friendly Name *
Email Configuration

Port” 443
General Settings Save H Cancel |

Multi-Language Configuration

Lagin Policy

SSL or Secure Sockets Layer is a security protocol that enables to have secured communication between Client
and Server by making use of asymmetric keys. These keys are defined in pairs of public-private key. Public key is
available to all clients while private key is only available with the server owning the SSL certificate. There keys have
following properties:

« Data encrypted by client using public key can only be decrypted by server using the private key.
« Data encrypted by server's private key can only be decrypted by using the public key.

SSL allows sensitive information (e.g. login credentials) to be transmitted securely.
+ Enable Secure Communication: Select to enable secure communication using SSL encryption.

+ Upload SSL Certificate(.pfx): Click to browse the file through your system and select the SSL certificate
to be uploaded as a *.pfx file. Click Upload.

Upload SSL Certificate.pf] | | cOSEC.pfx (pending)
+ Password: Enter the password required to access the uploaded SSL Certificate.

+ Certificate Friendly Name: Enter a friendly name for the SSL Certificate. This will be used internally by IS
during certificate configurations.
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* Port: Enter the port number on which secure communication is to be carried.The default Port for SSL
communication is 443 (recommended). However, any other port can be used.

% Some pre-defined ports do not support SSL communication. If the user configures SSL on such a port,

settings will be saved successfully, but he/she will fail to access COSEC. In such a case, the user should

manually change this Port setting in IS and thereafter COSEC can be accessed.

found from DB that SSL has been enabled, the communications made thereafter will be on SSL basis.

% The initial communication just after enabling SSL communication will be insecure. Later on, as soon as it is

Enable Secure Communication
Upload S5L Certificate(.pfx)

Passward

Issuer
55Lversion
Valid From
Valid To

Certificate Friendly Mame "

Port*

Browse...

Save | | Cancel

CN=localhost

3

01/02/2016 16:20:15
01/02/2021 05:30:00

No file selected.

% When Security mode is switched from Non-SSL to SSL or vice versa then all the services will be restarted.

*Restarting Master Service will only be possible when Master Service is accessible from Admin
Management Portal Web Server. If not then user has to restart it manually.

*Restarting any COSEC Service will only be possible when it is accessible from Master Service. If not then

user has to restart it manually.

*There can be scenarios when the service is stopped and started. However by the time starting is

attempted the ports are not freed. In such cases the service will stop giving reason as port unavailability.

So user has to start it manually.

Matrix COSEC Admin Management Portal

59



SMS Configuration

For SMS configuration settings click on the option System Configuration from the admin menu.

o 8

1 System Configuration

System Accounts

Go to System Configuration> SMS Configuration. The page appears as shown below.

Systern Configuration

pinberance Configuration Service Provider SMES Gateway Centre - 4+

Ernail Configueation

General Settings

Login Palicy

Teut Message

Save Cancel

If SA user forgets his password, then his OTP can be retrieved on his Mobile number if the SMS Configuration is
done from this page.
For getting OTP on Mobile, the Contact number must be available in “System Accounts” Detail.

The user needs to ensure that the COSEC ALERTS computer has an internet connection for this
functionality to work.

The SMS setting parameters need to be configured as described here.
Select the Service provider from the drop down list. The service providers already supported are:

+ SMSGatewayCenter

+ SMSLane

*  BusinessSMS
+ BulkSMS

- SNOWEBS

To add new service provider “New Service Provider”

After selecting the service provider, enable the Active checkbox to activate the service provider.
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Enter the Username, Password, and the registered Sender ID in the respective fields as shown above.

The username, password and registered sender ID for different service providers can be found from
% Support Data or administrator.

Alert Cycle: Specify the time in seconds between successive send attempts when the system tries to send the
pending messages.

Retry Count: Specify the number of times the system needs to retry.

Active Days: Specify the number of days for which the pending messages will be treated as active in the event of
the Alert service being temporarily stopped.

Disable Sending SMS: Check this box for temporarily disabling the SMS sending functionality.
Test Message:

Enter a phone number in the field provided and send a test message to test the settings. The user may now start
the alert service to send the SMS.

New Service Provider

To add a new service provider, click the + button. The API Configuration window appears on your screen.

API Configuration b

Service Provider Mame ™ way2sms

Service Provider URL ™ http://way2sms.co

Base URL™ localhost/way2sms/login

[+]

APL Argument Argument Value Custom Value

No Data

£

Argument Separator”
Request Method Post |Z|

Request Preview localhost/way2sms/login?

Balance Check

[+]

API Response COSEC Response

No Data

Enter the new service provider's name (e.g. “way2sms”) and URL i.e. the actual service provider website used for
registration etc. (e.g. “www.way2sms.in”).

Service Provider Name: Enter the new SMS service provider's name (e.g. “way2sms”)

Service Provider URL: Enter the URL of the service provider.This url is displayed on the main SMS Setting
page as shown in the screen below.
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Service Provider

Active

Disable Sending SMS

= 4

Phone Number

User Mame *
Passwaord ™
SenderID”
Alert Cyele
Retry Count ™

Active Days *

SMS Gateway Centre

www.smsgat

| Save ||

Cancel

seconds(1-120)
399

19

2

Base URL:Enter the base url of the service provider as given in the APl document. This is used for sending the

message through SMS.
Example: In the following url: “localhost/way2sms.com?uname=test;pwd=test;number=test;sid=test”, the
url before the question mark is the base url and the remaining part is the argument and its value as shown
in the screen below.

Request Preview

Sway2sms.com?

testpwd=testn JKE:E‘S:SM::EE-I

Now add the APl arguments by clicking on Add icon as shown below.

AP Argument

Argument Value

Argument Separator *

Request Method

No Data

Post

Custom Value

API Argument

Argument Value

User Name

Custom Value

E| v X

* API Argument: Enter the APl argument name specified in the APl document of the service provider.

* Argument Value: Select the argument value from the dropdown list which is to be associated with the API
argument. Eg: Select the Argument value one by one from the drop down options. Eg: Select Argument
value as “User Name” and specify APl Argument as “uname” which will be used in the APl argument.
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AP Argument Argument Value Custom Value
G E A
Argument
Sender 1D 1
Reque! phone ho, El
Reque Custam way2sms/login?
Message
[+]
API Argument Argument Value Custom Value
uname User Name E vx
Argument Separatar” | O_K |

Click Add icon to associate APl Arguments with the Argument value. These APl arguments are available in the
API document of the service provider. The added arguments get displayed in the grid below.

API Configuration
Service Provider Name way2sms
Service Provider URL" http://fway2sms.com

Base URL" | localhost/way2sms/login
4+

AP Argument Argument Value & Custom Value
pwd Password S
number Phaone No. S
sid Sender ID S
uname User Name £

One can also click Delete icon, if any argument is to be removed. Further, one can also edit any argument by
clicking on it, editing the argument and then clicking Update.

« Argument Separator: Enter the argument separator to be used for firing a command. Example.: “&” or “;”.

* Request Method: Select the method for sending the message via sms. The options are: post and web. If
post is selected, you can send long messages without any limitation. If Web is selected, you can send only
short messages.

* Request Preview: Displays the preview of the url with arguments as shown in the screen below.

+ Balance Check: Select to allow balance check, if the service provider needs to use it.

Argument Separator© | &

Request Method Post IZ|

localhost/way2sms/loginfuname=test&
Request Preview pwd:testc’tsl}d=test&numher=test

Balance Check [V 100

+ API Response: Enter the APl Response to be used for the selected COSEC Response from the
dropdown list. Click Add button and the response gets displayed in the grid.

E.g. If “1” APl Response is specified for the “Success” COSEC Response, then if the message is sent
successfully then API will respond with 1 value and COSEC will respond withe value success.
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—
API Response & COSEC Response
0 Failure Fd |
1 Success Fd |
‘ Save ‘ ‘ Cancel |

Click Save button to save the above API configurations. The new service provider will be created and will appear in
drop down options of Service Provider.

| System Configuration v Saved Successfully x_

€

Maintenance Configuration Service Provider : way2sms 3'[ L d

Motification Configuration Active

User Name*

Security
Password*
SMS Configuration G
Email Configuration Flash Message
N = i .

General Settings Alert Cycle 10 seconds(1-120)

Retry Count” 3 399

Active Days " 1 19

Disable Sending SMs [0

httpi/fway2

Test Message

200

Phone Mumber

Save H Cancel

% To edit API configuration for a user-defined service provider, on the SMS Setting page, select a service

provider and click the Edit - button.
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Email Configuration

For Email configuration settings click on the option System Configuration from the admin menu.

o I8

N System Configuration

System Accounts

Go to System Configuration> Email Configuration. The page appears as shown below.

System Configuration

Ferrific ksl Prtsen o N
ncoming Mall Frotcco ® poP3 () IMAP
=5 Y FO \

ST [ gy L S

Test Mail

Save ‘ ‘ Cancel

If SA user forgets his password, then his OTP can be retrieved on his Email ID if the Email Configuration is done

from this page.
For getting OTP on Email, the Email ID must be available in “System Accounts” Detail.

The user needs to ensure that an SMTP Server has been set up on the network. The E-mail setting parameters

need to be configured as described here.

SMTP Server: Enter the IP address or name of the configured SMTP server. Check the server availability with your

network administrator.
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?You can use Gmail SMTP Server if Internet connection is available.

+ SMTP server: smtp.gmail.com

+  SMTP Port: 587(POP3)/993 (for imap)

* Email ID: Gmail id of the user
SMTP Port Number: Specify the TCP port for the SMTP service as set on the SMTP server.
Incoming Mail Protocol: In the event of activating the approve/reject links in the leave application alerts the user
needs to specify the mail protocol for the incoming mails. Select POP3 if emails are to be popped from the server to
the client. E.g. Microsoft Outlook. Select IMAP if emails are to be stored in the server only like gmail or yahoo
where the emails are stored on the server only.
POP3/IMAP Server: Specify the IP address or name of the configured POP3 or IMAP server.
POP3/IMAP Port Number: Specify the appropriate incoming port for the SMTP service as set on the SMTP server.
Sender E-mail ID: Mention the sender Email ID in this field.
Sender Display Name: Specify the user name as to be displayed in the emails.
User Name: Specify the user name as set in the outlook account on the Alert PC.

Password: Specify the password as set in the outlook account.

Alert Cycle: Specify the time in seconds between successive send attempts when the system tries to send the
pending messages.

Retry Count: Specify the number of times the system needs to retry to send the same Email message in the event
of an unsuccessful attempt.

Active Days: Specify the number of days the system needs to keep the unsent messages active in the event of the
service being stopped.

Enable SSL: Select the check box, if the communication via email is to be made secured using SSL (Secure
Socket Layer).
Example: In the event of using an external SMTP server like gmail, the enable SSL option needs to be enabled.

Disable Sending Mail: Check this box for temporarily disabling the mail sending functionality.

Delete Mail from server: Check this box for deleting all mails from the server as soon as they are downloaded to
the client.

Test Mail

+ E-mail ID: Specify the email id on which the test mail can be sent. Click Send Mail button to send the test
mail.

Once the above settings are done click Save button.
The User needs to start the Alert service by clicking on the Start Service button.
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General Settings

General Settings allow the Company management administrator to specify the Master Service URL, Admin Portal
Service URL and Utility download URL.
Once the service URLs are entered, then the fields shown below will be non-editable.

For General settings click on the option System Configuration from the admin menu.

| System Configuration

System Accounts

Go to System Configuration> General Settings. The page appears as shown below.

System Configuration

&
Maintenance Configuration Master Service URL net.tep://192.168.103.120:15001 /MasterService/
Security Master Service Secured URL net.tep://192.168.103.120:15010/MasterService/

Master Service Device Listening Port Number 15005
SMS Configuration
Admin Portal Service URL net.tep://192.168.103.120:14001 /ACMSAdminServict
Email Configuration Admin Portal Secured Service URL net.tep://192.168.103.120:14010/ACMSAdminService
General Settings Admin Partal Web Access Port Number 14000

COSEC Web URL (Internal)* localhost/COSEC

Multi-Language Canfiguration CEREE R AL \'Extemalj
Login Palicy COSEC Visitar URL fInternal) * localhost/COSECYisitar
COSEC Visitor URL (External)
Portal Time Zone [UTC=+05:30} Chennai, Kolkata, Mumbai, New D
Central NTP Server

Save | | Cancel

When the Master service and Admin Portal service are self-registering, then the URLs of services will be fetched
and displayed here.

Master Service URL: This is the URL to access the system where master service is hosted or installed.

Master Service Secured URL: This is the secured URL to access the system where master service is hosted or
installed.

Master Service Device Listening Port Number: This is the port number at which device will communicate with
Master service.

The device will request to the Master service. The Master service will serve the device either on port 15005 or
15025. So according to the communication between device and master service, the “Master Service Device
Listening Port” in General Settings will be updated and displayed in General Settings.

Admin Portal Service URL: This is the URL where the Admin portal service is installed/hosted.

Admin Portal Secured Service URL: This is the secured URL where the Admin portal service is installed/hosted.
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Admin Portal Web Access Port Number: This is the port number of the computer at which COSEC Web can
access the Admin Portal Service.

The Client accessing COSEC Web does the communication with Admin Portal (say for Licensing purpose) on this
Admin portal web access port number.

The COSEC Web will request to the Admin Port Service. The Admin Portal Service will serve the Web on port
14000 or 14009. So according to the communication between Web and Admin Portal, the “Admin Portal Web
Access Port Number” port will be updated and displayed in General Settings.

This port can be configured from “Admin Portal Service Settings” as shown below.

Admin Portal Service Settings - » - - X
Master Service Address  localhost: 15001 Test Connection |

Port Number 14001 (1024 - 65535)
Secure Port Number q4p1p (1024 - 65535)
Web Access Port Number 14000 (1024 - 65535)
Secured Web Access Port Number 14005 (1024 - 65535)
Request Time-Out 30 Sec. (10-600)

Response Time-Out 10 Sec. (10-600)

| Save | | Cancel

COSEC Web URL (Internal): Specify the URL of Internal network for accessing COSEC Web application. Once
this URL is entered during installation of setup, then the COSEC Web URL will automatically appear here.

COSEC Web URL (External): Specify the URL of External for accessing COSEC Web application. Once this URL
is entered during installation of setup, then the COSEC Web URL will automatically appear here.

COSEC Visitor Portal URL (Internal): Specify the URL of Internal for accessing COSEC Visitor Portal application.
Once this URL is entered during installation of setup, then the COSEC Visitor Portal URL will automatically appear
here.
COSEC Visitor Portal URL (External): Specify the URL of External network for accessing COSEC Visitor Portal
application. Once this URL is entered during installation of setup, then the COSEC Visitor Portal URL will
automatically appear here.
Portal Time Zone: It is the time zone of the location where Admin Portal Service is running.
When client (company) is situated in a time zone other than Alert Service's time zone; Alert Service will
v take company's time zone into consideration while processing scheduled tasks or generating scheduled
reports.

For example “Alert Service”

Central NTP Server: Specify the NTP server for the clock synchronization between the systems.
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Multi-language Configuration

General Settings allow the Company management administrator to specify the Master Service URL, Admin Portal
Service URL and Utility download URL.
Once the service URLs are entered, then the fields shown below will be non-editable.

For configuration of Multi-language click on the option System Configuration from the Admin Menu.

o I8

1 System Configuration

System Accounts

Go to System Configuration> Multi-language Configuration. The page appears as shown below.

System Configuration

&
Maintenance Configuration support Multi-Language Input @
Security Input Alignment Left To Right v
5MS Configuration | Save || Cancel |
Email Configuration
General Settings

Multi-Language Canfiguration

Login Palicy

Support Multi-language Input: The users around the world can use COSEC system in their regional languages.
So check this box to enable the multi-language input functionality which will enable you to enter the input in your
own language.

Data input and storing the same in database will support UTF-8 characters.

Input From: Select the orientation of multi-language input data from “Left to right” or “Right to left”. E.g. If “Right to
Left” option is selected, then the input is entered from right side of the textbox and goes to left.

"The list of invalid characters is as follows:

HPA=""{}];<>2&"*
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Login Policy

For configuration of Login Policy click on the option System Configuration from the admin menu.

o 8

| System Configuration

- System Accounts

Go to System Configuration> Login Policy. The page appears as shown below.

System Configuration

&
Maintenance Configuration Login Authentication Mode Passward OR OTP v
Security I Save “ Cancel |

SMS Configuration

Email Configuration

General Settings

Multi-Language Configuration

Lagin Policy

Login Authentication Mode: Select the option to allow users to login into system via Password, Password OR
OTP or Password Then OTP.

Login Authentication Mode |§Passw-:|rd OR OTP iv
Password

Password OR OTP
Password Then OTP

If “Password or OTP” and “Password Then OTP” is selected; then SMS Configuration and or Email Configuration
must be done to get OTP on SMS and or Email.
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System Accounts

To create the system account users click on the option System Accounts from the admin menu.

- 2 LV 0 &

S B

System Accounts

The System Accounts page appears as shown below.

System Accounts

¢ + ¢ @ B x

0+ [|o |
Name*
Email D *

Contact”

Name
asdafqg
fsdfsdiviouai
SA

shruti

Click on New to create new system account user.

ID: Enter the ID of the user.

Name: Enter the name of the user.

Email ID: Enter the Email ID of the user.
Contact: Enter the Contact number of the user.

Hame *
Email ID*

Contact”

SR

Sheetal
sheetal.raval@matrixrd.org

9656624826

Click Save button to save the system account user.

System Accounts

€ + & o B x

Email 1D

Contact”

D* SR

v Saved Successfully

Name®  Sheetal
sheetal.raval@matrixrd.org

9636624526

x_

Da Name

34 asdafgg
AL@I fsdfsdiviouai
sa SA

50 shruti

SR Sheetal
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Help, Contact, About Us

Help

To view the Help manual of Admin Portal; click on the Help option from the admin menu. The pdf manual will open
which will guide you for the management of portal.

Contact Us

To view the Contact details of Matrix Comsec Pvt. Ltd.; click on the Contact Us option from the admin menu.

Contact Us

The Contact Us page appears as shown below.

€

MATRIX COMSEC PVT. LTD.

Head Office:

394-GIDC, Makarpura,

Vadodara-390 010,

Gujarat, India.

Ph: 18002587747 (Toll Free)

Fax: +91 265 2636598

Email: Customer.Care@matrixcomsec.com

Visit Us: www.MatrixComSec.com

The Address and phone number details are displayed. You can visit the matrix website by clicking on Visit Us link.
About

To view the version and product details of software; click on the About option from the admin menu.

- 2 LU 0 &

*
Admin Portal Version: 13.21
Product Type: COSEC CENTRA
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Change Password

To change the login password of Admin Portal click on the option Change Password from the admin menu

g- 2 L 0 &-
[ sa |
Change Password

Logout

The Change Password page appears as shown below.

Change Password

€

Current Password * wesse

New Password ™ sssessss

Confirm Password ‘uuuu |

‘ Save ‘ | Cancel |

Enter the Current Password of the Admin Portal.
Enter the New Password to be updated.
Re-enter the New Password for confirmation.

Click on Save to save the changes.
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