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Documentation Disclaimer

Matrix Comsec reserves the right to make changes in the design or components of the product as engineering and
manufacturing may warrant. Specifications are subject to change without notice.

This is a general documentation for all variants of the product. The product may not support all the features and
facilities described in the documentation.

Information in this documentation may change from time to time. Matrix Comsec reserves the right to revise
information in this publication for any reason without prior notice. Matrix Comsec makes no warranties with respect
to this documentation and disclaims any implied warranties. While every precaution has been taken in the
preparation of this system manual, Matrix Comsec assumes no responsibility for errors or omissions. Neither is any
liability assumed for damages resulting from the use of the information contained herein.

Neither Matrix Comsec nor its affiliates shall be liable to the buyer of this product or third parties for damages,
losses, costs or expenses incurred by the buyer or third parties as a result of: accident, misuse or abuse of this
product or unauthorized modifications, repairs or alterations to this product or failure to strictly comply with Matrix
Comsec operating and maintenance instructions.

Warranty

For product registration and warranty related details visit us at:
http://www.matrixaccesscontrol.com/product-registration-form.html

Copyright

All rights reserved. No part of this user manual may be copied or reproduced in any form or by any means without
the prior written consent of Matrix Comsec.

Version 23
Release date: December 15, 2022
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CHAPTER 1 Introduction

Welcome

Thank you for choosing the Matrix COSEC Visitor Management System (VMS). The COSEC VMS is a desktop
based application which integrates with the COSEC WEB application as well as the COSEC database. It is a part of
the COSEC suite of applications that helps in tracking and monitoring visitors to a premises in an efficient and
comprehensive manner.

This integration with the COSEC application platform provides key advantages like accessing the existing
Employee, Company and Department Information. It assists in capturing all relevant information about the visitor
which is automatically stored in a database.

About this System Manual

This is common document providing detailed information and instructions for installing and using the COSEC
Visitor Management System for Visitor Monitoring and Control purposes.

The COSEC VMS application connects to a database at the backend which contains all the information required by
different COSEC modules.
If you are accessing the COSEC Server GUI, Device Module> Device Configuration > Click Add Button,
there are three options related to Panel, namely Panel, Panel Lite and Panel200.

The term Panel refers to COSEC Panel200/Panel Lite. The feature access may differ as per the Panel
variant.

Panel Lite V2 has been renamed as Panel200, hence the screens for Panel Lite V2/Panel200 represent
the same.

Intended Audience

This System Manual is aimed at:

+ System Engineers, who will install, maintain and support the COSEC System. System Engineers are
persons who are responsible for configuring the COSEC system to meet the requirements of the
organization/users. It is assumed that they are experienced in installing a Visitor Management System and
are familiar with the operation of such systems. They are expected to be aware of how it works, and the
various technical terms and functions associated with it. The SE must have undergone training in the
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installation and configuration of the COSEC system. No one, other than the System Engineer is permitted
to make any alterations to the configuration of the COSEC system.

System Administrators, who are persons who will monitor and control the COSEC system after
installation. Generally, an employee of the IT/HR department in an organization or establishment is
selected as the System Administrator. It is assumed that the System Administrator has some previous
experience in configuring and deploying a Visitor Management system.

Operators, persons/organizations who will be involved in the day to day operation of the COSEC VMS
application. They may be include security personnel of small and medium businesses, large enterprises,
front desk and service staff of commercial and public organizations/institutions.

Organization of this Document

This system manual contains the following topics:

Introduction - gives an overview of this document, its purpose, intended audience, organization, terms
and conventions used to present information and instructions.

Know Your COSEC VMS - describes the system and its design, different network topologies, the
interfaces, and the hardware.

Installing COSEC VMS application - gives step-by-step instructions for installing the COSEC VMS
application.

Starting the COSEC VMS application - provides instructions for starting up the COSEC VMS application
as also a description of all the functionalities.

How to Read this System Manual

This document is organized in a manner to help you get familiar with the COSEC VMS application, learn how to
install it, and use its functionalities to monitor and control the visitors. The manual also covers the installation and
configuration of the COSEC VMS application.

This System Manual is presented in a manner that will help you find the information you need easily and quickly.

You may use the table of contents and the Index to navigate through this document to the relevant topic or
information you want to look up.

Instructions

The instructions in this document are written in a step-by-step format. Each step, its outcome and
indication/natification, wherever applicable, have been described. Pictorial representations of the relevant
screens have been provided wherever applicable.

Notices

The following symbols have been used for notices to draw your attention to important items.

Important: to indicate something that requires your special attention or to remind you of
something you might need to do when you are using the system.
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Caution: to indicate an action or condition that is likely to result in malfunction or damage to the
system or your property.

Warning: to indicate a hazard or an action that will cause damage to the system and or cause
bodily harm to the user.

<

Tip: to indicate a helpful hint giving you an alternative way to operate the system or carry out a
% procedure, or use a feature more efficiently.

Technical Support

If you cannot find the answer to your question in this manual or in the Help files, we recommend you contact your
system installer. Your installer is familiar with your system configuration and should be able to answer any of your
questions.

Should you need additional information or technical assistance with the COSEC system and other Matrix products,
contact our Technical Support Help desk, Monday to Saturday 9:00 AM to 6:00 PM (GMT +5:30) except company
holidays.

Phone (+91)18002587747
Internet www.MatrixComSec.com
E-mail Tech.Support@MatrixComSec.com
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CHAPTER 2 Know Your COSEC VMS

The COSEC VMS is a desktop based visitor management tool that helps in tracking and monitoring visitors to the
premises in an efficient and comprehensive manner. The COSEC VMS enables security conscious facilities to
enhance the ways of tracking visitors. It can be installed on any computer on the network located near the lobby or
the main entrance of the premises.

COSEC VMS Utility supports language translation using the Multi Language Utility. To know more, refer to the Multi
Language Utility User Guide.

The COSEC VMS application is an advanced visitor management and tracking system that provides the following
features:

+ Determine the authorized visitors to your facility.

+ Identify unwanted visitors.

» Improve lobby and security desk productivity.

+ Create Visitor record with Photo and Fingerprint.

» Generate customized visitor passes.

» Maintains a watchlist or blacklist to filter unwanted visitors.
» Single screen visitor check in.

+ Automatically notifies the host about a visitor’s arrival.

» Easily and quickly generates detailed reports of visitor traffic from the COSEC Web application.
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CHAPTER 3 Installing COSEC VMS

Software

Before commencing the installation, make sure that the computer on which the COSEC VMS software will be
installed meets the necessary requirements.

System Requirements

Operating Systems: Windows7 Professional and above
Processor: Recommended is dual core processor and above
RAM: Minimum available is 512 MB RAM

Hard disk: Minimum available is 40 GB

Screen resolution: Minimum Recommended is 1366 x 768
DVD/CD-ROM drive

Network Interface card: 10/100 Base-T network adapter

Microsoft .Net Framework ver 4.0

Pre-Requisites for Face Enroliment

Computer Hardware Platform

For Windows with CPU:

6th and above generation Intel Core processors and Intel Xeon processors.
Intel Xeon processor E family (formerly code named Sandy Bridge, vy Bridge, Haswell and Broadwell)
3rd generation Intel Xeon Scalable processor (formerly code named Cooper Lake)

Intel Xeon Scalable processor (formerly Skylake and Cascade Lake).
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% Processor graphics are not included in all processors.
A chipset that supports processor graphics is required if you're using an Intel Xeon processor.
For Windows with GPU:
* Nvidia GeForce FTX 1050 Ti-4GB onwards

Operating System

Microsoft Windows 10 64-bit
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Installing COSEC VMS Utility

To install COSEC VMS Utility Application, first run the COSEC Installer setup.

Name Date medified Type Size
. Prerequisites 1/25/2017 1241 PM File folder
| Software 1/25/2017 12:42 PM File folder
it COSEC 64-bit Upgrade 1/24/2017 1226 PM  Application 13,799 KB

_ InstallLogs

|25 Setup

2017 3:30 PM Text Document 40 KB
/20171238 PM Application 57T1KB|

Click Install.

5% Matrix COSEC Installer — <

+ MATRIX
. Install
Install COSEC components.

SECURITY SOLUTIONS

COSEC

Right People in Right Plac

Welcome
Options

Summary

Progress

Done

COSEC 18.3.1
(COSEC VYOM)

You can select Complete or Custom Installation. We will proceed further with Custom option.

Installation Options

— - |
i B Complete
E AllC compont be instalied, including Enroll, VMS and Alerts features

" ]

i Custom

4 B 0SEC components willbe installed. This option s recommended for advanced
| R
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Select COSEC Visitor Management and COSEC Visitor Management Service to install COSEC VMS Utility and
Visitor Service respectively.

5% Matrix COSEC Installer — "

«& MATRIX

SECURITY EOLUTIONS

Custom Installation Options

COSEC Selectthe components you wantto Install
Right People in Right Place at Right Time [] COSEC Admin Management Portal 10714 MB
[ cosEC Enroll 3051 MB
v Welcome [ COSEC Integrate 28.83MB
COSEC Visitor Management 52.93 MB
Options ] COSECWeb 32559 MB
[ COSEC Visitar Portal 7564 MB
Summary [ COSEC Admin Management Portal Service 42 .34 MB
[ COSEC Enroll Service 36.36 MB
Progress [] COSEC Identification Service 2518 MB
[ COSEC Master Service 68.34 MB
Done [] COSEC Monitor Service 34840 MB
COSEC Visitor Management Service 3543 MB

Select All

* Space required 88.37 MB
C:\ Free Space 155.15 GB

COSEC 18.3.1

(COSEC VYOM)

To install COSEC Visitor Management Service, the FIPS Algorithm Policy must be disabled. To know more,
refer “Installing Visitor Service”.

Click Next to install the setup.

The confirmation window appears. Click Install to proceed with the installation.
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5% Matrix COSEC Installer — ¥

«& MATRIX

SECURITY SOLUTIONS

Custom Installation

COSEC The following COSEC components will be Installed:
# COSEC Visitor Management
# COSEC Visitor Management Service

Right People in Right Place ot Right Time

v  Welcome
+ Options

Summary

Progress

Done

COSEC 18.3.1
(COSEC VYOM)

After the successful installation of COSEC Visitor Management and COSEC Visitor Service, Installation Complete
window appears as shown below.

Installation Completed.

All selecied componenis were successiully insialled.

=

Click Exit.

After the successful Installation, a shortcut icon for VMS Utility will be created on your desktop.
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1. VMS Utility will work only if VMS Service is running.
2. VMS Service will be active and running only if Master service is running.

Uninstalling/Reinstalling COSEC VMS Utility and COSEC Visitor Service

To uninstall COSEC Visitor Management and COSEC Visitor Service, click Uninstall.
To reinstall COSEC Visitor Management and COSEC Visitor Service, click Reinstall.

- Matrix COSEC Installer — Y

¢ MATRIX

SECURITY BOLUTIONS Install
Install COSEC components.
COSEC
Uninstall

Right People in Right Place at Right Time s =
Remove sslected or all COSEC components

Welcome

Reinstall
Reinztall or Upgrade selected or all COSEC components

Options

Summary

Progress

Done

COSEC 18.3.1
(COSEC VYOM)
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Installing Visitor Service

To install the Visitor Management Service make sure you complete the steps mentioned in the pre-requisites and
then install the same.

Visitor Service will be active and run only if Master Service is running.

Pre-requisite for Installation

You must disable the FIPS Algorithm Flag. To do so, follow the steps mentioned below.

FIPS Algorithm Policy Check

To install COSEC Visitor Management Service, the FIPS Algorithm Flag must be disabled.

If you have started installing the Visitor Management Service and if the FIPS Algorithm flag is enabled then
% following pop up will appear.

Visitor Service

FIPS Algorithm Policy must be disabled for COSEC Components to work properly.

To disable FIPS Algorithm Policy, select Registry Editor (or search regedit) from the start menu of your computer.
Then in the Registry Editor follow this path:
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\FipsAlgorithmPolicy.
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B Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Contrel\Lsa\FipsAlgerithmPolicy

~ [ Computer
) HKEY_CLASSES ROOT
HKEY_CURRENT_USER
v HKEY_LOCAL_MACHINE
i.| | BCDODDDDDDD
HARDWARE
SAM
SECURITY
SOFTWARE
v | SYSTEM
ActivationBroker
Control5et001
~ | | CurentControlSet
~ Control
; {7746D30F-57ED-4E26-9543-26B41 FC22F79}
AccessibilitySettings
ACPI
ApplD
AppReadiness
Arbiters
Audic
BackupRestare
BGFX
BitLocker
BitlockerStatus
Bluetocth
Cl
Citrix
Class

-

Name

ab) (Default)

o

{| Enabled

Type Data
REG_SZ
REG_DWORD

{value not set)
000000000 (0)

Double click on Enabled and the Edit DWORD (32-bit) Value dialog box appears as shown below:

B

File Edit View Favorites Help

Computer\HKEY_LOCAL_ MACHINE\SYSTEM CurrentControlSet\Contrel\Lsa\FipsAlgorithmPolicy

AccessProviders

Audit

CachedMachineMames

CentralizedAccessPolicies

CompenentUpdates

Credssp

Data

DPL

FipsAlgorithrmPolicy

GBG

D

Kerberos

MSY1_0

Offlinel SA

OfflineSAM

05Config

Skew

550

SspiCache

- Tracing
LsaExtensionConfig
Lsalnformation

ManufacturingMode
MediaCategories

Medialnterfaces
BdedizD ;

-

Mame

ab) (Default)
¥ Enabled

Type Data
REG_SZ
REG_DWORD

(value not set)
000000000 (0)

Edit DWORD (32-bit) Value X
Value name:
[Enabled |
Value data: Base
() Decimal
Carcel

« Enter 0 as the Value data to disable the FIPS Algorithm Policy.

* Now you need to reset the Internet Information Services (lIS) Server. To do so, search Internet
Information Services (IIS) Manager from the start menu of your computer.

12
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U‘;' DESKTOP-RO51000 Home

W3 DESKTOR-RO51000 (DESKTO)
L lieslls i [I™ - G Shew A1 | Geowp by: Ares

$ L [ =

MNET MNET Error NET NETTrust  Application  Connection  Machine Key ages ol
..... piltion Pages  Globahrstion  Leerls Settwgs t

Actions
X
a
L3 2 s § -
" -
Pagesand  Provid Session State SMTF E-m
o
- w
| E‘ A
U’ i ]
HTTR AR and 1SAP! Filters. logging N L
on & Resty

» To reset the IIS Server, click Reset under Actions > Manager Server.

Now you can proceed with the installation of the Visitor Service.

Accessing the Visitor Management Service from the Tray

To know about the installation of Visitor Management Service, refer “Installing COSEC VMS Utility”.

After the installation, you can start the COSEC Visitor Service Application by browsing the folder from C:\Program

Files (x86)\Matrix\COSEC Visitor Service

When Visitor Service starts, Visitor Service’s a8l icon will be displayed in the System Tray (Notification area) on

the right side of the taskbar. When Visitor Service stops, Visitor Service’s icon will be displayed.

Right click on this icon.

B M L
e _2n n I
€L | Visitor Service - Stopped |

aF - Right Click
4>

Start Visitor Service
Settings
Version Upgrade

Sync Log Parameters
Refresh Status
About

Exit

The options displayed are — Start/Stop Visitor Service, Settings, Version Upgrade, Sync Log Parameters, Refresh

Status, About and Exit.

» To start this service through the Service Manager Tray, click on Start Visitor Service.

» To configure the settings of Visitor Service, first stop this service by clicking Stop Visitor Service, and then

click Settings. To know more, refer “Settings”.

Matrix COSEC VMS User Manual
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Stop VisitorService

P A Ta] sl Tals

Sync Log Parameters
Refresh Status
About

Exit

» To upgrade the version of Visitor Service, click Version Upgrade.

+ To enable the debug logs of the Visitor Service, click Sync Log Parameters. This is used for trouble-

shooting by the Technical Support Team.
* To refresh the status of this service, click Refresh Status.
* To view the service details, click About.

+ To close the Service Manager Tray window, click Exit.

When service is running and Admin database loses connectivity or is unavailable then the service will keep

% running for 24 hours by default after which it will stop.

The maximum hours allowed for service is given as the configurable tag in Settings.xml file from

C:\Program Files (x86)\Matrix\COSEC Visitor Service.

14
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Settings

To configure the settings of Visitor Service, first stop this service, then click on Settings from the Service Manager
Tray option.

Visitor Service Settings window appears as shown below.

Visitor Service Settings *
IP Address | 192.168.103.155-Ethernet v
Master Service Address [localhost:15001 |  Test Connection
Port Number | 16001 | (1024 - 65533)
Secure Port Number |16010 | (1024 - 65535)
Request Time-Out (Sed) |3D | {10-600)
Response Time-Out (Sec) |1D | (10-600)
Freferred Language | English e
Save Cancel

Configure the following parameters:

|

IP Address: If your PC is having multiple network connections, the IP Addresses of these networks will be
displayed in the drop down list. Select the desired IP Address.

The IP Address of the first enabled network will be set as the default IP Address for this service.

If none of the network connections are enabled, then IP Address of the running service will get updated to
127.0.0.1 - Localhost and the services will continue running.

To restore the IP Address to the desired one, you must first enable the connection from network
connections and then select its IP Address from the drop down list manually.

As the Windows10 PC boots up fast, so services will check and retry for the availability of assigned IP
address before finally moving to 127.0.0.1

If more than one network connections are enabled then the first enabled network connections IP Address
will be assigned to all the services on service startup after installation.

If the PC is assigned a DHCP Addressing scheme, then whenever the IP Address changes, the same will
be updated against every service.

Matrix COSEC VMS User Manual 15



Click Refresh IP List ¢ to update the list of all network adapters (network connections).

* Master Service Address: Enter the IP Address or URL of the Master Service.

On changing or updating the Master Service Address, connection with the Master Service must be tested.

Click Test Connection to test the connection of Visitor Service with Master service.

Visitor Service Settings

Connection established Successfully

IP Address

Master Service Address

Port Number

Secure Port Number

Request Time-Out (Sec)

Response Time-0ut (Sec)

Preferred Language

192.168.103.135-Ethernet

St

c

[localnost: 15001|

| Test Connection

| 16001 | (1024 - 65535)
[16010 | (1024 - 65535)
30 | (10-600)
|10 | (10-600)
English At

Save Cancel

+ Port Number: This shows the port number at which the Visitor Service is accessible.

+ Secured Port Number: This shows the port number at which the Visitor Service is accessible on SSL

mode.

* Request Time-Out (Sec): Enter the request time-out duration in seconds for the Visitor Service
approaching Master Service for connection.

* Response Time-Out (Sec): Enter the response time-out duration in seconds for the Visitor Service
approaching Master Service for connection.

+ Preferred Language: Select the desired language from the provided dropdown list.

The languages listed here will be as per the language files present in the C:\Program Files
(x86)\MatrixX\COSEC Master Service\Language Resource.

16
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s Quick access
I Desktop
4 Downloads
=] Documents
=] Pictures

@ OneDrive

[ This PC

J 3D Objects
I Deskiop

=] Documents
4 Downloads
B Music

=] Pictures

B videos

., Local Disk (C:)

- MNew Volume (D)

¥ Network

[5] ENROLLUTILITY_EN-US

] VMSUTILITY_EN-US

« - 4 » ThisPC » Local Disk (C:) » Program Files (x86) » Matrix » COSEC Master Service »

Name Date modified

] MONITORUTILITY_EN-US
] SERVICES_AR-SA
% SERVICES_EN-US

2| VMSUTILITY_FR-FR

Language Resource
Type
Data Base File
Data Base File
Data Base File
Data Base File

Data Base File
Data Base File

87KB
283KB
69 KB
GIKB
73KB
73KB

Search Language Resource

al

The default language file provided will be of English language.
Name of the English language file for services will be: SERVICES_EN-US.

Name of the language file differs as per the language. For example, name of the Arabic (Saudi Arabia)

language file for services will be SERVICES_AR-SA.

default language into the desired language with the help of COSEC Multi-Language Utility. To know more,

% If you prefer a different language other than the default language file (i.e. English), you can translate this

refer to the Multi-Language Utility User Guide.

Click Save to save the settings.

Service Tray in Multiple User login

When you log into your computer with different user other than Administrator who has installed COSEC; then

service tray will be launched in the new user login as well but tray tool-tip messages and balloon messages will not
be displayed to the new user.

This new user will have the rights to start/stop the service and make changes to the settings of service.

When you exit from the Visitor Service Tray Application manually then this service will not be visible in the tray for
that particular windows login session. When you log in to windows session again, the service tray will be launched

again.

Matrix COSEC VMS User Manual
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CHAPTER 4 Starting the COSEC VMS
Desktop Application

To start the COSEC VMS desktop application (VMS Utility), click on the COSEC VMS icon from your
desktop.

For COSEC VYOM, Enter the Tenant ID and Master Service Address as shown below. Both the parameters are

available in Tenant activation Email sent to the Tenant by the Tenant administrator.
- _— .

—
Master Service Address  [CleliER i

Tenant ID: Enter the tenant ID.

Master Service URL: The Master service URL is net.tcp://192.168.104.11:15001/MasterService/
The master service is running on PC: with IP address 192.168.104.11 at port 15001.

Click OK. The VMS login page appears as shown below.

COS5EC VM5

Station Location Default Location

Login ID

Password

Matrix COSEC VMS User Manual 18



Before starting the COSEC VMS Utility, the Administrator needs to set the admin password from the
COSEC Web application as described in the COSEC System manual.

Select the desired Station Location from the picklist.

Search By =TLID v Q

| STLID | Name

Enter the Administrator Login ID and the Password as set in the web application module.

The COSEC Visitor Management System window appears as shown.

Matrix COSEC VMS User Manual 19



If the COSEC application is under maintenance; then user will not be allowed to access VMS Ultility till the end of
maintenance duration unless the scheduling is reset by the Admin in Admin Portal.

COSEC VMS
Maintenance scheduled between

04/09/2018 18:32 - 04/09/2018 18:35

Station Location Default Location e

Login ID

Password

The COSEC VMS user interface can be divided into eight parts.

1. Visitor Record options
2. Current Status
3. Expired passes

For Visitor Records, Current status and Expired Passes; refer “Surrender Pass”

COSEC VMS toolbar
Visitor details

Visit details

Vehicle details

Visitor Additional details

© N o o
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CHAPTER 5 Visitor Record's

This section enables the user to view various visitor records like Pre-registered Visitors, Watchlisted or Blacklisted
visitors, Frequent Visitors, Visitors whose passes are yet to be surrendered as well as entering the details of a new
visitor.

For more details see topics:

“Pre-Registered Visitors”
“New Visitors”
“Watchlist/Blacklist”
“Frequent Visitors”
“Surrender Pass”
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Pre-Registered Visitors

If there are any Pre-registered visitors, then Current Status of Pre will display the number of pre-registered visitors
who are expected to come today. For the visitors who require security clearance will appear in Pre list only after
getting security clearance.

Click on Pre to view the list of Pre-registered visitors.

Search By Visitor Name

Appointment ID | Visitor Name | Visit Date | Host User | Organization | Mobile No

The cross button appearing at the lower right corner of the windows are provided to close the window and
return to the home page of the VMS application.
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You can search the visitor by selecting the Search By option from the drop down list.

Search By visitor Name Q

Appointment I \ate . | Host User | organization | Mobile No

The list of pre-registered or expected visitors will be displayed in the list.

Select the Visitor to be checked in from the list or to view the details of visitor. The details of the visitor as specified
from the Visitor Management module of COSEC Web will appear here.

Host User: Select the desired Host User from the provided picklist.

Visit Period: The Visit Period can be selected from the Start Date and End Date calender buttons. When End Date
is greater than Start date, then Repeat button gets enabled.
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» Click Repeat. The Repeat Visit window appears. You can select repeat mode as — Daily, Weekly or
Monthly — based on which visit will repeat.

» Eg: If Weekly mode is selected, and Days are selected as Monday and Thursday so the visit will be
repeated on every Monday and Thursday in the range of Visit period.

Appointment No.
Maobile No
Visitor Name

Organization

Host User
Visit Period

Expected Visitor
Arrival Time

Visiting Hours

Repeat Made | Daily

Cancel

Maobile No

Mention Expected Visitor Arrival Time and Visiting Hours.

Visitor ID: The visitor can be assigned devices by assigning the Visitor ID and clicking the Devices assigned to

selected Visitor button as shown below.

Host User
Visit Period

Expected Visitor
Arrival Time

Visiting Hours
Visitor ID

Escort User

Visitor Type

General
Additional Visitors

Purpose

@

Visit Type

Mobile Na 72

Devices assigned to selected Visitor

24
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The Assigned Devices window appears as shown below. Click Add. Then select the devices by checking the box
from the pop up window. Click Save.

Device Name | Type | Delete
ARGOFACE-1 0o m

O Device Group @

N EETELT | Type .

ARGOFACE-2 200 Doo -

Close

To delete the assigned devices, click Delete button.

If any device or a device belonging to any device group is un-assigned against any visitor, is selected for
deletion and is a part of the Access Rule which is assigned to that visitor, then that door(s) will be retained
against that visitor. For details, refer to Access Rule in the User Guide.

Select desired Escort User from the provided picklist and enter their respective mobile numbers.

Select the desired Visitor Type and Visit Type.

In case of Additional Visitors, click Add "B button.

Gender | 5. v | Mobile Nt

Add Clear

| Gender | Mobile No | Edit | Delete

Cancel

Enter Name, Gender and Mobile Number of the respective Additional Visitor.

Click Add. The details of the Additional Visitor will be displayed in the grid below.
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Click Ok.
Enter the Purpose of the Visit of the above configured Visitors.

Select Enable Elevator Access Control check box and select the desired Elevator Floor Group from the
provided picklist.

Enter the vehicle details if not available in the system. You can also enter Basic details and Additional details of
visitor when new pass is created.See “Visitor Details” on page 81.

Then click Create Pass to create the pass of pre-registered visitor.

Whenever, security creates pass, visitor is treated as Checked - in firm and the Visit State changes.

The Visitor Pass alert is sent to visitor.

The Visit State change alert is sent to Host with Start button.

The Visit State change alert is sent to Security (having VMS Utility rights) without any button.

If Send OTP for Verification is enabled from Global Policy then OTP will be sent to the mobile number of the
visitor. This is to verify that the visitor is genuine and the mobile number available in the system matches with the
number of the visitor.

Also while sending the OTP to the visitor, same OTP will be stored in memory of VMS Ultility.

The OTP received on the visitor's mobile must be entered in the system. Then click Verify button. This will verify
the entered OTP with the OTP stored in the memory. If OTP matches, pass can be created.

Enter OTP

476893

Resend OTP

Verify Cancel

The pass can be generated after configuring Pass template. For more information refer “Visitor Pass Template”.
To know more about how to configure the printer for printing the pass refer “Visitor Pass Template”.

If Send OTP for Verification is disabled from Global Policy then pass will be created without sending OTP.

After the pass gets created, the Current Status will show New pass created today and In shows the visitor who is
inside the premises and the pass is not yet surrendered.
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| Pass Issue Date

Pass Start Pass End

| Pass Number

| Host User

Host User
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New Visitors

This section enables you to enter details of a new visitor, take the signature of visitor, enroll fingerprint and capture

photograph of the visitor. Also you can create the pass of visitor.

Visitor Name
Organization

Maobile No

State

Country
PIN/ZIP Code
Email ID
Gender
D.0.B.

Nationality

1D Proof 1
ID Proof 2
Custom Field...
Custom Field...

om Field...

i@ Female
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Matrix COSEC VMS User Manual



Enter Visitor's Name, Visitor's Organization and Mobile No.

Now configure the following parameters:

e “Add Additional Visitor Details”
e “Add Visitor Signature”

e “Enroll Visitor Finger”

e “Capture Visitor Photo”

e “Enroll Visitor Palm”

* “Read Visitor's Information”

e “Enroll Visitor Face”

Add Additional Visitor Details

Enter visitor's Basic and Additional Details.

For certain parameters under Additional Details, you will be asked to upload respective documents, if available.

To upload, click Upload m button. The Upload Document pop-up appears as shown below:

© 0

Supported File Formats and Size:
.Jpg, .bmp, .png: 100KE
.pdf: 10MB

Close
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To upload the document, click Document . Make sure the documents are as per the formats and size
supported by the system.

You can even capture the image of the required document by clicking Capture and then upload it.

You will be able to delete the document/image you selected to upload, by clicking Delete E .

Click Update.

000

Supported File Formats an
.Jpg, .bmp, .png: 100KE
.pdt: 10MB

Update

Once you update the file, you can preview the uploaded file. To preview, click Preview button. Preview

Document window appears where you can preview as well as download the uploaded document by clicking on the
document icon shown below:
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Click here to
download the
Uploaded
document/image

% Custom Fields in Additional Details are visible only after they are configured by your System Administrator.

If the user has identity card then his card can be scanned to get the visitor details automatically. This will reduce the
work of entering visitor’s detail manually. For more information, See “Read Visitor's Information” on page 38.

Click Save.

Add Visitor Signature

To add visitor’s signature click on Add Visitor Signature button.
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Then click on Signature pad to connect the signature pad to the software from where you can take visitor's
signature.

Visitor Name

Organization

Maobile No

Remove

Signature Pad

The Signature pad opens as shown below.

[Signature Pad &

~

ROB}

Select the Pen size as Normal, Medium or High as per which the thickness of font will be changed.
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Then click Custom Select and draw a rectangular region using mouse.

Now the visitor can write the signature in that box.

Once the signature is done, click on Done. The signature will appear on Visitor Details page.

Visitor Name  Rosy Fernandez
Organization

Mabile No

WD S

Remove

Signature Pad

Click on Save to save the Signature of visitor.
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Enroll Visitor Finger

To enroll fingerprint of visitor, click on Enroll Visitor Finger button.

Visitor Name

Organization

Mobile No

Finger Enrolled 0
FPImages Enrolled 0

Now using enroliment station, the fingerprint can be enrolled. Click Start button and place the finger on sensor.
Click Enroll to enroll the fingerprint. After enroliment click Verify to verify the credential.

Finger Enrolled 1

Enroll
Werify

Stop

Enroliment Successful [FP* Quality :50]
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Capture Visitor Photo

To capture the photograph of visitor, click on Capture Visitor Photo button.

Visitor Name

Organization

Maobile No

Click Start. When the visitor is in front of camera, then click Capture button to capture the image.

Click on the Save button. The Visitor will be visible in the Frequent Visitors list as shown below. See Frequent
Visitors section.

Search By

Visitor Name i | Mobile No
indian

indian indiannn

Mame : Rosy Fernandez
Organization : Cyberroam
Mobile No : 8762482624
Gender : Female
Nationality : Indian

Cancel Add to Watch list
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Enroll Visitor Palm
To enroll Palm of visitor, click on Enroll Visitor Palm button.

% “Enroll Visitor Palm” icon will be enabled only when “Enable Palm Module” is enabled in Settings.

Visitor Name

Organization

Mobile No

Palm Enrolled 0

Initialize

Close

Now using PVR enroliment station, the Palm can be enrolled. Click Initialize button and place the Palm on sensor.
You can enable the ‘Enroll In Adaptive Mode’ checkbox once initialized. This will allow the Palm Templates to be
compressed and saved into the COSEC server for the identification through the smart card (MiFare 4k). Refer

COSEC Server User Guide for more details about Door PVR in an Adaptive mode.

Click Enroll to enroll the palm template. After enroliment click Verify to verify the credential.

36 Matrix COSEC VMS User Manual



Palm Enrolled |

Fir yoier mbbidla lingoes w ik tha
wentral anls of the e

N\ 7
Y
|

Ay

(" Tie wensor should be
| dirscily uruler
| e paten wertar

Enrollment { 1 /2 )

Place your hand

*Palm Guide Mode: Without Guide

*Palm Guide Mode: Without Guide

You have been success

*Palm Guide Mode: Without Guide

Click on the Save button. After enroliment click Verify to verify the credential.

Fit your mbddio fingor with tha
wentral azls of the e

~

\

s

N

" The sensor should be
| ey urser
|t ol certee

v arification
VAEICaRRT Palm wanf

lace your hand
*Palm Guide Mode: Without Guide

*Palm Guide Mode: Without Guide
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Read Visitor’'s Information

When Samsotech Scanner / QR code Scanner is connected with VMS Utility then user Identity card (Driving
License, PAN Card, Aadhar Card, Passport etc) can be scanned to get the information in VMS Ultility.

Click on Read Visitor’s Information icon as shown below. Then you can click on Scan Card, Scan Chip or Scan
Aadhar Card/ vCard depending on the identity card to scan the visitor’s information.

Visitor Name
Organization

Maobile No

City

State

Country
PIN/ZIP Code
Email ID

Gender
Nationality
Address
City
State
Country
PIN/ZIP Code

Email ID

Gender [+ ] i Male i@ Fe

D.0.B.

After successful scanning the visitor’'s information will automatically appear in the Visitor Details fields as shown
below. This is based on the Reader Configuration done in COSEC Web > Visitor Management > Visit Components.
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Visitor Name Gautam Singh
Organization

Mobile No

Address

City

State

Country
PIN/ZIP Code

Email 1D

Gender 0 @ Male @ Female

D.0.B. dd/ i

MNationality

% Additional detail’s Id Proof field can be added automatically though scanning of Aadhar card. This can be

done from Settings> Input Settings> Camera Settings> Scanning QR code (See “Input Settings” on
page 69. for more information).
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Enroll Visitor Face

You can enroll a visitor’'s face credential using Enroll Visitor Face. Click icon and the following page

appears:

Visitor Name

COrganization

Mobile No

Face Enrolled g

View / Enroll Faces

Clear

To view already enrolled face images or to enroll new face images, click View/Enroll Faces and the following
window appears.

1222222222
1222222222

2222222222

For new enrollment, 3 methods for capturing an image of visitor’s face are provided, which are: Auto, Manual and
Browse.

1. Enrollment via Automatic Face capturing: This option will automatically capture the images from the IP
Camera or USB Camera.
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Click Auto, the Automatic enrollment screen appears.

A countdown timer will be displayed, after which Enroliment process will begin. So, the visitor needs to be
ready in front of camera to capture his/her face image.

Live Stream

Face Detected

Countdown Timer

‘Stop’ Button Enabled

As the enrollment process begins, status of captured image count and total captured image count will be
displayed.

For Auto, total captured face count will be as per the time configured for one enroliment cycle in FR
Settings. e.g. If Time for one enroliment cycle is selected as 6 seconds, face count displayed will be 30 and
if Time for one Enrollment Cycle is selected as 3 seconds, face count displayed will be 15.

Current Captured
Face Count

Total Captured Face Count

The captured image count will be updated along with the enrollment process.

Captured face will be displayed in the ‘Captured Faces’ grid.
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At Face Count O (that is Index Number 0), make sure you enroll the desired face image of a visitor as it will
be set as Visitor's Profile Photo if the Auto Add/Update Enrolled Face as Profile Photo checkbox is

enabled in the COSEC Web (Admin Module> System Configuration> Global Policy) by the System
Administrator.

Enrolled Faces

222202022222

When Verify before Auto Enroll is disabled in Settings > FR Settings, enroliment of the Captured Faces will
be done directly without any verification process only on the click of the Enroll button.

If Verify Before Auto Enroll is enabled, you will be required to verify the captured face images before the system
enrolls them automatically against the visitor.

Now, when you are conducting the enrollment process for a new visitor, you need to select the desired images to
enroll them against the visitor as shown below.

But when you are enrolling the face credential for those visitors whose face credential is previously enrolled, the

below page will be displayed, where the right side of the page displays the Captured Faces and on the left side,
already Enrolled Faces will be displayed if any.
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Captured Faces Enrolled Faces

FEEEEEEEEE FREEEEEEEE
gﬂgﬁﬁﬂﬁﬁﬁﬁ 122212222

£

* Now on the Captured Faces grid, there will be ticks on the left top corner on face image which shows the
respective faces are selected for enrollment while the ones with no ticks are not selected for the
enrollment.

* On the Enrolled faces grid, there will be cross on the left top corner on the face image which shows the
respective faces are marked for removal.

FEEEEEEEEE
1222222222
222/22/22/222

Click on Done button for enrolling the captured images or click on Abort button to remove the
captured images as well as to stop the enroliment process.

After the process is completed, below page will be displayed and the Automatic Enrollment process ends.

clelclelelecelels
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2. Enrollment via Manual Face capturing: This option enables you to manually capture the visitor's images
via IP Camera or USB Camera.

Click Manual, the Manual enrollment screen appears.

As the enrollment process begins, status of captured image count and total captured image count will be
displayed.

After completing the process, verification view will be displayed with the selected faces same as Automatic
face enrollment process.

Click Done for enrolling the captured images or click Abort to remove the captured images as well as stop
the enrollment process.

After the process is completed, below image will be displayed and the Manual Enroliment process ends.

3. Enrollment via Browsing Face Image: This option allows enrolling images of the visitor which are
already stored in your Computer through browsing.
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Click Browse, the browse dialogue box will be displayed.

Multiple images can be selected for enroliment.

All selected images will be verified and verified images will be displayed in the Enrolled Faces grid.

Captured Faces Enrolled Faces

Wessssaass|Hasesaasss
as/s(s|slslslsls (s (s (s|slsislals sle]s

(2/2/2/2/2 22002 (2222202 220

Click Done for enrolling the captured images or click Abort to remove the captured images and to stop the
enrollment process.

4. Enrollment via Face Identification: This option is used to identify the visitor from the Live Stream.

If in sever settings, FR is disabled for any visitor, visitor will not be considered for Identification checking
process.

When you click Identify, the Live streaming will start. So the visitor needs to be ready in front of the
camera for the identification process.

Click Start button below the live stream.
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Click Stop Button

1222222222

1222222222

After the visitor’s face is visible in Live stream, click on Stop button, then a list of identified visitors will be

displayed.

46
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Delete Enrolled Faces

You can delete the enrolled faces of a visitor by clicking on the cross x | on the left top corner of the image.

Click on the ‘cross’ to
delete the enrolled face.

Different Scenarios during Enroliment/ldentification of a Visitor
During the enrollment or the identification of a visitor, there can be different scenarios such as —

* No face is detected

* Face is not visible

» Keep face straight

» Conflict checking with other users/visitors
» Different Face is detected

1. No Face is Detected: When no face is detected in Auto, Manual and Identify modes, then the enroliment
process will be paused. The screen will appear as shown below.

2222222222

\.L\':J\.Ll\:.H:.'\.L\ FYFyryry

1222222222

2. Face is not Visible: During enroliment, if a visitor’s face is not visible within the camera range, then the
screen displays the error as shown below:
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1222222222
12212/222222
12212222222

3. Keep Face Straight: If the visitor's face is not within the face frame, the screen will display an error as
shown below:

B 1/t 2/2/2/2]2/2/2]2]
Hit12r222222

4. Conflict Checking: When any conflict is detected with other user/visitor during the enrollment process,
below shown image will be displayed, and such images will not be counted for the final enrollment.

£/81/€9/€[8]9/91$.

meEgHPbit1222222
15 ) 2222 eeee

Contlict Face
5. Different Face Detected: While enrolling, if a different person’s face is detected or the existing visitor
wears/removes spectacles and/or mask, a dialogue box will be displayed as shown below.
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IIHIIHIIII

Diffarant Face | tected. Do you want to continue?

@@@&;;m@

If the face detected is of the same visitor, then click Yes to continue with the enrollment process and if not,
click No and end the enrollment process.

Matrix COSEC VMS User Manual 49



Watchlist/Blacklist

The COSEC VMS application enables the user to maintain a watchlist of suspicious visitors or blacklist visitors. The
application enables the operator to deny entry to such visitors. The operator can also choose to allow the visitor
entry to the premises, based on the host's response.

The COSEC VMS enables the user to add a visitor to the watchlist or blacklist either from the Frequent Visitors
window or at the time of pass surrender. On clicking the Watchlist/Blacklist option the following window appears.

‘Search By| Vvisitor Name

Visitor Name | organization | Mobile No | Remarks

ooz m Blacklist

The visitor can be added to watchlist or blacklist from “Frequent Visitors” list or through the “Surrender Pass”
option.

The Visitors can also be viewed by selecting the option photo view or the photo view with details.

—p» Detail view.
Photo view.

Photo and Detail view

In order to remove a visitor from Blacklist or Watchlist, select the visitor and a pop up appears for removing the
visitor.
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Search By Type

| Organization
o001

| Remarks

Remove selected Visitor from Watchlist?

Yes

| Remarks

Remove selected Visitor from Blacklist?
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Frequent Visitors

The list of frequent visitors can be viewed by selecting Frequent Visitors section.

Search By visitor Name

Visitor Name | Organization | Mobile No

Name : 001
Organization : 001
Mobile No. : 001
Gender : Male
Nationality :

Add to Blacklist Add to Watchlist Create Pass

On selecting the visitor from the Frequent Visitors window, the system allows the user to either add the visitor to the
Watchlist, Blacklist or generate a Visitor pass. Select the appropriate option by clicking on the relevant button.
+ Click Add to Watchlist if you desire to add the visitor to Watchlist. You may also enter a remark before

saving the visitor to watchlist. For more information, refer “Watchlist/Blacklist”. This option is also available
from the Surrender Pass window.

Add 001 to Watchlist ?

Cancel

Click Add to Blacklist if you desire to add the visitor to Blacklist. You may also enter a remark before

saving the visitor to blacklist. For more information, refer “Watchlist/Blacklist”. This option is also available
from the Surrender Pass window.
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Add 001 to Blacklist?

Cancel

» Click on Create Pass. The home page with Visitor details (Basic and Additional) will be displayed.

* For creating pass, you must select a Visitor ID, Host user and Vehicle number. Once the pass is created,
Current Status will be updated for New and In.
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The Frequent visitors can also be viewed by selecting the option photo view or the photo view with details.

Photo View
Photo with Details

Search By

frequent visito

Nishit

Rosy Fernandez

frequent visito
organization
12345678

Male

indian

Nishit
Capgemini
9687634626
Male

Rosy Fernandez
Cyberroam
8762452624
Female

Indian

frequent visito

2

Rosy Fernandez

frequent visito
organization
456652322
Female

indian indiannn

Rosy
Cyberroam
8762452624
Male

Rosy Fernandez
Cyberroam
8762452624
Female

Indian
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Surrender Pass

This option enables the operator to manually sign out the visitor. The visitor must sign out on leaving the premises.
To sign out the visitor, the visitor needs to surrender the visitor pass or the ePass at the VMS station. Click on the
Surrender Pass option. The following page shows the list of visitors who are yet to surrender their passes.

Search BY Visitor Name

s Pass Start Pass End o . Additional
Visitor Name Date Date _In Time Out Time | Host User | Visitors

Rosy Fernandez 01/2017 30/0 7 4:5 5:51 Vaishmi Thakor

+ Select the Visitor from the grid whose pass is to be surrendered. The home page with visitor details will
appear.

* Click the Surrender Pass option. The following pop-up appears.

Surrender Pass M
Add To None

Remarks

+ Enable the Surrender Pass checkbox in order to surrender the visitor pass.

» If you desire you may also add the visitor to Watchlist or Blacklist.To do so, select the desired option from
the dropdown list under Add To.

» Enter appropriate Remarks if you desire.
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In the event of adding the visitor to the watchlist, specify a reason for adding the visitor to the watchlist and click on
the Save button. Once the pass is surrendered, Current Status will be updated for Out event.

Search By| visitor Name

Surrender
Time

Pass Start Pass End
Date Date

In Time Out Time | Host User

Visitor Name

Current Status
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The Current Status section enables the user to view the daily status of the visitor transactions.

The operator can click on the following links as shown in the above figure.

Pre: Enables the operator to view the list of pre-registered visitors expected for that day as shown.

Search By Visitor Name Q

¥isitor Name | Date | Host User | Organization | Mobile No

New: The window displays the list of new visitors defined on that day.

Yisitor Name | Pass Issue Date | Pass Number | Host User | additional Visitor

Malinga a 4:19 20618 JATIN DESAI

In: Displays the details of the visitor passes activated for that day which are not yet surrendered. The IN count will
be shown till the Visit End date or till the pass is surrendered. Suppose the pass is created and visit is repeated
daily for a month so it will be shown in IN count for that month.

Search BY visitor Marme

Pass Start Pass End

Yisitor Name : : In Time Out Time Host User
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Out : Displays the list of surrendered passes on that day.

Search By \isitor Name

Pass Start Pass End

Date Date In Time Out Time Host User

¥Yisitor Name

Expired Passes

This section displays the visitors whose visit hours have expired but the visitor passes have not been surrendered
for some reason or the other.

Nishit

The operator can select the visitor form the list and click on the Surrender Pass button as and when required. The
visitor can also be added to watchlist or blacklist if required, as explained earlier.
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VMS Settings

VMS Toolbar

The COSEC VMS toolbar enables the user to access the following functionalities as shown.

* Helpfile
» Settings
* Logout
Help Logout
Settings

Click on Help icon to access the VMS help file.
Click on Logout icon to log out of the VMS application.

The Settings option enables the user to configure the following parameters.

Station Settings

Ul Settings
Themes

Service Connection Settings

» General Settings, for more information, refer “General Settings”.
+ Station Settings
» Ul Settings
+ Themes
» Service Connection Settings
+ FR Settings
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+ Pass Template Settings, for more information, refer “Visitor Pass Template”.

Pass Template DefaultTemplate v e o °

* Input Settings, for more information, refer “Input Settings”.

Enable Scanner

Enable Finger Print Module
Enable Signature Pad
Enable Card Reader

Enable Palm Module

EEEENN

Printer

Reader Port coM1
Card Type MiFare

Card Format Default Format
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General Settings

Click on the Settings [E&4l icon. The following window appears.

Station Settings
Ul Settings
Themes

Service Connection Settings

You can configure the following Settings:

e “Station Settings”

e “Ul settings”

e “Themes”

e “Service Connection Settings”
¢ “FR Settings”

RARARARARS
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Station Settings

The Station Settings page enables the user to configure the following Station parameters.

Station Name

Station Location

Action On Search No Action

Store Visitor Information i@ Never @ Prompt

Finger Template Format Suprema Proprietary

FP Template per Visitor

Ul Settings

Themes

Station Settings

« Station Name: Specify a user friendly station name for the VMS station.

» Station Location: Select the VMS station location from the drop down list. The list appears as per the
stations defined from the COSEC Web application.

» Action On Search: Select the action from the drop down list as No Action, Surrender Pass or Reprint
Pass.

The security at exit gate of any premises will scan the QR code on pass. If the QR code contains
Appointment number and when respective appointment number match is found; the default action which is
set in Station Settings will be performed.

Pass Creation Settings

» Show Pass Preview: Check this box to enable pass preview mode.

+ Store Visitor Information: This option enables the user to configure whether the registered visitor
information is to be stored in the frequent visitor list. Select the appropriate option as per the site
requirements.
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The entry of Visitor details & visit details will be done only if the option “Always” is selected and If “Prompt”
is selected then in Add to Frequent Visitor Popup > "YES' must be selected.

FP Options

+ Finger Template Format: Select the format in which the finger templates of the visitor are to be stored.
Lumidigm ISO & Lumidigm Proprietary format must be set for Door FMX.

* FP Template per Visitor: User can set the maximum number of fingerprint templates that can be stored
per visitor. The maximum number is 2.

« Transfer Visitor FP to Devices: The system can transfer the enrolled fingerprints of visitor to the assigned
devices. Check this box to enable this functionality.

Ul settings

The Ul settings page enables the user to configure the following parameters as shown.

Station Settings

Preferred Language

i@ Local Status

Update Frequency

i@ Only E-Pass @ Only Paper Pass

@ Entry Location

Themes

» Language: The preferred language as selected from COSEC Web is displayed here. You can select
another language of your choice.

On clicking the Reload button; a request for selected language from Preferred Language dropdown will be
sent to Master Service.

» Current Day Status: This option enables the user to configure the following parameters of the Current
Status section.

« Display the local VMS station status or the global status in the event of having multiple VMS stations.
Select the appropriate option as per the site requirements.

» The frequency at which the current status is to be updated can be specified here. The maximum value
is 999 seconds.
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+ Pass Type: Select the type of pass to be issued to the visitor as per the site requirements.

+ Surrender Pass @: This parameter enables the user to configure whether the visitor passes are to be
surrendered at the entry location or at any of the VMS stations.

Themes

The COSEC VMS application enables the user to set the theme for the VMS station as per the user preferences.
Select the theme from the drop down list and click on the Apply Theme button as shown.

Station Settings

Ul Settings

Service Connection Settings

When VMS Service or Tenant's Database connection is not available with the VMS Utility, then system will retry to
connect with the VMS service or the database again.

* Retry Interval (sec): Enter the duration in seconds for which the retry for the connection will be done.
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Retry Count: Enter the number of counts for which the retry for the connection will be done.

Station Settings

Ul Settings

Themes

Retry Interval (Sec)

Retry Count
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FR Settings

Configure the following parameters of FR Settings to perform Face Enrollment of a Visitor.

Station Settings
Ul Settings
Themes

Service Connection Settings

Capturing Device IP Camera
MIPEG Stream URL

Nate: Mention the pratacal in URL

Username

Password

FR Mode FR Using GPU
Verify before Auto Enraoll
Time for one Enroliment Cycle 3

=

Identification On Local Database

Station Settings

Ul Settings
Themes

Semvice Connection Settings

FR Mode FR Using GPU
Verfy before Auto Enroll

Time for one Enrollment Cycle 3

Identification On Local Database
Matching Threshold (Face) o4

Conflict Matching Threshold (Fa

Capture Device: Select the desired face capturing device — IP Camera or USB Camera.

MJPEG Stream URL: Enter the MJUPEG Stream URL.

66

Matrix COSEC VMS User Manual



API Login Credential
* Enter the Username and Password to access the API.

*  FR Mode: Select a desired FR Mode — FR Using GPU or FR Without Using GPU.

+ Verify Before Auto Enroll: Select this checkbox to conduct a verification step before the Auto Enroliment
process of a visitor’s face.

You will be able to select the desired face images from the list of captured images which will be enrolled
against the respective visitor.

If disabled, then the system will automatically select the best captured face images and enroll them against
the respective visitor while considering the values of matching score, conflict etc.

+ Time for one Enroliment Cycle: Select the desired time to be taken by the system for one enroliment
cycle.

Example: Time for one Enroliment Cycle = 3 sec.

When an enrollment process starts and a visitor’s face is detected properly, images of the visitor’s face will
be captured for 3 sec.

At the end of 3 sec, out of all the captured images, maximum 5 images can be selected for enrollment.
Frames without faces or partial face or with low clarity etc. will be discarded.

¢ Conflict Check: Select this checkbox for the system to check if the captured visitor’s face image conflicts
with already enrolled faces of all the users and visitors stored in the database of the system, during the
enrollment of a new visitor’s face credential.

Conflict checking can be carried out depending on the option selected in Identification On.

* Identification On: Select the desired option — Local Database or Identification Server — on which the
Identification process of a visitor's face will be conducted.

+ Local Database - This stores only the templates of local visitors and will be used for location-based
visitor identification. This can be set up at the time of server configuration.

+ Identification Server (Global database) - This stores the templates of all COSEC users as well as the
visitors and will be used at the time of face enrollment of all users/ visitors from an enroliment station.

» If Identification On is set as Local Database;

VMS Utility will save the face templates locally for identification. It syncs all the face templates
automatically when the Utility starts.

If you wish to sync the face templates manually, click the Sync icon.

It will start syncing the face templates and on completion of the process, a message mentioning
successful sync process will be displayed.

If not synced due to any reason, an error message will be displayed.
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+ |f Identification On is set as Identification Server;

Face Identification and Conflict Check requests will be sent to the IDS server configured in “IDS
Configuration”.

As ldentification Server i.e. Global Database has all the templates of all COSEC users as well as
visitors, an accurate identification of visitor’s face will be achieved.

Matching Threshold: Matching threshold is the point at which the system becomes reasonably certain
that the visitor’s face for identification matches with the visitor’s already enrolled face available in its local
database.

A biometric match is never exact, hence you need to choose a measure of similarity i.e.Matching
Threshold at which a match will be declared.

So, if Identification On is set as Local Database, enter the Matching Threshold for visitor's Face
Identification.

Conflict Matching Threshold: To check if a visitor’s face, during identification process, matches with any
of the already enrolled users and visitors available in the system’s database, enter Conflict Matching
Threshold.

To provide some deviation between the face templates of multiple users, Admin can configure Conflict
Matching Threshold lower than Matching Threshold.

IDS Configuration

Identification Server Address: Enter the IP Address of the system where the IDS is installed.
Identification Server Port: Enter the Identification Server Port.

Max Response Time-Out (Sec): Enter the Maximum Response Time-Out Duration. It is a timer for which
the VMS Utility will wait for the response from IDS.

IDS will identify the face template of the visitor and will give a response to the VMS Ulility.

If IDS fails to give a response to the VMS Utility within the specified time, a time-out error message will be
displayed.

Enable Secure Communication: Select this checkbox to enable secure communication between IDS and
VMS Utility.
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Input Settings

This option enables the user to define the connected devices which will be used by the VMS application. Click on
the Input Settings icon as shown. The following page appears.

Addon Settings

Samsotech Reader Settings

Camera Settings

Addon Settings

Enable Scanner

Enable Finger Print Module
Enable Signature Pad
Enable Card Reader
Enable Palm Module
Enable Face Module

EEEENN

Printer

Reader Port COM1

Card Type MiFare

Card Format Default Format

The COSEC VMS application can connect to the devices. Check the boxes against the installed devices to enable
the COSEC VMS application to connect to the devices.

» Scanner

Scanner will be supported in VMS Utility through TWAIN compatible drivers in 32 bit computers and WIA
compatible drivers in 64 bit computers.

» Fingerprint Module (Suprema Bio Mini)
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The support of Suprema Bio Mini Plus 2 is added in VMS Utility.
If at any point of time the operating 'FP Template Type' is changed then application (Utility/Web) must be
restarted before enrollment.

Signature Pad

Card Reader

Palm Module

Face Module

Printer - Select the appropriate model from the installed printers in the drop down list.

Then configure the Card reader settings as required.

Then click on the Save icon once the settings have been defined. The Save icon appears on the upper right corner
of the settings window.

Samsotech Reader Settings

Addon Settings

URL to Read Card
T/ Samsotec) erService/|

URL to Read Chip sotechScannerService/r

otechScannerService/readChip)

Max Response Time Qut {Sec)

Enable: Check this box to enable Samsotech Reader Settings.

URL to Read Card: Enter the URL to communicate with Samsotech scanning Device for reading Card.
Eg: Aadhar Card do not have any chip so information can be read from the card.

URL to Read Chip: Enter the URL to communicate with Samsotech scanning Device for reading chip. Eg
: Driving License has chip from where the information can be scanned and read.

Max Response Time Out (Sec): Enter the maximum time duration till which response from Scanning
device can be received.

Click Save button to save the reader settings.

70

Matrix COSEC VMS User Manual



Camera Settings

Addon Settings

§ o

Samsotech Reader Settings

Read Aadhaar Card/vCard
Auto fill Aadhaar No. in
Input

Configure the following parameters of Camera Settings.
Scanning QR Code:

Nowadays, people carry Aadhar Card as this document has QR Code which contains their basic details.
Configure the following parameters.

Auto fill Aadhaar no. in [+ @ ID Proof 2
Input

IP Camera MIPEG URL

Username

Password

Read Aadhar Card/vCard: Enable this check-box to fetch details of visitor’s Id cards containing QR code.

+ Auto fill Aadhar no. in: On scanning the QR code of an Aadhar card, the Aadhar number will be auto
added in either fields of Additional details i.e ID Proof 1 or ID Proof 2 as per selection done here.

Input: This allows User to select Input for QR code Scanning on Aadhar card/vCard via input options:
+ USB Camera/Built-In Camera

+ |IP Camera

* QR Code Scanner

For IP Camera, mention the IP Camera MJPEG URL, Username and Password to configure it.
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Capture Visitor Details:

Input

Same as QR Code Scan

IP Camera MIPEG URL
Username

Password

Enable USB Camera: Enable this checkbox to capture Visitor's Image using Camera.

Input: Select the input for capturing visitor’'s image from options: USB Camera/Built-In Camera or IP
Camera.

For IP Camera, enable the Same as QR Code Scan if the IP Camera configuration is same as mentioned
in Scanning QR code. If not, then mention the IP Camera MJPEG URL, Username and Password to

configure it.

Click Save button to save the reader settings.
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Visitor Pass Template

The COSEC VMS application provides the user the flexibility to design visitor pass templates as per the site
requirements. The software also comes with built-in visitor pass template that can be used straight away to print
professional visitor passes for the visitors when they register. The pass can be printed at any stage of the visit.

In order to access the badge design functionality, click on the Settings icon on the toolbar as explained earlier. The

General Settings page appears. Click on the Pass Template Settings icon as shown. The following page
appears.

DefaultTemplate

Pass Template
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Click on the New Pass Template button to create a new visitor pass template. The Visitor pass design page
appears as shown.

Wisitor Pass

Image

Line

Text

Pass 3ize
Pass Layout

Multiple Selection

ShowiHide
Property window

Fields

Additional Fields

Preview

Save

(%) Close

The Image , Line and Text options enables the user to place customized static entities on the page. The system
will display the appropriate parameters in the properties window based on the selected entity.

Drag and drop image icon on the window. To view the property select Show Property Window.

4 Appearance

I Font Microsoft Sans Serif
BorderStyle  None
ForeColor [l Black
BackColor [ White

Text Visitor Pass
4 Layout
[T 40
Width 100
. I
sl Leit 325
l:3V|5|lurPassD Top =

o o o

Pass No Pass No Dats

Date (issue Date (Issue Date)
Ao Nats

Name (Visitor} Mame (Visitor)
Nata
Validity Start Validity Start Data

Validity Ends Validity Ends Dats
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Click on the Browse button as shown and select the image file to be placed on the visitor pass. The Layout
parameters to define the position and the size of the image can be edited as per the site requirements.

EH Appearance
=0 Ficture

E Layouwut
wdidth
Height

~
{ System.Dra L.‘l_'BI'OWSE to the
Image file

100
50
25
15

Place a text frame on the window.The following parameters appear in the properties window as shown.

E Appearance 4"
Font Microzoft Sanz Seril
BorderStyle MHone
ForeCaolar Il EBlack
B ackCaolor [ ] white
Visitor Pass—————Edit the Text
E Layowt Here
Height 23
Wwfidth 100
Left 25
Top 165

The user can edit the Font settings as
Text as shown.

The line option can be selected
section as shown below.

Horizontal Line

Vertical Line

You can edit the layout parameters of the line from the properties window or by directly dragging the edges of the

line.
Select the Horizontal Line or Vertical L

well as the layout of the text from the properties window after specifying the

as Horizontal or Vertical. The properties of line will be shown in properties

e 2l

EH Lapout
w1 25
bl 115
e 100
Ve 115

ine as required on pass template. Then drag and place the line at desired

place. To increase the size of line; drag it from the end points as shown below.

Matrix COSEC VMS User Manual



AppointmentNo.  Appaintment No
Data

Appointment Mo, Appointment No.
Data

Name (Visitor) g:'“: (Visitor) Name (Visitor) Na[ne (Visitor)
ata
Organization Organization Dats
Organization Organization Data
To Mest To Meet Data |
|
To Meet To Meet Data

The user can now set the Pass Size by selecting the Paper size and the Pass Layout by selecting Page Layout for
the visitor pass. The options available for the pass sizes are A4, A5, A6 and A7. Select the appropriate size from
the drop down list.

@ a4

fala

A7

The Pass Layout option has the portrait and the Landscape options. Select the appropriate option form the drop
down list as per the site requirements.

E Porkrait

Landscape

The visitor pass layout appears as per the selected options. The user can now add the static or dynamic fields to be
displayed on the badge. Each of the fields can be mapped to an area of the Pass.

The Dynamic fields added to the pass have two components:
» Field Name
» Field Attribute
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The Field attribute contains the name of the data field from which to get the content for this field. To select the fields
whose positions are to be mapped on the pass, click on the Fields icon as shown.

validi

To | X
In Time
Cat Tirme
npany Mame
Company Logo

The system displays the list of fields which can be placed on the Visitor pass. The user can now proceed with the
placement of these controls on the pass layout.

Drag and drop the required fields on to the design page as shown in the following figure.

Visitor Pass

LI=S 1
=5 [ ([ 1

E Appearance

[ Microsoft Sans 5 ... |
Pass Mo Pass NoDala Mame Microsoft Sans
Size 8.25
Date (lzzue Date) Date [lzsue Date] Data Urit Point
Baold False

.. . GdiCharSet 0
Name (Visitor) Name [Vistor) Data GdiericalFor False
[talic Falze
Strikeout Falze
) Underline False
- BorderStyle Mone
ForeColor Il Elack
BackCalar [] white
Text Mame [Visitor] Data
E Lapout
Height 23
Width 125
Left 130
Top 182

The user can then drag each of the fields to the appropriate location on the visitor pass layout. The user can edit
the display properties of each of the entities from the properties window as shown. Select the entity before editing
its properties.
This Field List also includes Repeat Mode, Repeat Visit, QR Code and Barcode.

* Repeat Mode display is as per selection done in Repeat Visit Poup > Repeat Mode dropdown.

* QR Code and Barcode is generated using Appointment Number of the visit.
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Click on the Additional Fields option to add some more visitor data to the Visitor pass. You can place the fields by
scrolling the bar; drag and drop the field on designer page. Also the custom fields as specified from Global policy
will appear in the Additional fields.

When the Custom field is edited; then on re-login into VMS Ulility, field list will get updated with new custom
field. But the template designed with previous custom field will remain same.

You can click on the Preview icon to view the final print layout of the visitor pass.

PAN Card
Building1-

There is an option to select Visitor Type Color wherein the colour code assigned to the visitor type can be printed
on the pass. So it becomes easy to recognize the visitor by visual inspection of colour from the visitor pass.

The Material List option enables to add the details of the materials (laptop, mobile etc) carried by the visitor on the
pass itself. Also the Visitor Profile Id and Visitor Profile Name can be added to the pass.

Visater Type Visitor Type Color
Color Code Code Data

Pass Mo Pass No Data

Mame (Visitor)  Heme (Visiter)
Data

Organizabon Organization Data

Matenal List Maisrial List Data
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Click on the Save icon to save the template. Enter a name to the configured template and Save.

ﬂl\'} AN

SECORITY SOLUTIONS

Visiior Pass

Date (lssue
ey

‘Template Name |HO template|

Name (Visitor)

Validity Start

Validity Ends

Vehicle No

Similarly, the user can edit an existing template or select another template from the drop down list and click on the
Set Template icon to set the pass template as the current template. However, the user will not be able to edit a
template which has been set as the current template.

Generating Visitor Pass

The visitor details are entered as shown below. The Pass template is set as HO template which is configured as
described above.

Appointment No.
Mon 30-Jan-2017
Visitor Name

Pre - Reaistered Visitors Organization

New Visitors Mobile No
Watch List

Frequent Visitors

Surrender Pass

Nishit & valz @ Fernale

Surrender Pass

Click on Create Pass. The Print Preview window will appear. You can preview and print the pass from the
configured printer.
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[I;!I HATRIY
MAliin

SECURITY SOLOTIONS
Visitor
Pass
Pass No 170130000003
Date (Issue 300172017 18:16
Name (Visitor) Geeta
Validity Start 30012017
Validity Ends 300112017
Vehicle No GJ0S FP7631
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Visitor Details

The COSEC VMS application home page has the Visitor Details section, where the operator can add basic details
like Address, Date of Birth, Photo image, Fingerprint template, signature etc at the time of Visitor registration.

Capture Visitor Photo

Add Visitor Details Enroll Visitor Face

Add Visitor Signature Read Visitor Information

Enroll Visitor Finger Enroll Visitor Palm
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Add Visitor Details

There are 2 tabs under Add Visitor Details — Basic Details and Additional Details.

Address
City i
ID Proof 1

State i
ID Proof 2
Country :
Custom Field 1

INSZIP Code i
PIN/ZIP Code Custom Field 2

s Custom Field 3

Gender iQ i@ Male Custom Field 4

0.0.B. dd/MM/yyyy s Custom Field 5

Nationality

Under Basic Details, enter the basic details of visitor like — Address, City, State, Country, PIN/ZIP Code, Email ID,
Gender, Date of Birth and Nationality.

Under Additional Details, enter the necessary details of visitor. You will be required to upload documents for certain
parameters.

% Custom Fields in Additional Details are visible only after they are configured by your System Administrator.

To upload any document, click Upload m button. The Upload Document pop-up appears as shown below:
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© 0

Supported File Formats and Size:
.Jpg, .bmp, .png: 100KE
.pdf: 10MBE

Close

To upload the document, click the Document icon. Make sure the documents are as per the formats and size
supported by the system.

You can even capture the image of the required document by clicking Capture and then upload it.

You will be able to delete the document/image you selected to upload by clicking Delete E .

Click Update.

Matrix COSEC VMS User Manual 83



_0

00

Supported File Formats and S
.Jpg, .bmp, .png: 100KE
.pdt: 10MB

Update Cancel

Once you upload the file, you can preview the uploaded file. To preview, click Preview button. Preview

Document window appears where you can preview as well as download the uploaded document by clicking on the
document icon shown below:

Click here to
download the
Uploaded
document/image

Close
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Add Visitor Signature

You can add the visitor’s signature here.

Remaowve

Signature Pad

The process of adding the visitor’s signature is same as done in New Visitors. So refer “Add Visitor Signature”
under New Visitors to know how to add the signature.
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Enroll Visitor Finger

You can enroll visitor’s finger here.

Finger Enrolled: 0

To know how to enroll the visitor’s finger, refer “Enroll Visitor Finger” under New Visitors.
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Capture Visitor Photo

You can capture visitor's photo here.

To know how to capture a visitor's photo, refer “Capture Visitor Photo” under New Visitors.
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Enroll Visitor Palm

You can enroll the visitor’s palm here.

Palm Enrolled 0

Initialize

To know how to enroll the visitor's palm, refer “Enroll Visitor Palm” under New Visitors.
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Read Visitor’'s Information

When Samsotech Scanner / QR code Scanner is connected with VMS Utility then user Identity card (Driving
License, PAN Card, Aadhar Card, Passport etc) can be scanned to get the information in VMS Utility. For more
information, refer “Read Visitor’s Information”.

Enroll Visitor Face

You can enroll the visitor’s face from here.

Face Enrolled (0]}

View / Enroll Faces

To know how to enroll a visitor’s face, refer “Enroll Visitor Face” under New Visitors.
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Registering Visitors

The COSEC VMS application enables you to register the visitor details before, or at the time of their arrival. There
are 3 categories of visitors in the COSEC VMS application.

+ First time visitor
* Frequent Visitor
* Pre-registered visitor

The operator needs to enter the details of the first time Visitor at the time of their arrival, while the other two
categories already have their details in the visitor database.

The pre-registered visitors are either added from the COSEC Web application or the COSEC ESS application.
Refer the COSEC system manual and the COSEC ESS manual for more details. Pre-registration involves the
following:

» Providing basic information about the visitor and host.

» Providing additional information about the visitor.

Registering a First time Visitor

This involves cases of unplanned visits when the visitor is not pre-registered and is not a frequent visitor. In such
cases, the registration is done directly from the VMS station when the visitor arrives. Click on the New Visitor
Mode on the COSEC VMS home page as shown.

When Samsotech Scanner is connected with VMS Utility then user Identity card (Driving License, PAN Card,
Aadhar Card, Passport etc) can be scanned to get the information in VMS Utility.

Click on Read Visitor’s Information icon. Then you can click on Scan Card or Scan Chip depending on the
identity card to scan the visitor’s information. After successful scanning the visitor’s information will automatically
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appear in the Visitor Details fields based on the Reader Configuration done in COSEC Web > Visitor Management
> Visit Components.

You can also enter the Visitor details manually as shown below.

Appointment No.
Mobile No
Visitor Name

Organization

CEET Mobile No
Visit Period 11,

Expected Visitor
Arrival Time

Visiting Hours

Visitor 1D @

Escort User Mobile No

Visitor Type General Visito Visit TYBE  personal

Additional Visitors

Field 1
Field 2
Field 3
Field 4
Field 5
Field &
Field 7
Field 8
Field 9

Field 10

Enter the visitor details as explained below.

Visitor Details:

Field Description

Visitor Name Specify name of the Visitor. This is a mandatory field.
Organization Specify the visitor's organization name. This is a mandatory field.
Mobile No. Specify the visitor’'s cellphone number. This is a mandatory field.

Visit Details:

Field Description

Host User Click on the Picklist button and select the host from the User Master Picklist
window.

Visit Period The current date appears by default.

Expected Visitor Arrival Time Enter the Visitors expected time of arrival.

Visiting Hours The current time being the start time, the system by default specifies a one hour visit
duration.
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Field Description

Visitor ID Click on the Visitor ID picklist button and select the Visitor ID which is to be assigned
to the visitor from the pop up window.
Note: No Passes can be generated without Visitor ID (Visitor Profile) selection.

Escort User In the event of the Escort rule being enabled on the PANEL DOORs, the user needs
to specify an escort user whose credential is to be authenticated after the visitor
credential. Click on the Picklist button and select the host from the User Master
Picklist window. This feature has to be enabled at the COSEC PANEL200 as it is
available only on the PANEL DOORs.

Visitor Type Select from the options in the drop down list.

Visit Type Select from the options in the drop down list.

Additional Visitors

Specify the number of additional visitors accompanying the visitor.

Purpose

Specify the purpose of the visit.

Enable Elevator Access
Control

Assign Elevator Access Control to the visitors while creating Visitor Profile.

Elevator Floor Group

If Elevator Access Control is enabled, then this picklist will be enabled.

If any Elevator Floor Group is selected from the picklist then access of that Floor
Group should be provided to Visitor and Configuration for the same will be sent to
all applicable devices.

If no Elevator Floor Group is selected then access of all free floors will be
provided to Visitor and Configuration for the same will be sent to device.

Visit Custom Fields (1-10)

Specify the information as per the format — Date or Time. Click on Upload button to
upload any document. Click on Capture button to capture the image of required
document and upload it.

Vehicle Details:

Field

Description

Vehicle Type

Select the vehicle type from the drop down list..

Vehicle Number

Specify the license plate number.

Description

Specify a description for the visitor vehicle.

Material List: Click on the Material List icon to specify the materials being carried by the visitor into the premises.

Laptop
Cellphone

Visitor Document Scanning: Click on this icon and click on the Scan Documents button to scan the Visitor

documents.

Click on the Create Pass button to complete the visitor check in process.
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Registering a Frequent Visitor

Click on the Frequent Visitors link in the left pane of the COSEC VMS home page. The Frequent Visitors page pops
up displaying the list of existing regular Visitors. The operator can filter the Visitors by Visitor Name, Organization,
Mobile No., Gender and Nationality. The COSEC VMS application will load all the details of selected Visitor with
photo and Fingerprint on the Visitor check in page.

The Frequent Visitor page also enables the user to select the Photo View or the Photo View with details as shown.

Search By visitor Name

Yisitor Name | organization | Mobile No

L]
Sri S Male Photo View =

Morth l’-ﬂ =

Photo with
Details

The operator can also use the Search Visitor mode icon in the Visitor Details section to search for existing visitors.
The COSEC VMS allows the operator to filter the search based on the Appointment No, Visitor Name, Organization
or Mobile No. as shown.

Indian

Appointment No. |
Mabile No
Visitor Name

Organization

Similarly, the system can also search the visitor database by performing a fingerprint and palm match. Click on the
Search Visitor FP mode and Search Visitor Palm mode icon to initiate the search process as shown.

The Visitor needs to now place the previously registered finger on the fingerprint scanner.

Storing Visitor Information is necessary for Visitor Search feature to function properly. Palm search will be
done locally only.

Registering a Pre-registered Visitor

Click on the Pre - Registered Visitors link in the left pane of the COSEC VMS home page. The Pre - Registered
Visitors page pops up displaying the list of existing pre-registered Visitors. The user can filter the Visitors by Visitor
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Name, Date, Host User, Organization and Mobile No.. The COSEC VMS application will load all the details of
selected Visitor as entered by the administrator or host user at the time of pre-registration.

itor Mame

Yisitor Name | Host User | Organization | Mobile No
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Visitor Signing out

The visitor must sign out while leaving the premises. Signing out a visitor ensures that the visitor has left the
premises. The COSEC VMS has the Surrender Pass functionality to sign out visitors. Click on the Surrender Pass
link in the left pane of the COSEC VMS home page.

Search By visitor Mame

Pass Start Pass End 3 . Additional
te ] ] ]

The list of check in visitors appears in the Surrender Pass window. The operator can filter the Visitors by Visitor
Name, Pass Start Date, Pass End Date, In Time, Out Time, Host User, Type and Additional Visitors. Select the
Visitor to be checked out from the list and click on the Surrender Pass option.

Surrender Pass M
Add To None

Remarks

Watchlist
st
Cancel

The above window also enables the operator to add a visitor to the Watchlist/Blacklist. Select the appropriate
option from the dropdown list. Click Save in order to sign out the visitor.

This option can also be used to reprint a visitor pass in the event any error occurs while printing the pass at the time
of visitor check in. Click on the Reprint button to print the visitor pass again. However, this option will not be
available for visitors whose passes have expired due to overstay.

% Once the Visitor pass is expired, the visitor ID will get free. And then the visitor ID can be assigned to the
other visitor.
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